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Introduc�on

The Internet is considered the most disrup�ve 
informa�on and communica�on technology that has 
revolu�onized the free flow of informa�on between 
individuals by offering anyone with an Internet 
connec�on, the ability to gather and disseminate 
news, informa�on, and opinions.1 

In the light of its accessibility and its capacity to store 
and communicate vast amounts of informa�on, the 
Internet plays an important role in enhancing the 
public’s access to news and facilita�ng the 
dissemina�on of informa�on in general.2

As of December 2018, Uganda had an es�mated 19 
million internet users, about 42% of the total 
popula�on.3 This growth in internet penetra�on has 
partly been aided by the increase in mobile telephony 
penetra�on which stood at 22 million subscribers, 
with almost 10 million accessing the internet through 
the mobile as of June 2018.4

The internet is helping develop spaces that can 
empower people, helping them communicate, 
collaborate and exchange views and informa�on, and 
this represents, the ‘democra�za�on’ of freedom of 
expression as it is no longer necessary to rely upon 
professional journalists or gatekeepers to act as public 
spokespeople for our views.5

Uganda has passed several laws and policies, some of 
which contain progressive provisions that advance the 
rights to freedom of expression. Principally, the right 
to freedom of expression and access to informa�on is 
cons�tu�onally guaranteed under Ar�cles 29 (1) (a) 
and 41, respec�vely. Other legal framework include; 

the Access to Informa�on Act, 2005 that seeks to 
promote an efficient, effec�ve, transparent and 
accountable government as well as to give effect to 
Ar�cle 41 of the Cons�tu�on by providing the right of 
access to informa�on held by organs of the State; the 
Computer Misuse Act, 2011 that seeks to make 
provision for the safety and security of electronic 
transac�ons and informa�on systems; to prevent 
unlawful access, abuse or misuse of informa�on 
systems6; the Uganda Communica�ons Commission 
(UCC) Act, 2013 that mandates the Commission, 
under Sec�on 5(L) to promote research into the 
development and use of new communica�ons 
techniques and technologies, including those which 
promote accessibility to communica�ons services for 
persons with disabili�es, as well as the Uganda 
Na�onal Vision 2040 which clearly iden�fies ICT 
access and u�liza�on not just as a cross-cu�ng 
development enabler but also as a major business 
opportunity, providing the highest policy level 
underpinning to the impera�ve for universality of ICT 
in Uganda.7

Unfortunately, even with these progressive legal 
frameworks, there are a number of other laws, 
policies, and prac�ces that have been adopted and 
have had a nega�ve effect on the ci�zens’ enjoyment 
of their rights to freedom of expression and online 
expression; for example, the An�-Terrorism Act of 
2002, under which intercep�on of communica�ons 
may be conducted on grounds such as safeguarding of 
the public interest; preven�on of the viola�on of the 
fundamental and other human rights and freedoms of 
any person from terrorism; preven�on or detec�ng 
the commission of any offence; and safeguarding the 
na�onal economy from terrorism,8 the 2011 
Computer Misuse Act, which criminalised cyber 
harassment (sec�on 24)  and “offensive 
communica�on under sec�on 25. 

Addi�onally, several provisions within these laws 
have been used to increasingly put pressure on 
private actors to censor content which the state 
deems illegal or simply “harmful to na�onal 
security.”9 

In 2016, UCC ordered the shutdown of internet 
access on the eve of the presiden�al elec�ons vo�ng 
day in February, ci�ng “na�onal security”, as well as 
during the inaugura�on in May 2016, affec�ng social 
media pla�orms including Facebook, Whatsapp, 
Twi�er, and mobile money transfer services.10

In April 2018, the Ugandan communica�ons 
regulator directed online data communica�on 
service providers, that include; online publishers, 
online news pla�orms and online radio and 
television operators, to apply and obtain 
authorisa�on from the commission within a period of 
one month or risk having their websites and/or 
streams being blocked by Internet Service Providers 
(ISPs).11 The regulator later published a list of the 
licenced providers, who were each required to pay 
USD 20. 

On 29, April 2019, UCC ordered internet service 
providers to shut down all unauthorized news sites 
following a direc�ve requiring online data 
communica�on service providers, including 
publishers, news pla�orms, radio and television 
operators to obtain authoriza�on.12

Later in 2019, another direc�ve was issued by UCC 
requiring all “online publishers and influencers who 
have reached a capacity of sharing communica�on 
content and also using the online publica�on for 
commercial business” to register with regulator and 
pay a USD 20 levy.13

In May 2017, a famous movie translator, Marysmats 
Matovu alias VJ Junior and his colleague, Geoffrey 
Bbosa, were arrested and charged with cyber 
harassment and offensive communica�on based on 
allegedly provoca�ve messages sent in a group 
message chain about the Uganda Film Producers 
Associa�on.14

Interna�onal Legal Framework 
on Internet Rights and Freedom
The right to freedom of expression (including on the 
internet) has been provided for under Ar�cle 19 of 
the Universal Declara�on of Human Rights, that 
states that; “Everyone has the right to freedom of 
opinion and expression; this right includes freedom 
to hold opinions without interference and to seek, 
receive and impart informa�on and ideas through 
any media and regardless of fron�ers.”15 

This right is further ar�culated within Ar�cle 19 (2) of 
the Interna�onal Covenant on Civil and Poli�cal 
Rights (ICCPR), sta�ng that; Everyone shall have the 
right to freedom of expression; this right shall include 
freedom to seek, receive and impart informa�on and 
ideas of all kinds, regardless of fron�ers, either 
orally, in wri�ng or in print, in the form of art, or 
through any other media of his choice. 

The General Comment 34 on State par�es’ 
obliga�ons under Ar�cle 19 of the Interna�onal 
Covenant on Civil and Poli�cal Rights adopted on July 
21, 2011 holds that the same rights an individual 
enjoys on line must be the same rights enjoyed 
online16. 

In 2016, the United Na�ons passed a non-binding 
resolu�on on “the promo�on, protec�on, and 
enjoyment of human rights on the Internet.”17 The 
resolu�on specifically condemns measures to 
prevent or disrupt access and calls on all States to 
refrain from and cease such measures. It further 
recognizes the importance of access to informa�on 
and privacy online for the realiza�on of the right to 
freedom of expression and to hold opinions without 
interference.18

Although there is no express right of access to the 
internet under interna�onal law, the 2016 United 
Na�ons Resolu�on urges states to “consider 
formula�ng, through transparent and inclusive 

processes with all stakeholders, and adop�ng 
na�onal Internet-related public policies that have the 
objec�ve of universal access and enjoyment of 
human rights at their core.”

On the African con�nent, Ar�cle 9 of the African 
Charter on Human and Peoples’ Rights (ACHPR) 
states that; “Every individual shall have the right to 
receive informa�on” (9(1); and “Every individual shall 
have the right to express and disseminate his opinion 
within the law.” (9(2). 

The ACHPR has also adopted several resolu�ons 
aimed at promo�ng the right to informa�on and 
freedom of expression in Africa amongst which 
include; ACHPR/Res. 362 (LIX) 2016, adopted in 
Banjul on 4 November 2016. The resolu�on reaffirms 
the fundamental right to freedom of informa�on and 
expression enshrined under Ar�cle 9 of the African 
Charter on Human and People’s Rights and in other 
interna�onal human rights instruments and 
recognizes the role of the internet in advancing 
human and people’s rights in Africa. This resolu�on 
came at a cri�cal �me when the region was 
witnessing regular internet shutdowns which 
impacted directly on freedom of expression and 
access to informa�on.

Limita�ons on the Right to 
Freedom of Expression
Both the ICCPR and ACHPR have within their 
provisions, limita�ons to the rights to freedom of 
expression. Specifically, Ar�cle 19 (3) of the ICCPR 
notes that; the exercise of the rights provided for in 
paragraph 2 of this Ar�cle carries with it special 
du�es and responsibili�es. It may, therefore, be 
subject to certain restric�ons, but these shall only be 
such as are provided by law and are necessary: (a) For 
respect of the rights or reputa�ons of others; (b) For 
the protec�on of na�onal security or of public order 
(ordre public), or of public health or morals.19 
On 21 July 2011, the UN Human Rights Commi�ee 
adopted General Comment 34 on States par�es' 
obliga�ons under Ar�cle 19 of the (ICCPR), with 
guidance to States on what the freedoms of opinion 

and expression mean in prac�ce, and therefore 
strengthens the protec�on provided by interna�onal 
law. In reference to any restric�ons, General 
Comment 34 (para 35) highlights that “When a State 
party invokes a legi�mate ground for restric�on of 
freedom of expression, it must demonstrate in 
specific and individualized fashion the precise nature 
of the threat, and the necessity and propor�onality 
of the specific ac�on taken, in par�cular by 
establishing a direct and immediate connec�on 
between the expression and the threat”.20

In Uganda, the right to freedom of expression, like 
other rights are also limited within the Cons�tu�on 
by Ar�cle 43(1) which states that; (1) In the 
enjoyment of the rights and freedoms prescribed in 
this Chapter, no person shall prejudice the 
fundamental or other human rights and freedoms of 
others or the public interest. But as noted above, any 
limita�on must pass the three-part test as provided 
for under Ar�cle 19(3) of the ICCPR.
As a signatory to various interna�onal human rights 
instruments such as the Interna�onal Covenant on 
Civil and Poli�cal Rights, the African Charter on 
Human and Peoples’ Rights and having incorporated 
progressive ar�cles within the Cons�tu�on, 
specifically on the Bill of Rights, Uganda has a duty to 
promote and advance peoples’ fundamental human 
rights online, including access to and use of the 
internet through progressive legisla�on and 
prac�ces.

About the African Declara�on on 
Internet Rights and Freedoms
The African Declara�on on Internet Rights and 
Freedoms (AfDEC) is a Pan-African ini�a�ve to 
promote human rights standards and principles of 
openness in internet policy formula�on and 
implementa�on on the con�nent. The Declara�on is 
intended to elaborate on the principles which are 
necessary to uphold human and people’s rights on 
the Internet, and to cul�vate an Internet 
environment that can best meet Africa’s social and 
economic development needs and goals.
The Declara�on builds on well-established African 
human rights documents including the African 
Charter on Human and Peoples’ Rights of 1981, the 

Windhoek Declara�on on Promo�ng an Independent 
and Pluralis�c African Press of 1991, the African 
Charter on Broadcas�ng of 2001, the Declara�on of 
Principles on Freedom of Expression in Africa of 
2002, and the African Pla�orm on Access to 
Informa�on Declara�on of 2011.

The Declara�on has iden�fied 13 key principles that

 include; Openness; Internet Access and Affordability; 
Freedom of Expression; Right to Informa�on; 
Freedom of Assembly and Associa�on on the 
Internet; Cultural and Linguis�c Diversity; Right to 
Development and Access to Knowledge; Privacy and 
Personal Data Protec�on; Security, Stability, and 
Resilience of the Internet; Marginalised Groups at 
Risk; Due Process; Democra�c Mul�-stakeholder 
Internet Governance; and Gender Equity.

This report, therefore, provides an assessment of 
Uganda’s Compliance with 11 out of the 13 Principles 
of the African Declara�on on Internet Rights and 
Freedoms. The report examines both the legal 
environment (laws and policies) and prac�ces by the 
state regarding internet freedom and rights.

Findings: Uganda’s Compliance 
to the AfDEC Principles

Openness
The AfDEC Principle on Openness requires that the 
Internet should have an open and distributed 
architecture and should con�nue to be based on 
open standards and applica�on interfaces and 
guarantee interoperability so as to enable a common 
exchange of informa�on and informa�on.

In 2014, the government, through the Na�onal 
Informa�on Technology Authority, issued guidelines 
for developing government websites that 
emphasized the need to use open standard-based 
tools and technologies for the development of 
websites as well as content to ensure interoperability 
and accessibility of websites. The web guidelines 
adhered to the Web Content Accessibility Guidelines 
(WCAG) of the World Wide Web Consor�um (W3C). 
W3C is an interna�onal body working towards 
defining standards in web technologies and formats 
for publishing content on the web.21

Sec�on 1.4 of Guidelines on Development and 
Management of Government Websites requires all 
government MDAs to “consider the needs of a broad 
spectrum of visitors, including the general public, 
specialised audiences, people with disabili�es, those 
without access to advanced technologies, and those 
with limited English proficiency and ICT skills.”

However, a 2007 survey on Web Accessibility in 
Uganda22 established that 100% of the government 
websites whose webmasters responded to the 
survey were not accessible to users with visual 
disabili�es. Addi�onally, the majority of government 
MDA websites are in English, making them 
inaccessible to many Ugandans who cannot read and 
write in this language.23

The Openness principle also seeks to advance the 
principle of network neutrality, which requires that 
all data on the Internet must be treated in an equal 
and non-discriminatory manner, and shall not be 
charged differen�ally, according to user, content, 
site, pla�orm, applica�on, type of a�ached 
equipment, and modes of communica�on.

However, it has been reported that Uganda does not 

have robust and implementable legal protec�ons for net neutrality24, and because of this, both the government 
and telecom companies have violated the principle in the past, with �ered pricing of the communica�on 
services and social media blocking.25 In 2005, UCC passed the Telecommunica�ons (Tariffs and Accoun�ng) 
Regula�ons,26 to regulate the pricing of telecommunica�ons services and accoun�ng by telecommunica�ons 
operators. Unfortunately, as noted earlier, the regula�ons are largely unenforceable.
The AfDEC Principle on Openness also demands that there should be no special privileges for, or obstacles 
against, the exchange of informa�on online or any party or content on economic, social, cultural or poli�cal 
grounds.

There have been a number of policies and prac�ces that have however served to undermine these principles. 
Specifically, the passage of the Uganda Excise Duty (Amendment) Bill 2018, which introduced taxa�on of 
“over-the-top” (OTT) services, and raised taxes on other telecommunica�ons services violated this principle 
which requires service providers to treat all internet traffic equally, and not block or thro�le access to online 
content and services. 

According to figures from the UCC, the number of subscribers reduced by two and a half million from 16 million 
to 13.5 million subscribers between July and September 2018. The same trend was noted in the amount of 
revenue falling from Uganda Shillings (UGX) 5.6 billion in July 2018, to UGX 3.96 billion in September 2018 (see 
table below). 

Recommenda�ons
1. The Government of Uganda should consider the expansion of the scope of the guidelines27 for 

developing and managing government websites to cover the private sector.
2. Given the nega�ve impact that the OTT tax has had on the ability of the majority of users to access and 

use the internet, the government should consider amending the Excise Duty (Amendment) law to 
consider other avenues of raising revenue rather than imposing a tax on the internet. 

Internet Access and Affordability

Access to the Internet plays a vital role in the full 
realiza�on of human development and facilitates the 
exercise and enjoyment of a number of human rights 
and freedoms, including the right to freedom of 
expression and informa�on, the right to educa�on, 
the right to assembly and associa�on, the right to full 
par�cipa�on in social, cultural and poli�cal life and 
the right to social and economic development.

Accordingly, access and affordability policies and 
regula�ons that foster universal and equal access to 
the Internet, including fair and transparent market 
regula�on, universal service requirements and 
licensing agreements, must be adopted, according to 
the AfDEC. 

The government has put up various policies and 
strategies in place in order to foster a conducive 
environment through which users can maximize the 
social and economic benefits enabled by ICT.

In 2014, the government passed the Na�onal 
Informa�on and Communica�ons Technology Policy, 
with broad policy objec�ves of; building a 
knowledge-based human capital; promo�ng 
innova�on in economic and social systems; 
expanding ICT infrastructure and its integra�on 
throughout the country; deepening u�liza�on of ICT 
services by government, private sector, 
Non-Government Organiza�ons and ci�zenry; 
enhancing research and innova�on in ICT products, 
applica�ons, and services; and improving ICT 
governance and environment in Uganda.28

Addi�onally, Uganda’s Na�onal Vision 2040 very 
clearly iden�fies ICT access and u�liza�on not just as 
a cross-cu�ng development enabler but also as a 
major business opportunity. This provides the 
highest policy level underpinning to the impera�ve 
for universality of ICT in Uganda.29

The AfDEC principle also calls for the establishment 
of na�onal and regional Internet exchange points 

(IXPs) to ra�onalize and reduce the cost of Internet 
traffic at na�onal, local and sub-regional levels, as 
well as addressing the gender digital divide, with 
factors such as level of employment, educa�on, 
poverty, literacy and geographical loca�on resul�ng 
in African women having lower levels of access than 
men.

In 2016, the government is reported to have 
embarked on the provision of “free internet access” 
to residents within the capital city, Kampala through 
the MYUG, a new applica�on that has been 
developed by the Na�onal Informa�on and 
Communica�ons Technology (NITAU).30 The services 
have however experienced some challenges and 
don’t cover all the intended hotspots as had been 
envisaged.31 

Addi�onally, in December 2019, MTN, the largest 
telecommunica�on service provider in Uganda also 
announced the introduc�on of a range of data 
bundles that do not expire32, a�er many complaints 
from clients for loss of unused internet bundles. 
Previously, customer internet bundles would expire 
a�er 24 hours.

It is also refreshing to note that within the new 
guidelines for the Rural Communica�on 
Development Fund (RCDFII)33, the government has 
commi�ed to improving on the Connec�vity, Access, 
Affordability, and Equity for the target groups.

To date, UCC through RCDF has implemented ICT 
Computer Labs in over 1000 Secondary Schools, 
Ter�ary ins�tu�ons and Universi�es.34 The schools 
with Computer laboratory infrastructure have also 
acted as a pla�orm to provide digital literacy skills to 
the communi�es around the schools, which has 
drama�cally reduced the digital divide in the country

The Na�onal Broadband Strategy for Uganda35 
(2016-2020) defines the minimum requirements for 
high-speed transmission and access for voice, data, 

and video to homes and businesses and sets the 
target to be achieved within the five-year period. 
Some of the key targets defined for the five-year 
period include raising the minimum broadband 
speeds from 512kbps (in 2014/15) to 3Mbps and 
reducing the cost per Mbps of broadband in rela�on 
to average income by 10%. The strategy also seeks to 
achieve 100% broadband connec�vity at all district 
and sub-county headquarters, health centre IVs, 
ter�ary ins�tu�ons and secondary schools by 2020.36

Unfortunately, internet access and affordability is 
s�ll a challenge for large sec�ons of the popula�on 
especially the poor, rural popula�ons, women, and 
persons with disabili�es. This is because while 
internet access has become more affordable, 
par�cularly on mobile phones, costs are s�ll 
expensive for many Ugandans.37 Within East Africa, 
Ugandans are reported to be paying the highest 
prices to access mobile internet, at an average of 
$4.69 (Shs 17, 231) for 1GB [gigabyte] of data, 
compared to her neighbors in Rwanda who are 
paying an average of $0.56 or (Shs 2,057) for 1GB of 
data, with Burundi and Kenya, paying $2 (Shs7,344) 
and $2.73 (Shs10,024) for 1GB, respec�vely.38 The 
introduc�on of a daily UGX 200 (USD $0.05) tax on 
social media use in July 2018 is reported to have le� 
millions unconnected due to the increased costs.39 

Other factors that have affected access and 
affordability include limited access to electricity as it 
is mostly concentrated in urban areas and further 
impedes access to ICTs.40

Recommenda�ons
1. The government should review and expedite 

the full implementa�on of the Na�onal 
Broadband Strategy, which expires within 
less than a year, 2020.

2. The government should expand the free 
Wi-Fi program to other areas outside of 
Kampala and Entebbe. 

3. The government should work with and 
incen�vize telecommunica�on companies to 
provide special rates for the rural poor so as 
to reduce the costs of mobile internet in the 
country.

4. Review the revenue collec�on concept as the 
OTT tax has definitely had a nega�ve effect 
on both revenue and internet access and 
affordability.

Freedom of Expression

Principle 3 of the African Declara�on on Internet 
Rights and Freedoms notes that; “Everyone has the 
right to hold opinions without interferences. 
Everyone has a right to freedom of expression which 
includes the freedom to seek, receive, impart 
informa�on and ideas of all kinds through the 
internet and digital technologies, regardless of 
fron�ers”. The principle acknowledges the 
non-absoluteness of the rights but however notes 
that any restric�ons must be provided for by law, 
pursue a legi�mate aim as expressly listed under 
interna�onal law. 

In Uganda, the right to freedom of expression, and 

access to informa�on are provided for under the 
Cons�tu�on41, and although not explicitly defined 
within the cons�tu�on, this right includes the 
“freedom to seek, receive and impart informa�on 
and ideas of all kinds, regardless of fron�ers, either 
orally, in wri�ng or in print, in the form of art, or 
through any other media (including the internet) of 
his choice.”42 

Although the right to freedom of expression, 
especially online, like many others is not absolute, 
under both interna�onal law and the Ugandan 
Cons�tu�on, the AfDEC notes that “Content 
blocking, filtering, removal and other technical or 
legal limits on access to content cons�tute serious 
restric�ons on freedom of expression and can only 
be jus�fied if they strictly comply with interna�onal 
human rights law, which says that any restric�ons 
should be; (a) Prescribed by law; (b) Serve a 
legi�mate purpose for the protec�on of reputa�on, 
na�onal security, public order, public health or 
morals; and, (c)  It must be necessary to achieve the 
prescribed purpose.43

However, at the height of what came to be known as 
the Arab Spring, the government is reported to have 
ordered Telecom companies to block and regulate 
text messages that could ins�gate hatred, violence, 
and unrest during the presiden�al elec�on period, 
February 2011.44 A few months later, in April 2011, 
UCC instructed ISPs to temporarily block access to 
Facebook and Twi�er for 24 hours “to eliminate the 
connec�on and sharing of informa�on that incites 
the public.” The order came in the heat of the ‘walk 
to work’ protests in various towns over rising fuel and 
food prices.45

In 2016, there were to be two addi�onal episodes of 
internet shutdowns, in February 2016 during the 
elec�ons and May 2016, during the swearing-in of 
the President. In ordering the shutdowns, the 
government cited na�onal security concerns as the 
main reason. The president is reported to have told 
journalists that he ordered the shutdowns because; 
“Steps must be taken for security to stop so many 
ge�ng in trouble, it is temporary because some 

people use those pathways for telling lies,”46

The AfDEC principle on Freedom of Expression also 
requires that “No-one should be held liable for 
content on the Internet of which they are not the 
author” and seeks to limit the liability of 
intermediaries. Under sec�on 29 of the 2011 
Electronic Transac�ons Act,  intermediaries are 
protected from any liability on content shared by 
third par�es, sta�ng that “a service provider shall not 
be subject to civil or criminal liability in respect of 
third-party material which is in the form of electronic 
records to which he or she merely provides access.”47 
This is a posi�ve provision that should be protected 
by the state.

The AfDEC Principle on Freedom of Expression also 
emphasizes the important role that a safe and secure 
opera�ng environment for internet users if they are 
to meaningfully par�cipate in online expression – 
sharing opinions and ideas. The government has put 
in place a number of commendable measures to curb 
online, safety especially among children and youths. 
The Computer Misuse Act (2011) under sec�on 23 
criminalizes child online sexual exploita�on. This 
scope covers any person who par�cipates in the 
development, sharing, transmission or storage of 
child sexual abuse material.48

 
In addi�on, the Na�onal Informa�on Technology 
Authority – Uganda (NITA-U) in collabora�on with 
the Internet Society Uganda Chapter led to the 
development of an Online Safety Educa�on Toolkit as 
a useful and convenient learning resource for 
children and youth on how best to stay safe online in 
their daily use of the internet.49

The same Act also criminalizes cyber harassment 
(Art. 23), offensive communica�on (Art. 24) as well as 
cyberstalking (Art. 26). Specifically, Ar�cle 26 states 
that; “Any person who willfully, maliciously, and 
repeatedly uses electronic communica�on to harass 
another person and makes a threat with the intent to 
place that person in reasonable fear for his or her 
safety or to a member of that person's immediate 

family commits the crime of cyberstalking and is 
liable on convic�on to a fine not exceeding one 
hundred and twenty currency points or 
imprisonment not exceeding five years or both.”

Unfortunately, the majority of those affected, 
especially the vic�ms whose pictures and videos 
have been leaked online are the first persons to be 
interrogated by law enforcement agencies. In 2018, 
when Ugandan model Judith Heard had her pictures 
published without her consent, she not only found 
herself under arrest but also under a�ack in the 
media and online.50

Recommenda�ons

1. The government should ensure that any 
orders to shut or slow down the internet 
must be done in accordance with the law and 
due process should be followed as laid down 
in Ar�cle 3 of the AfDEC Principle and other 
interna�onal human rights laws.

2. The government should amend laws, such as 
the Computer Misuse Act, to bring them into 
line with Uganda’s cons�tu�on and its 
obliga�ons under interna�onal law regarding 
freedom of expression and access to 
informa�on.

Right to Informa�on
This AfDEc principle notes that “The Internet offers 
new opportuni�es to access informa�on, and for 
governments to communicate with people, using 
open data. Open data and new forms of online 
consulta�on can empower people to take a more 
ac�ve part in public affairs.

Data and informa�on held by governments should be 

made publicly accessible, including being released 
proac�vely and rou�nely, except where legi�mate 
grounds for restric�ng access comply with the rule of 
law, including relevant freedom of informa�on 
legisla�on.

Freedom of informa�on is an integral part of the 
fundamental right of freedom of expression, as 
recognized by Resolu�on 59 of the United Na�ons 
General Assembly adopted in 1946, as well as by 
Ar�cle 19 of the Universal Declara�on of Human 
Rights (1948), which states that Everyone has the 
right to freedom of opinion and expression; this right 
includes freedom to hold opinions without 
interference and to seek, receive and impart 
information and ideas through any media and 
regardless of frontiers”.

Although the 1995 Cons�tu�on of the Republic of 
Uganda guarantees the right of access to 
informa�on,51 with an enabling Act and regula�ons 
providing for the same, the spirit of the current 
legisla�on is more restric�ve, with ci�zens required 
to submit informa�on requests as opposed to 
requiring informa�on officers to proac�vely 
disseminate informa�on.

In 2014, the Government of Uganda with support 
from civil society (AFIC and CIPESA) established an 
online portal for receiving and responding to 
informa�on requests52. However, despite being a 
great ini�a�ve, AFIC’s recent analysis of the pla�orm 
indicated that since 2014, the pla�orm has 6,123 
users registered, 4,059 requests were made to 110 
MDAs. Of 4,059 requests, 80.9% were awai�ng a 
response, 5.2 % were under review, and only 4.5% 
had been par�ally responded to, while 4.3% were 
successful, in that order.

The AfDEC requires exis�ng obliga�on on public 
bodies to share all informa�on produced with the 

support of public funds, subject only to clearly 
defined rules set out in law, as established by the 
Declara�on of Principles on Freedom of Expression in 
Africa, shall extend to the proac�ve release of such 
informa�on on the Internet in openly licensed, freely 
re-usable formats.

According to sec�on 3 (d) of the Access to 
Informa�on Act, every ci�zen is supposed to access 
informa�on easily and in a �mely manner. The Act 
provides for a maximum of 21 days within which a 
ci�zen’s informa�on request is responded to. 
However, the delayed release of informa�on due to 
fear and/or bureaucracy coupled with ignorance 
have made the right to informa�on imprac�cable in 
some circumstances.53

Addi�onally, while ar�cle 41 o�he Ugandan 
Cons�tu�on provides for the right of access to 
informa�on with two excep�ons: where the release 
of the informa�on is likely to prejudice the security 
or sovereignty of the State or interfere with the right 
to privacy of any other person, the Access to 
Informa�on Law, itself in Part III (sec�on 23 - 34) lists 
exemp�ons which are too wide in scope and 
contradict the cons�tu�on. These exemp�ons, which 
include cabinet minutes and those of its commi�ees, 
limit the enjoyment of the right to informa�on by 
restric�ng access to vital records.54

Recommenda�ons
1. The government should amend the 

retrogressive restric�ons within the enabling 
laws such as the Access to Informa�on Act, 
and the Official Secrets Act that undermine 
proac�ve disclosure of informa�on, 
especially online.

2. The government should equip their staff with 
the skills and knowledge as well as tools to 
proac�vely use online pla�orms to share 
data held by government public bodies.

3. Parliament should amend the Access to 
Informa�on Act to provide for online 
informa�on requests

4. Government should undertake promo�onal 

measures for the effec�ve implementa�on 
of the Access to Informa�on Act

5. The Uganda Human Rights Commission 
should undertake measures to promote 
ci�zens’ enjoyment of their right to 
informa�on through online and offline 
channels. 

Freedom of Assembly and 
Associa�on and the Internet
This AfDEC principle states that; “Everyone has the 
right to use the Internet and digital technologies in 
rela�on to freedom of assembly and associa�on, 
including through social networks and pla�orms. It 
further notes; “The Internet can augment the 
opportuni�es and capabili�es of individuals and 
groups to form associa�ons and to manage 
organiza�ons and associa�ons.”

Addi�onally, “It can increase the membership and 
reach of associa�ons by allowing groups of people to 
communicate despite physical boundaries. It 
provides new tools for those organizing assemblies 
offline, as well as the possibility of conduc�ng 
assemblies and protests online.”

African states are therefore called upon to limit the 
shu�ng down or blocking of access to social 
networking pla�orms, and in fact, the Internet in 
general, as these ac�ons cons�tute direct 
interference with this right. 

But as highlighted above, under Freedom of 
Expression, the government has on several occasions 
been reported to have ordered the shutdown of the 
internet and access to other social media pla�orms 
such as Facebook, Twi�er, and WhatsApp, greatly 
affec�ng ci�zens access and use of the internet.

Recommenda�ons
1. Any a�empts by the Government should be 

done within the parameters of interna�onal 
human rights law - (a) Prescribed by law; (b) 
Serve a legi�mate purpose for protec�on of 
reputa�on, na�onal security, public order, 

public health or morals; and, (c)  It must be 
necessary to achieve the prescribed 
purpose.55 

2. The government should con�nue with efforts 
to expand access and affordability of the 
internet and digital technologies to a wider 
majority of the popula�on for them to enjoy 
the benefits brought about by these 
technological advances, including freedom of 
assembly and associa�on. 

Cultural and Linguis�c Diversity
This AfDEC Principle is cognizant of the rich linguis�c 
and cultural diversity which exists on the African 
con�nent and calls for its promo�on, especially 
online. Specifically, the principle calls upon states to 
put in place comprehensive policies, and alloca�on of 
resources, to support the development and use of 
tools to facilitate linguis�c diversity on the Internet. 
This includes the promo�on of technology and 
content required to access and use domain names, 
so�ware, services, and content in all languages and 
scripts. 

In 2006, Uganda passed the Na�onal Culture Policy 
that sought to among other things; To promote and 
strengthen Uganda’s diverse cultural iden��es; 
enhance social cohesion, collabora�on, and 
par�cipa�on of all people in cultural life; promote 
community ac�on on cultural prac�ces that promote 
and that impinge on human dignity; and conserve, 
protect and promote Uganda’s tangible and 
intangible cultural heritage.56

Government also commi�ed to foster the crea�on of 
varied local and na�onal content, including that 
available in the language of users, and give 
recogni�on and support to ICT-based work in all 
ar�s�c fields through public/private partnerships as 
well as support efforts to develop and use ICTs for 
the preserva�on of natural and, cultural heritage, 
keeping ICT accessible as a living part of today’s 
culture through the Na�onal ICT Policy of 2014.57 

The government also commi�ed to developing 
systems that ensure con�nued access to archived 
digital informa�on and mul�media content in digital 
repositories, and support archives, cultural 

collec�ons, and libraries58

There has however been very slow progress in the 
promo�on of indigenous languages online as only a 
few local languages are represented online. For 
example, news on websites owned by the Vision 
group is only available in four local languages (out of 
40 languages and 56 na�ve dialects) Bukedde 
(Luganda); Etop (Ateso); Rupiny (Acholi) and Orumuri 
(Runyankore).59 

According to the 2018 Freedom House report on 
Internet freedom in Uganda, the Google Uganda 
domain is available in five local languages, while the 
Firefox web browser can be accessed in two 
languages, Luganda and Acholi. The report notes that 
as of early 2018, Wikipedia can be accessed in 
Luganda, with about 1,000 ar�cles translated.60 

Recommenda�ons
1. The government should work with key 

providers – Google, Firefox and others to 
have more local languages on their domains

2. The government should expedite the 
implementa�on of Na�onal ICT Policy, 2014, 
especially the provisions of culture diversity

Right to Development and 
Access to Knowledge
The AfDEC Principle notes that “Developing media 
and informa�on literacy is essen�al in ensuring that 
consumers of media products have the skills to find 
evaluate and engage with various types of 
informa�on, including those relevant for their social, 
economic, cultural and poli�cal development.

The principle also calls upon the government to 
priori�es policies that improve girls’ access to quality 
educa�on and ICT, gender mainstreaming in Science, 
Technology, Engineering and Mathema�cs (STEM) 
policies, and family-friendly policies in STEM 
workplaces.
In 2017, the Ministry of ICT and Na�onal Guidance 
embarked on the Digital Vision Uganda ini�a�ve61 

that aims to leverage technological innova�ons to 
meet various na�onal and interna�onal goals 
including universal inclusion, sustainable 
development, economic progress, and poverty 
eradica�on. 

This campaign aims to achieve a unified ac�on plan 
that draws on various ini�a�ves from all sectors and 
focuses on technology-based empowerment, thus 
fostering relevant ICT use62. While the Digital Vision 
Uganda campaign aims to address per�nent ICT 
development issues that will improve ICT access, 
usage and, penetra�on, the strategy is s�ll under 
development with implementa�on yet to start.63

Recommenda�ons
1. The government should fully implement the 

Digital Vision Uganda campaign and other 
policy frameworks, including the ICT policy, 
broadband policy.

Privacy and Personal Data 
Protec�on
The growth and penetra�on of informa�on and 
communica�on technologies, especially the internet 
partly aided by an increase in mobile phone 
subscrip�ons and increased use of smartphones has 
resulted in increased collec�on, processing and 
sharing of personal biometric data, including by 
business enterprises. Unfortunately, many internet 
users are not aware of the implica�ons of their use of 
the web and how their rights are compromised by 
their internet usage or how their data is 
automa�cally gathered or processed without their 
knowledge and sold or linked with other sources to 
produce a complex record of several aspects of their 
lives.64

AfDEC Principles requires that “Personal data or 
informa�on shall only be collected and/or processed 

by states and non-state actors such as access 
providers, mail providers, hosts, and other 
intermediaries, in compliance with well-established 
data protec�on principles, including the following: 
personal data or informa�on must be processed 
fairly and lawfully; personal data or informa�on must 
be obtained only for one or more specified and lawful 
purposes; among others. 

Although the Uganda Cons�tu�on provides for the 
right to privacy and data protec�on65, it wasn’t un�l 
December 2018 that parliament passed the Privacy 
and Data Protec�on Act that was assented to by the 
President in February 2019.66

The principle notes that “Mass or indiscriminate 
surveillance of individuals or the monitoring of their 
communica�ons, cons�tutes a dispropor�onate 
interference, and thus a viola�on, of the right to 
privacy, freedom of expression and other human 
rights”. 

It is further noted that “targeted surveillance of 
online communica�ons must be governed by clear 
and transparent laws which, at a minimum, comply 
with the following basic principles: first, 
communica�ons surveillance must be both targeted 
and based on reasonable suspicion of commission or 
involvement in the commission of serious crime; 
second, communica�ons surveillance must be 
judicially authorized and individuals placed under 
surveillance must be no�fied that their 
communica�ons have been monitored as soon as 
prac�cable a�er the conclusion of the surveillance 
opera�on; third, the applica�on of surveillance laws 
must be subject to strong parliamentary oversight to 
prevent abuse and ensure the accountability of 
intelligence services and law enforcement agencies.”

Unfortunately, once again the legal environment and 
prac�ces regarding communica�on surveillance and 
intercep�on of communica�on in Uganda go against 
the provisions of the principle. 

The Regula�on of Intercep�on of Communica�ons 
Act, 201067 provides for lawful intercep�on and 
monitoring of communica�ons in the course of their 
transmission through telecommunica�ons, postal or 
any other related services or systems in Uganda. 
Specifically, Sec�on 8 of this Act requires service 
providers to ensure that their telecommunica�on 
systems are always technically capable of suppor�ng 
lawful intercep�on. 

The right to privacy is further limited by the 
An�-Terrorism Act, 2002, which provides for 
intercep�on of communica�ons, specifically, sec�on 
19 (1) which states that “… an authorized officer shall 
have the right to intercept the communica�ons or a 
person and otherwise conduct surveillance of a 
person under this Act.”

Recommenda�ons
1. Expedite the implementa�on of the Data 

Protec�on Act 
2. Reduce the opportuni�es for mass 

surveillance to guard against infringement 
on peoples’ right to privacy and protec�on of 
their personal data.

3. Review and harmonize the laws that provide 
for the surveillance and intercep�on of 
communica�on in view of the new data 
protec�on law provisions.

Security, Stability and Resilience 
of the Internet
The principle requires that everyone has the right to 
enjoy secure connec�ons to and on the Internet 
including protec�ng from services and protocols that 
threaten the security, stability, and resilience of the 
Internet.

States are therefore urged to recognize in their 
legisla�on and prac�ces that encryp�on is a basic 
requirement for the protec�on of the confiden�ality 
and security of informa�on. States should promote 

end-to-end encryp�on as the basic standard for the 
protec�on of the rights to freedom of expression and 
privacy online and promote the use of open-source 
so�ware.

However sec�on 10 of the Regula�on of Intercep�on 
of Communica�ons Act 2010, provides for disclosure 
of protected (encrypted) informa�on with failure to 
comply with the disclosure no�ce a�rac�ng a fine 
not exceeding one hundred and twenty currency 
points or to imprisonment for a period not exceeding 
five years, or both upon convic�on.
 
Although a January 2019 report on the State of 
Privacy in Uganda68 by Privacy Interna�onal notes 
that there does not appear to be any restric�on on 
the use of encryp�on in Uganda. And that the use of 
end-to-end encrypted messaging applica�ons, 
par�cularly WhatsApp, are popular.

Recommenda�ons
1. The government should consider repealing 

sec�on 10 of the RICA that criminalizes the 
failure to disclose encrypted informa�on.

Marginalized Groups and Groups at Risk
Despite the recent advances in the ICT and internet, 
with a greater number of people now having access 
to and using these, many marginalized groups of 
people, including persons with disabili�es, rural 
communi�es, the elderly, and women s�ll find it hard 
to access and use digital technologies and thus 
con�nue to miss out on the benefits that the 
technologies bring.

Several factors, including high literacy levels, the 
s�ll-high costs of the internet, poor implementa�on 
of enabling policies among others.

Under this principle, states and non-state actors are 
required to respect and protect the right of all 

individuals to have access to and use the Internet. 
However, recent prac�ces, including the introduc�on 
of the OTT tax have instead served to widen the 
digital divide gap. It has been reported that the social 
media tax has raised the internet connec�on costs by 
10% for Uganda’s poorest residents, and in turn le� 
them with less access to informa�on.69

 
The situa�on is however much worse for persons 
with disabili�es, as the costs of assis�ve technologies 
that would aid them access to and use the internet 
and other ICT is quite high.70 

Recommenda�ons
1. Review and consider amending the social 

media tax to reduce the exclusion
2. Reduce ICT access costs for marginalized 

groups, especially the elderly and persons 
with disabili�es

3. Introduce incen�ves to services providers to 
expand their networks to rural areas

Gender Equality
As earlier discussed, women are among the 
marginalized groups that con�nue to lag behind 
when accessing and using ICT, especially the internet. 
A survey carried out in 2014 by the Uganda 
Communica�ons Commission found that only 6% of 
women in Uganda are online. And only 21% of 
women reported having used the internet, versus 
61% for men.71 

Like the other marginalized groups, the gender gap in 
internet access is also perpetuated by several factors 
including limited access to the internet, lack of digital 
skills and empowerment of women, affordability of 
ICT services especially broadband connec�vity, 

relevant content as well as safety of women online.72

The AfDEC principle on gender equity calls upon key 
stakeholders to ensure that the processes and 
mechanisms that enable the full, ac�ve and equal 
par�cipa�on of women and girls in decision making 
about how the Internet is shaped and governed are 
developed and strengthened.

Recommenda�ons
1. The laws enacted and any bill to be passed 

must-have women’s unique perspec�ves 
and views integrated to produce a robust law 
that is gender-sensi�ve73

2. Women should be trained and skilled in how 
to access and use the internet safely and 
securely

3. The government should set up a Monitoring 
and Evalua�on Framework for all gender and 
ICT policies so that actual benefit accrues to 
the common person74

Conclusion
There indeed some posi�ve steps, especially the legal 
framework that Uganda has adopted to ensure 
compliance to the key principles as laid out in the 
African Declara�on on Internet Rights and Freedoms 
– including the ICT Policies, the Access to Informa�on 
Laws, the Cons�tu�onal provisions, the Data 
Protec�on Act, the Income Tax Act of 2018 that 
introduced the social media tax among others. There 
are however other laws whose provisions are quite 
retrogressive and these need to be amended, 
especially those that infringe on privacy and personal 
data protec�on such as the Regula�on of 
Intercep�on of Communica�ons Act, the Computer 
Misuse Act among others.
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Introduc�on

The Internet is considered the most disrup�ve 
informa�on and communica�on technology that has 
revolu�onized the free flow of informa�on between 
individuals by offering anyone with an Internet 
connec�on, the ability to gather and disseminate 
news, informa�on, and opinions.1 

In the light of its accessibility and its capacity to store 
and communicate vast amounts of informa�on, the 
Internet plays an important role in enhancing the 
public’s access to news and facilita�ng the 
dissemina�on of informa�on in general.2

As of December 2018, Uganda had an es�mated 19 
million internet users, about 42% of the total 
popula�on.3 This growth in internet penetra�on has 
partly been aided by the increase in mobile telephony 
penetra�on which stood at 22 million subscribers, 
with almost 10 million accessing the internet through 
the mobile as of June 2018.4

The internet is helping develop spaces that can 
empower people, helping them communicate, 
collaborate and exchange views and informa�on, and 
this represents, the ‘democra�za�on’ of freedom of 
expression as it is no longer necessary to rely upon 
professional journalists or gatekeepers to act as public 
spokespeople for our views.5

Uganda has passed several laws and policies, some of 
which contain progressive provisions that advance the 
rights to freedom of expression. Principally, the right 
to freedom of expression and access to informa�on is 
cons�tu�onally guaranteed under Ar�cles 29 (1) (a) 
and 41, respec�vely. Other legal framework include; 

the Access to Informa�on Act, 2005 that seeks to 
promote an efficient, effec�ve, transparent and 
accountable government as well as to give effect to 
Ar�cle 41 of the Cons�tu�on by providing the right of 
access to informa�on held by organs of the State; the 
Computer Misuse Act, 2011 that seeks to make 
provision for the safety and security of electronic 
transac�ons and informa�on systems; to prevent 
unlawful access, abuse or misuse of informa�on 
systems6; the Uganda Communica�ons Commission 
(UCC) Act, 2013 that mandates the Commission, 
under Sec�on 5(L) to promote research into the 
development and use of new communica�ons 
techniques and technologies, including those which 
promote accessibility to communica�ons services for 
persons with disabili�es, as well as the Uganda 
Na�onal Vision 2040 which clearly iden�fies ICT 
access and u�liza�on not just as a cross-cu�ng 
development enabler but also as a major business 
opportunity, providing the highest policy level 
underpinning to the impera�ve for universality of ICT 
in Uganda.7

Unfortunately, even with these progressive legal 
frameworks, there are a number of other laws, 
policies, and prac�ces that have been adopted and 
have had a nega�ve effect on the ci�zens’ enjoyment 
of their rights to freedom of expression and online 
expression; for example, the An�-Terrorism Act of 
2002, under which intercep�on of communica�ons 
may be conducted on grounds such as safeguarding of 
the public interest; preven�on of the viola�on of the 
fundamental and other human rights and freedoms of 
any person from terrorism; preven�on or detec�ng 
the commission of any offence; and safeguarding the 
na�onal economy from terrorism,8 the 2011 
Computer Misuse Act, which criminalised cyber 
harassment (sec�on 24)  and “offensive 
communica�on under sec�on 25. 

Addi�onally, several provisions within these laws 
have been used to increasingly put pressure on 
private actors to censor content which the state 
deems illegal or simply “harmful to na�onal 
security.”9 

In 2016, UCC ordered the shutdown of internet 
access on the eve of the presiden�al elec�ons vo�ng 
day in February, ci�ng “na�onal security”, as well as 
during the inaugura�on in May 2016, affec�ng social 
media pla�orms including Facebook, Whatsapp, 
Twi�er, and mobile money transfer services.10

In April 2018, the Ugandan communica�ons 
regulator directed online data communica�on 
service providers, that include; online publishers, 
online news pla�orms and online radio and 
television operators, to apply and obtain 
authorisa�on from the commission within a period of 
one month or risk having their websites and/or 
streams being blocked by Internet Service Providers 
(ISPs).11 The regulator later published a list of the 
licenced providers, who were each required to pay 
USD 20. 

On 29, April 2019, UCC ordered internet service 
providers to shut down all unauthorized news sites 
following a direc�ve requiring online data 
communica�on service providers, including 
publishers, news pla�orms, radio and television 
operators to obtain authoriza�on.12

Later in 2019, another direc�ve was issued by UCC 
requiring all “online publishers and influencers who 
have reached a capacity of sharing communica�on 
content and also using the online publica�on for 
commercial business” to register with regulator and 
pay a USD 20 levy.13

In May 2017, a famous movie translator, Marysmats 
Matovu alias VJ Junior and his colleague, Geoffrey 
Bbosa, were arrested and charged with cyber 
harassment and offensive communica�on based on 
allegedly provoca�ve messages sent in a group 
message chain about the Uganda Film Producers 
Associa�on.14

Interna�onal Legal Framework 
on Internet Rights and Freedom
The right to freedom of expression (including on the 
internet) has been provided for under Ar�cle 19 of 
the Universal Declara�on of Human Rights, that 
states that; “Everyone has the right to freedom of 
opinion and expression; this right includes freedom 
to hold opinions without interference and to seek, 
receive and impart informa�on and ideas through 
any media and regardless of fron�ers.”15 

This right is further ar�culated within Ar�cle 19 (2) of 
the Interna�onal Covenant on Civil and Poli�cal 
Rights (ICCPR), sta�ng that; Everyone shall have the 
right to freedom of expression; this right shall include 
freedom to seek, receive and impart informa�on and 
ideas of all kinds, regardless of fron�ers, either 
orally, in wri�ng or in print, in the form of art, or 
through any other media of his choice. 

The General Comment 34 on State par�es’ 
obliga�ons under Ar�cle 19 of the Interna�onal 
Covenant on Civil and Poli�cal Rights adopted on July 
21, 2011 holds that the same rights an individual 
enjoys on line must be the same rights enjoyed 
online16. 

In 2016, the United Na�ons passed a non-binding 
resolu�on on “the promo�on, protec�on, and 
enjoyment of human rights on the Internet.”17 The 
resolu�on specifically condemns measures to 
prevent or disrupt access and calls on all States to 
refrain from and cease such measures. It further 
recognizes the importance of access to informa�on 
and privacy online for the realiza�on of the right to 
freedom of expression and to hold opinions without 
interference.18

Although there is no express right of access to the 
internet under interna�onal law, the 2016 United 
Na�ons Resolu�on urges states to “consider 
formula�ng, through transparent and inclusive 

processes with all stakeholders, and adop�ng 
na�onal Internet-related public policies that have the 
objec�ve of universal access and enjoyment of 
human rights at their core.”

On the African con�nent, Ar�cle 9 of the African 
Charter on Human and Peoples’ Rights (ACHPR) 
states that; “Every individual shall have the right to 
receive informa�on” (9(1); and “Every individual shall 
have the right to express and disseminate his opinion 
within the law.” (9(2). 

The ACHPR has also adopted several resolu�ons 
aimed at promo�ng the right to informa�on and 
freedom of expression in Africa amongst which 
include; ACHPR/Res. 362 (LIX) 2016, adopted in 
Banjul on 4 November 2016. The resolu�on reaffirms 
the fundamental right to freedom of informa�on and 
expression enshrined under Ar�cle 9 of the African 
Charter on Human and People’s Rights and in other 
interna�onal human rights instruments and 
recognizes the role of the internet in advancing 
human and people’s rights in Africa. This resolu�on 
came at a cri�cal �me when the region was 
witnessing regular internet shutdowns which 
impacted directly on freedom of expression and 
access to informa�on.

Limita�ons on the Right to 
Freedom of Expression
Both the ICCPR and ACHPR have within their 
provisions, limita�ons to the rights to freedom of 
expression. Specifically, Ar�cle 19 (3) of the ICCPR 
notes that; the exercise of the rights provided for in 
paragraph 2 of this Ar�cle carries with it special 
du�es and responsibili�es. It may, therefore, be 
subject to certain restric�ons, but these shall only be 
such as are provided by law and are necessary: (a) For 
respect of the rights or reputa�ons of others; (b) For 
the protec�on of na�onal security or of public order 
(ordre public), or of public health or morals.19 
On 21 July 2011, the UN Human Rights Commi�ee 
adopted General Comment 34 on States par�es' 
obliga�ons under Ar�cle 19 of the (ICCPR), with 
guidance to States on what the freedoms of opinion 

and expression mean in prac�ce, and therefore 
strengthens the protec�on provided by interna�onal 
law. In reference to any restric�ons, General 
Comment 34 (para 35) highlights that “When a State 
party invokes a legi�mate ground for restric�on of 
freedom of expression, it must demonstrate in 
specific and individualized fashion the precise nature 
of the threat, and the necessity and propor�onality 
of the specific ac�on taken, in par�cular by 
establishing a direct and immediate connec�on 
between the expression and the threat”.20

In Uganda, the right to freedom of expression, like 
other rights are also limited within the Cons�tu�on 
by Ar�cle 43(1) which states that; (1) In the 
enjoyment of the rights and freedoms prescribed in 
this Chapter, no person shall prejudice the 
fundamental or other human rights and freedoms of 
others or the public interest. But as noted above, any 
limita�on must pass the three-part test as provided 
for under Ar�cle 19(3) of the ICCPR.
As a signatory to various interna�onal human rights 
instruments such as the Interna�onal Covenant on 
Civil and Poli�cal Rights, the African Charter on 
Human and Peoples’ Rights and having incorporated 
progressive ar�cles within the Cons�tu�on, 
specifically on the Bill of Rights, Uganda has a duty to 
promote and advance peoples’ fundamental human 
rights online, including access to and use of the 
internet through progressive legisla�on and 
prac�ces.

About the African Declara�on on 
Internet Rights and Freedoms
The African Declara�on on Internet Rights and 
Freedoms (AfDEC) is a Pan-African ini�a�ve to 
promote human rights standards and principles of 
openness in internet policy formula�on and 
implementa�on on the con�nent. The Declara�on is 
intended to elaborate on the principles which are 
necessary to uphold human and people’s rights on 
the Internet, and to cul�vate an Internet 
environment that can best meet Africa’s social and 
economic development needs and goals.
The Declara�on builds on well-established African 
human rights documents including the African 
Charter on Human and Peoples’ Rights of 1981, the 

Windhoek Declara�on on Promo�ng an Independent 
and Pluralis�c African Press of 1991, the African 
Charter on Broadcas�ng of 2001, the Declara�on of 
Principles on Freedom of Expression in Africa of 
2002, and the African Pla�orm on Access to 
Informa�on Declara�on of 2011.

The Declara�on has iden�fied 13 key principles that

 include; Openness; Internet Access and Affordability; 
Freedom of Expression; Right to Informa�on; 
Freedom of Assembly and Associa�on on the 
Internet; Cultural and Linguis�c Diversity; Right to 
Development and Access to Knowledge; Privacy and 
Personal Data Protec�on; Security, Stability, and 
Resilience of the Internet; Marginalised Groups at 
Risk; Due Process; Democra�c Mul�-stakeholder 
Internet Governance; and Gender Equity.

This report, therefore, provides an assessment of 
Uganda’s Compliance with 11 out of the 13 Principles 
of the African Declara�on on Internet Rights and 
Freedoms. The report examines both the legal 
environment (laws and policies) and prac�ces by the 
state regarding internet freedom and rights.

Findings: Uganda’s Compliance 
to the AfDEC Principles

Openness
The AfDEC Principle on Openness requires that the 
Internet should have an open and distributed 
architecture and should con�nue to be based on 
open standards and applica�on interfaces and 
guarantee interoperability so as to enable a common 
exchange of informa�on and informa�on.

In 2014, the government, through the Na�onal 
Informa�on Technology Authority, issued guidelines 
for developing government websites that 
emphasized the need to use open standard-based 
tools and technologies for the development of 
websites as well as content to ensure interoperability 
and accessibility of websites. The web guidelines 
adhered to the Web Content Accessibility Guidelines 
(WCAG) of the World Wide Web Consor�um (W3C). 
W3C is an interna�onal body working towards 
defining standards in web technologies and formats 
for publishing content on the web.21

Sec�on 1.4 of Guidelines on Development and 
Management of Government Websites requires all 
government MDAs to “consider the needs of a broad 
spectrum of visitors, including the general public, 
specialised audiences, people with disabili�es, those 
without access to advanced technologies, and those 
with limited English proficiency and ICT skills.”

However, a 2007 survey on Web Accessibility in 
Uganda22 established that 100% of the government 
websites whose webmasters responded to the 
survey were not accessible to users with visual 
disabili�es. Addi�onally, the majority of government 
MDA websites are in English, making them 
inaccessible to many Ugandans who cannot read and 
write in this language.23

The Openness principle also seeks to advance the 
principle of network neutrality, which requires that 
all data on the Internet must be treated in an equal 
and non-discriminatory manner, and shall not be 
charged differen�ally, according to user, content, 
site, pla�orm, applica�on, type of a�ached 
equipment, and modes of communica�on.

However, it has been reported that Uganda does not 

have robust and implementable legal protec�ons for net neutrality24, and because of this, both the government 
and telecom companies have violated the principle in the past, with �ered pricing of the communica�on 
services and social media blocking.25 In 2005, UCC passed the Telecommunica�ons (Tariffs and Accoun�ng) 
Regula�ons,26 to regulate the pricing of telecommunica�ons services and accoun�ng by telecommunica�ons 
operators. Unfortunately, as noted earlier, the regula�ons are largely unenforceable.
The AfDEC Principle on Openness also demands that there should be no special privileges for, or obstacles 
against, the exchange of informa�on online or any party or content on economic, social, cultural or poli�cal 
grounds.

There have been a number of policies and prac�ces that have however served to undermine these principles. 
Specifically, the passage of the Uganda Excise Duty (Amendment) Bill 2018, which introduced taxa�on of 
“over-the-top” (OTT) services, and raised taxes on other telecommunica�ons services violated this principle 
which requires service providers to treat all internet traffic equally, and not block or thro�le access to online 
content and services. 

According to figures from the UCC, the number of subscribers reduced by two and a half million from 16 million 
to 13.5 million subscribers between July and September 2018. The same trend was noted in the amount of 
revenue falling from Uganda Shillings (UGX) 5.6 billion in July 2018, to UGX 3.96 billion in September 2018 (see 
table below). 

Recommenda�ons
1. The Government of Uganda should consider the expansion of the scope of the guidelines27 for 

developing and managing government websites to cover the private sector.
2. Given the nega�ve impact that the OTT tax has had on the ability of the majority of users to access and 

use the internet, the government should consider amending the Excise Duty (Amendment) law to 
consider other avenues of raising revenue rather than imposing a tax on the internet. 

Internet Access and Affordability

Access to the Internet plays a vital role in the full 
realiza�on of human development and facilitates the 
exercise and enjoyment of a number of human rights 
and freedoms, including the right to freedom of 
expression and informa�on, the right to educa�on, 
the right to assembly and associa�on, the right to full 
par�cipa�on in social, cultural and poli�cal life and 
the right to social and economic development.

Accordingly, access and affordability policies and 
regula�ons that foster universal and equal access to 
the Internet, including fair and transparent market 
regula�on, universal service requirements and 
licensing agreements, must be adopted, according to 
the AfDEC. 

The government has put up various policies and 
strategies in place in order to foster a conducive 
environment through which users can maximize the 
social and economic benefits enabled by ICT.

In 2014, the government passed the Na�onal 
Informa�on and Communica�ons Technology Policy, 
with broad policy objec�ves of; building a 
knowledge-based human capital; promo�ng 
innova�on in economic and social systems; 
expanding ICT infrastructure and its integra�on 
throughout the country; deepening u�liza�on of ICT 
services by government, private sector, 
Non-Government Organiza�ons and ci�zenry; 
enhancing research and innova�on in ICT products, 
applica�ons, and services; and improving ICT 
governance and environment in Uganda.28

Addi�onally, Uganda’s Na�onal Vision 2040 very 
clearly iden�fies ICT access and u�liza�on not just as 
a cross-cu�ng development enabler but also as a 
major business opportunity. This provides the 
highest policy level underpinning to the impera�ve 
for universality of ICT in Uganda.29

The AfDEC principle also calls for the establishment 
of na�onal and regional Internet exchange points 

(IXPs) to ra�onalize and reduce the cost of Internet 
traffic at na�onal, local and sub-regional levels, as 
well as addressing the gender digital divide, with 
factors such as level of employment, educa�on, 
poverty, literacy and geographical loca�on resul�ng 
in African women having lower levels of access than 
men.

In 2016, the government is reported to have 
embarked on the provision of “free internet access” 
to residents within the capital city, Kampala through 
the MYUG, a new applica�on that has been 
developed by the Na�onal Informa�on and 
Communica�ons Technology (NITAU).30 The services 
have however experienced some challenges and 
don’t cover all the intended hotspots as had been 
envisaged.31 

Addi�onally, in December 2019, MTN, the largest 
telecommunica�on service provider in Uganda also 
announced the introduc�on of a range of data 
bundles that do not expire32, a�er many complaints 
from clients for loss of unused internet bundles. 
Previously, customer internet bundles would expire 
a�er 24 hours.

It is also refreshing to note that within the new 
guidelines for the Rural Communica�on 
Development Fund (RCDFII)33, the government has 
commi�ed to improving on the Connec�vity, Access, 
Affordability, and Equity for the target groups.

To date, UCC through RCDF has implemented ICT 
Computer Labs in over 1000 Secondary Schools, 
Ter�ary ins�tu�ons and Universi�es.34 The schools 
with Computer laboratory infrastructure have also 
acted as a pla�orm to provide digital literacy skills to 
the communi�es around the schools, which has 
drama�cally reduced the digital divide in the country

The Na�onal Broadband Strategy for Uganda35 
(2016-2020) defines the minimum requirements for 
high-speed transmission and access for voice, data, 

and video to homes and businesses and sets the 
target to be achieved within the five-year period. 
Some of the key targets defined for the five-year 
period include raising the minimum broadband 
speeds from 512kbps (in 2014/15) to 3Mbps and 
reducing the cost per Mbps of broadband in rela�on 
to average income by 10%. The strategy also seeks to 
achieve 100% broadband connec�vity at all district 
and sub-county headquarters, health centre IVs, 
ter�ary ins�tu�ons and secondary schools by 2020.36

Unfortunately, internet access and affordability is 
s�ll a challenge for large sec�ons of the popula�on 
especially the poor, rural popula�ons, women, and 
persons with disabili�es. This is because while 
internet access has become more affordable, 
par�cularly on mobile phones, costs are s�ll 
expensive for many Ugandans.37 Within East Africa, 
Ugandans are reported to be paying the highest 
prices to access mobile internet, at an average of 
$4.69 (Shs 17, 231) for 1GB [gigabyte] of data, 
compared to her neighbors in Rwanda who are 
paying an average of $0.56 or (Shs 2,057) for 1GB of 
data, with Burundi and Kenya, paying $2 (Shs7,344) 
and $2.73 (Shs10,024) for 1GB, respec�vely.38 The 
introduc�on of a daily UGX 200 (USD $0.05) tax on 
social media use in July 2018 is reported to have le� 
millions unconnected due to the increased costs.39 

Other factors that have affected access and 
affordability include limited access to electricity as it 
is mostly concentrated in urban areas and further 
impedes access to ICTs.40

Recommenda�ons
1. The government should review and expedite 

the full implementa�on of the Na�onal 
Broadband Strategy, which expires within 
less than a year, 2020.

2. The government should expand the free 
Wi-Fi program to other areas outside of 
Kampala and Entebbe. 

3. The government should work with and 
incen�vize telecommunica�on companies to 
provide special rates for the rural poor so as 
to reduce the costs of mobile internet in the 
country.

4. Review the revenue collec�on concept as the 
OTT tax has definitely had a nega�ve effect 
on both revenue and internet access and 
affordability.

Freedom of Expression

Principle 3 of the African Declara�on on Internet 
Rights and Freedoms notes that; “Everyone has the 
right to hold opinions without interferences. 
Everyone has a right to freedom of expression which 
includes the freedom to seek, receive, impart 
informa�on and ideas of all kinds through the 
internet and digital technologies, regardless of 
fron�ers”. The principle acknowledges the 
non-absoluteness of the rights but however notes 
that any restric�ons must be provided for by law, 
pursue a legi�mate aim as expressly listed under 
interna�onal law. 

In Uganda, the right to freedom of expression, and 

access to informa�on are provided for under the 
Cons�tu�on41, and although not explicitly defined 
within the cons�tu�on, this right includes the 
“freedom to seek, receive and impart informa�on 
and ideas of all kinds, regardless of fron�ers, either 
orally, in wri�ng or in print, in the form of art, or 
through any other media (including the internet) of 
his choice.”42 

Although the right to freedom of expression, 
especially online, like many others is not absolute, 
under both interna�onal law and the Ugandan 
Cons�tu�on, the AfDEC notes that “Content 
blocking, filtering, removal and other technical or 
legal limits on access to content cons�tute serious 
restric�ons on freedom of expression and can only 
be jus�fied if they strictly comply with interna�onal 
human rights law, which says that any restric�ons 
should be; (a) Prescribed by law; (b) Serve a 
legi�mate purpose for the protec�on of reputa�on, 
na�onal security, public order, public health or 
morals; and, (c)  It must be necessary to achieve the 
prescribed purpose.43

However, at the height of what came to be known as 
the Arab Spring, the government is reported to have 
ordered Telecom companies to block and regulate 
text messages that could ins�gate hatred, violence, 
and unrest during the presiden�al elec�on period, 
February 2011.44 A few months later, in April 2011, 
UCC instructed ISPs to temporarily block access to 
Facebook and Twi�er for 24 hours “to eliminate the 
connec�on and sharing of informa�on that incites 
the public.” The order came in the heat of the ‘walk 
to work’ protests in various towns over rising fuel and 
food prices.45

In 2016, there were to be two addi�onal episodes of 
internet shutdowns, in February 2016 during the 
elec�ons and May 2016, during the swearing-in of 
the President. In ordering the shutdowns, the 
government cited na�onal security concerns as the 
main reason. The president is reported to have told 
journalists that he ordered the shutdowns because; 
“Steps must be taken for security to stop so many 
ge�ng in trouble, it is temporary because some 

people use those pathways for telling lies,”46

The AfDEC principle on Freedom of Expression also 
requires that “No-one should be held liable for 
content on the Internet of which they are not the 
author” and seeks to limit the liability of 
intermediaries. Under sec�on 29 of the 2011 
Electronic Transac�ons Act,  intermediaries are 
protected from any liability on content shared by 
third par�es, sta�ng that “a service provider shall not 
be subject to civil or criminal liability in respect of 
third-party material which is in the form of electronic 
records to which he or she merely provides access.”47 
This is a posi�ve provision that should be protected 
by the state.

The AfDEC Principle on Freedom of Expression also 
emphasizes the important role that a safe and secure 
opera�ng environment for internet users if they are 
to meaningfully par�cipate in online expression – 
sharing opinions and ideas. The government has put 
in place a number of commendable measures to curb 
online, safety especially among children and youths. 
The Computer Misuse Act (2011) under sec�on 23 
criminalizes child online sexual exploita�on. This 
scope covers any person who par�cipates in the 
development, sharing, transmission or storage of 
child sexual abuse material.48

 
In addi�on, the Na�onal Informa�on Technology 
Authority – Uganda (NITA-U) in collabora�on with 
the Internet Society Uganda Chapter led to the 
development of an Online Safety Educa�on Toolkit as 
a useful and convenient learning resource for 
children and youth on how best to stay safe online in 
their daily use of the internet.49

The same Act also criminalizes cyber harassment 
(Art. 23), offensive communica�on (Art. 24) as well as 
cyberstalking (Art. 26). Specifically, Ar�cle 26 states 
that; “Any person who willfully, maliciously, and 
repeatedly uses electronic communica�on to harass 
another person and makes a threat with the intent to 
place that person in reasonable fear for his or her 
safety or to a member of that person's immediate 

family commits the crime of cyberstalking and is 
liable on convic�on to a fine not exceeding one 
hundred and twenty currency points or 
imprisonment not exceeding five years or both.”

Unfortunately, the majority of those affected, 
especially the vic�ms whose pictures and videos 
have been leaked online are the first persons to be 
interrogated by law enforcement agencies. In 2018, 
when Ugandan model Judith Heard had her pictures 
published without her consent, she not only found 
herself under arrest but also under a�ack in the 
media and online.50

Recommenda�ons

1. The government should ensure that any 
orders to shut or slow down the internet 
must be done in accordance with the law and 
due process should be followed as laid down 
in Ar�cle 3 of the AfDEC Principle and other 
interna�onal human rights laws.

2. The government should amend laws, such as 
the Computer Misuse Act, to bring them into 
line with Uganda’s cons�tu�on and its 
obliga�ons under interna�onal law regarding 
freedom of expression and access to 
informa�on.

Right to Informa�on
This AfDEc principle notes that “The Internet offers 
new opportuni�es to access informa�on, and for 
governments to communicate with people, using 
open data. Open data and new forms of online 
consulta�on can empower people to take a more 
ac�ve part in public affairs.

Data and informa�on held by governments should be 

made publicly accessible, including being released 
proac�vely and rou�nely, except where legi�mate 
grounds for restric�ng access comply with the rule of 
law, including relevant freedom of informa�on 
legisla�on.

Freedom of informa�on is an integral part of the 
fundamental right of freedom of expression, as 
recognized by Resolu�on 59 of the United Na�ons 
General Assembly adopted in 1946, as well as by 
Ar�cle 19 of the Universal Declara�on of Human 
Rights (1948), which states that Everyone has the 
right to freedom of opinion and expression; this right 
includes freedom to hold opinions without 
interference and to seek, receive and impart 
information and ideas through any media and 
regardless of frontiers”.

Although the 1995 Cons�tu�on of the Republic of 
Uganda guarantees the right of access to 
informa�on,51 with an enabling Act and regula�ons 
providing for the same, the spirit of the current 
legisla�on is more restric�ve, with ci�zens required 
to submit informa�on requests as opposed to 
requiring informa�on officers to proac�vely 
disseminate informa�on.

In 2014, the Government of Uganda with support 
from civil society (AFIC and CIPESA) established an 
online portal for receiving and responding to 
informa�on requests52. However, despite being a 
great ini�a�ve, AFIC’s recent analysis of the pla�orm 
indicated that since 2014, the pla�orm has 6,123 
users registered, 4,059 requests were made to 110 
MDAs. Of 4,059 requests, 80.9% were awai�ng a 
response, 5.2 % were under review, and only 4.5% 
had been par�ally responded to, while 4.3% were 
successful, in that order.

The AfDEC requires exis�ng obliga�on on public 
bodies to share all informa�on produced with the 

support of public funds, subject only to clearly 
defined rules set out in law, as established by the 
Declara�on of Principles on Freedom of Expression in 
Africa, shall extend to the proac�ve release of such 
informa�on on the Internet in openly licensed, freely 
re-usable formats.

According to sec�on 3 (d) of the Access to 
Informa�on Act, every ci�zen is supposed to access 
informa�on easily and in a �mely manner. The Act 
provides for a maximum of 21 days within which a 
ci�zen’s informa�on request is responded to. 
However, the delayed release of informa�on due to 
fear and/or bureaucracy coupled with ignorance 
have made the right to informa�on imprac�cable in 
some circumstances.53

Addi�onally, while ar�cle 41 o�he Ugandan 
Cons�tu�on provides for the right of access to 
informa�on with two excep�ons: where the release 
of the informa�on is likely to prejudice the security 
or sovereignty of the State or interfere with the right 
to privacy of any other person, the Access to 
Informa�on Law, itself in Part III (sec�on 23 - 34) lists 
exemp�ons which are too wide in scope and 
contradict the cons�tu�on. These exemp�ons, which 
include cabinet minutes and those of its commi�ees, 
limit the enjoyment of the right to informa�on by 
restric�ng access to vital records.54

Recommenda�ons
1. The government should amend the 

retrogressive restric�ons within the enabling 
laws such as the Access to Informa�on Act, 
and the Official Secrets Act that undermine 
proac�ve disclosure of informa�on, 
especially online.

2. The government should equip their staff with 
the skills and knowledge as well as tools to 
proac�vely use online pla�orms to share 
data held by government public bodies.

3. Parliament should amend the Access to 
Informa�on Act to provide for online 
informa�on requests

4. Government should undertake promo�onal 

measures for the effec�ve implementa�on 
of the Access to Informa�on Act

5. The Uganda Human Rights Commission 
should undertake measures to promote 
ci�zens’ enjoyment of their right to 
informa�on through online and offline 
channels. 

Freedom of Assembly and 
Associa�on and the Internet
This AfDEC principle states that; “Everyone has the 
right to use the Internet and digital technologies in 
rela�on to freedom of assembly and associa�on, 
including through social networks and pla�orms. It 
further notes; “The Internet can augment the 
opportuni�es and capabili�es of individuals and 
groups to form associa�ons and to manage 
organiza�ons and associa�ons.”

Addi�onally, “It can increase the membership and 
reach of associa�ons by allowing groups of people to 
communicate despite physical boundaries. It 
provides new tools for those organizing assemblies 
offline, as well as the possibility of conduc�ng 
assemblies and protests online.”

African states are therefore called upon to limit the 
shu�ng down or blocking of access to social 
networking pla�orms, and in fact, the Internet in 
general, as these ac�ons cons�tute direct 
interference with this right. 

But as highlighted above, under Freedom of 
Expression, the government has on several occasions 
been reported to have ordered the shutdown of the 
internet and access to other social media pla�orms 
such as Facebook, Twi�er, and WhatsApp, greatly 
affec�ng ci�zens access and use of the internet.

Recommenda�ons
1. Any a�empts by the Government should be 

done within the parameters of interna�onal 
human rights law - (a) Prescribed by law; (b) 
Serve a legi�mate purpose for protec�on of 
reputa�on, na�onal security, public order, 

public health or morals; and, (c)  It must be 
necessary to achieve the prescribed 
purpose.55 

2. The government should con�nue with efforts 
to expand access and affordability of the 
internet and digital technologies to a wider 
majority of the popula�on for them to enjoy 
the benefits brought about by these 
technological advances, including freedom of 
assembly and associa�on. 

Cultural and Linguis�c Diversity
This AfDEC Principle is cognizant of the rich linguis�c 
and cultural diversity which exists on the African 
con�nent and calls for its promo�on, especially 
online. Specifically, the principle calls upon states to 
put in place comprehensive policies, and alloca�on of 
resources, to support the development and use of 
tools to facilitate linguis�c diversity on the Internet. 
This includes the promo�on of technology and 
content required to access and use domain names, 
so�ware, services, and content in all languages and 
scripts. 

In 2006, Uganda passed the Na�onal Culture Policy 
that sought to among other things; To promote and 
strengthen Uganda’s diverse cultural iden��es; 
enhance social cohesion, collabora�on, and 
par�cipa�on of all people in cultural life; promote 
community ac�on on cultural prac�ces that promote 
and that impinge on human dignity; and conserve, 
protect and promote Uganda’s tangible and 
intangible cultural heritage.56

Government also commi�ed to foster the crea�on of 
varied local and na�onal content, including that 
available in the language of users, and give 
recogni�on and support to ICT-based work in all 
ar�s�c fields through public/private partnerships as 
well as support efforts to develop and use ICTs for 
the preserva�on of natural and, cultural heritage, 
keeping ICT accessible as a living part of today’s 
culture through the Na�onal ICT Policy of 2014.57 

The government also commi�ed to developing 
systems that ensure con�nued access to archived 
digital informa�on and mul�media content in digital 
repositories, and support archives, cultural 

collec�ons, and libraries58

There has however been very slow progress in the 
promo�on of indigenous languages online as only a 
few local languages are represented online. For 
example, news on websites owned by the Vision 
group is only available in four local languages (out of 
40 languages and 56 na�ve dialects) Bukedde 
(Luganda); Etop (Ateso); Rupiny (Acholi) and Orumuri 
(Runyankore).59 

According to the 2018 Freedom House report on 
Internet freedom in Uganda, the Google Uganda 
domain is available in five local languages, while the 
Firefox web browser can be accessed in two 
languages, Luganda and Acholi. The report notes that 
as of early 2018, Wikipedia can be accessed in 
Luganda, with about 1,000 ar�cles translated.60 

Recommenda�ons
1. The government should work with key 

providers – Google, Firefox and others to 
have more local languages on their domains

2. The government should expedite the 
implementa�on of Na�onal ICT Policy, 2014, 
especially the provisions of culture diversity

Right to Development and 
Access to Knowledge
The AfDEC Principle notes that “Developing media 
and informa�on literacy is essen�al in ensuring that 
consumers of media products have the skills to find 
evaluate and engage with various types of 
informa�on, including those relevant for their social, 
economic, cultural and poli�cal development.

The principle also calls upon the government to 
priori�es policies that improve girls’ access to quality 
educa�on and ICT, gender mainstreaming in Science, 
Technology, Engineering and Mathema�cs (STEM) 
policies, and family-friendly policies in STEM 
workplaces.
In 2017, the Ministry of ICT and Na�onal Guidance 
embarked on the Digital Vision Uganda ini�a�ve61 

that aims to leverage technological innova�ons to 
meet various na�onal and interna�onal goals 
including universal inclusion, sustainable 
development, economic progress, and poverty 
eradica�on. 

This campaign aims to achieve a unified ac�on plan 
that draws on various ini�a�ves from all sectors and 
focuses on technology-based empowerment, thus 
fostering relevant ICT use62. While the Digital Vision 
Uganda campaign aims to address per�nent ICT 
development issues that will improve ICT access, 
usage and, penetra�on, the strategy is s�ll under 
development with implementa�on yet to start.63

Recommenda�ons
1. The government should fully implement the 

Digital Vision Uganda campaign and other 
policy frameworks, including the ICT policy, 
broadband policy.

Privacy and Personal Data 
Protec�on
The growth and penetra�on of informa�on and 
communica�on technologies, especially the internet 
partly aided by an increase in mobile phone 
subscrip�ons and increased use of smartphones has 
resulted in increased collec�on, processing and 
sharing of personal biometric data, including by 
business enterprises. Unfortunately, many internet 
users are not aware of the implica�ons of their use of 
the web and how their rights are compromised by 
their internet usage or how their data is 
automa�cally gathered or processed without their 
knowledge and sold or linked with other sources to 
produce a complex record of several aspects of their 
lives.64

AfDEC Principles requires that “Personal data or 
informa�on shall only be collected and/or processed 

by states and non-state actors such as access 
providers, mail providers, hosts, and other 
intermediaries, in compliance with well-established 
data protec�on principles, including the following: 
personal data or informa�on must be processed 
fairly and lawfully; personal data or informa�on must 
be obtained only for one or more specified and lawful 
purposes; among others. 

Although the Uganda Cons�tu�on provides for the 
right to privacy and data protec�on65, it wasn’t un�l 
December 2018 that parliament passed the Privacy 
and Data Protec�on Act that was assented to by the 
President in February 2019.66

The principle notes that “Mass or indiscriminate 
surveillance of individuals or the monitoring of their 
communica�ons, cons�tutes a dispropor�onate 
interference, and thus a viola�on, of the right to 
privacy, freedom of expression and other human 
rights”. 

It is further noted that “targeted surveillance of 
online communica�ons must be governed by clear 
and transparent laws which, at a minimum, comply 
with the following basic principles: first, 
communica�ons surveillance must be both targeted 
and based on reasonable suspicion of commission or 
involvement in the commission of serious crime; 
second, communica�ons surveillance must be 
judicially authorized and individuals placed under 
surveillance must be no�fied that their 
communica�ons have been monitored as soon as 
prac�cable a�er the conclusion of the surveillance 
opera�on; third, the applica�on of surveillance laws 
must be subject to strong parliamentary oversight to 
prevent abuse and ensure the accountability of 
intelligence services and law enforcement agencies.”

Unfortunately, once again the legal environment and 
prac�ces regarding communica�on surveillance and 
intercep�on of communica�on in Uganda go against 
the provisions of the principle. 

The Regula�on of Intercep�on of Communica�ons 
Act, 201067 provides for lawful intercep�on and 
monitoring of communica�ons in the course of their 
transmission through telecommunica�ons, postal or 
any other related services or systems in Uganda. 
Specifically, Sec�on 8 of this Act requires service 
providers to ensure that their telecommunica�on 
systems are always technically capable of suppor�ng 
lawful intercep�on. 

The right to privacy is further limited by the 
An�-Terrorism Act, 2002, which provides for 
intercep�on of communica�ons, specifically, sec�on 
19 (1) which states that “… an authorized officer shall 
have the right to intercept the communica�ons or a 
person and otherwise conduct surveillance of a 
person under this Act.”

Recommenda�ons
1. Expedite the implementa�on of the Data 

Protec�on Act 
2. Reduce the opportuni�es for mass 

surveillance to guard against infringement 
on peoples’ right to privacy and protec�on of 
their personal data.

3. Review and harmonize the laws that provide 
for the surveillance and intercep�on of 
communica�on in view of the new data 
protec�on law provisions.

Security, Stability and Resilience 
of the Internet
The principle requires that everyone has the right to 
enjoy secure connec�ons to and on the Internet 
including protec�ng from services and protocols that 
threaten the security, stability, and resilience of the 
Internet.

States are therefore urged to recognize in their 
legisla�on and prac�ces that encryp�on is a basic 
requirement for the protec�on of the confiden�ality 
and security of informa�on. States should promote 

end-to-end encryp�on as the basic standard for the 
protec�on of the rights to freedom of expression and 
privacy online and promote the use of open-source 
so�ware.

However sec�on 10 of the Regula�on of Intercep�on 
of Communica�ons Act 2010, provides for disclosure 
of protected (encrypted) informa�on with failure to 
comply with the disclosure no�ce a�rac�ng a fine 
not exceeding one hundred and twenty currency 
points or to imprisonment for a period not exceeding 
five years, or both upon convic�on.
 
Although a January 2019 report on the State of 
Privacy in Uganda68 by Privacy Interna�onal notes 
that there does not appear to be any restric�on on 
the use of encryp�on in Uganda. And that the use of 
end-to-end encrypted messaging applica�ons, 
par�cularly WhatsApp, are popular.

Recommenda�ons
1. The government should consider repealing 

sec�on 10 of the RICA that criminalizes the 
failure to disclose encrypted informa�on.

Marginalized Groups and Groups at Risk
Despite the recent advances in the ICT and internet, 
with a greater number of people now having access 
to and using these, many marginalized groups of 
people, including persons with disabili�es, rural 
communi�es, the elderly, and women s�ll find it hard 
to access and use digital technologies and thus 
con�nue to miss out on the benefits that the 
technologies bring.

Several factors, including high literacy levels, the 
s�ll-high costs of the internet, poor implementa�on 
of enabling policies among others.

Under this principle, states and non-state actors are 
required to respect and protect the right of all 

individuals to have access to and use the Internet. 
However, recent prac�ces, including the introduc�on 
of the OTT tax have instead served to widen the 
digital divide gap. It has been reported that the social 
media tax has raised the internet connec�on costs by 
10% for Uganda’s poorest residents, and in turn le� 
them with less access to informa�on.69

 
The situa�on is however much worse for persons 
with disabili�es, as the costs of assis�ve technologies 
that would aid them access to and use the internet 
and other ICT is quite high.70 

Recommenda�ons
1. Review and consider amending the social 

media tax to reduce the exclusion
2. Reduce ICT access costs for marginalized 

groups, especially the elderly and persons 
with disabili�es

3. Introduce incen�ves to services providers to 
expand their networks to rural areas

Gender Equality
As earlier discussed, women are among the 
marginalized groups that con�nue to lag behind 
when accessing and using ICT, especially the internet. 
A survey carried out in 2014 by the Uganda 
Communica�ons Commission found that only 6% of 
women in Uganda are online. And only 21% of 
women reported having used the internet, versus 
61% for men.71 

Like the other marginalized groups, the gender gap in 
internet access is also perpetuated by several factors 
including limited access to the internet, lack of digital 
skills and empowerment of women, affordability of 
ICT services especially broadband connec�vity, 

relevant content as well as safety of women online.72

The AfDEC principle on gender equity calls upon key 
stakeholders to ensure that the processes and 
mechanisms that enable the full, ac�ve and equal 
par�cipa�on of women and girls in decision making 
about how the Internet is shaped and governed are 
developed and strengthened.

Recommenda�ons
1. The laws enacted and any bill to be passed 

must-have women’s unique perspec�ves 
and views integrated to produce a robust law 
that is gender-sensi�ve73

2. Women should be trained and skilled in how 
to access and use the internet safely and 
securely

3. The government should set up a Monitoring 
and Evalua�on Framework for all gender and 
ICT policies so that actual benefit accrues to 
the common person74

Conclusion
There indeed some posi�ve steps, especially the legal 
framework that Uganda has adopted to ensure 
compliance to the key principles as laid out in the 
African Declara�on on Internet Rights and Freedoms 
– including the ICT Policies, the Access to Informa�on 
Laws, the Cons�tu�onal provisions, the Data 
Protec�on Act, the Income Tax Act of 2018 that 
introduced the social media tax among others. There 
are however other laws whose provisions are quite 
retrogressive and these need to be amended, 
especially those that infringe on privacy and personal 
data protec�on such as the Regula�on of 
Intercep�on of Communica�ons Act, the Computer 
Misuse Act among others.
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Introduc�on

The Internet is considered the most disrup�ve 
informa�on and communica�on technology that has 
revolu�onized the free flow of informa�on between 
individuals by offering anyone with an Internet 
connec�on, the ability to gather and disseminate 
news, informa�on, and opinions.1 

In the light of its accessibility and its capacity to store 
and communicate vast amounts of informa�on, the 
Internet plays an important role in enhancing the 
public’s access to news and facilita�ng the 
dissemina�on of informa�on in general.2

As of December 2018, Uganda had an es�mated 19 
million internet users, about 42% of the total 
popula�on.3 This growth in internet penetra�on has 
partly been aided by the increase in mobile telephony 
penetra�on which stood at 22 million subscribers, 
with almost 10 million accessing the internet through 
the mobile as of June 2018.4

The internet is helping develop spaces that can 
empower people, helping them communicate, 
collaborate and exchange views and informa�on, and 
this represents, the ‘democra�za�on’ of freedom of 
expression as it is no longer necessary to rely upon 
professional journalists or gatekeepers to act as public 
spokespeople for our views.5

Uganda has passed several laws and policies, some of 
which contain progressive provisions that advance the 
rights to freedom of expression. Principally, the right 
to freedom of expression and access to informa�on is 
cons�tu�onally guaranteed under Ar�cles 29 (1) (a) 
and 41, respec�vely. Other legal framework include; 

the Access to Informa�on Act, 2005 that seeks to 
promote an efficient, effec�ve, transparent and 
accountable government as well as to give effect to 
Ar�cle 41 of the Cons�tu�on by providing the right of 
access to informa�on held by organs of the State; the 
Computer Misuse Act, 2011 that seeks to make 
provision for the safety and security of electronic 
transac�ons and informa�on systems; to prevent 
unlawful access, abuse or misuse of informa�on 
systems6; the Uganda Communica�ons Commission 
(UCC) Act, 2013 that mandates the Commission, 
under Sec�on 5(L) to promote research into the 
development and use of new communica�ons 
techniques and technologies, including those which 
promote accessibility to communica�ons services for 
persons with disabili�es, as well as the Uganda 
Na�onal Vision 2040 which clearly iden�fies ICT 
access and u�liza�on not just as a cross-cu�ng 
development enabler but also as a major business 
opportunity, providing the highest policy level 
underpinning to the impera�ve for universality of ICT 
in Uganda.7

Unfortunately, even with these progressive legal 
frameworks, there are a number of other laws, 
policies, and prac�ces that have been adopted and 
have had a nega�ve effect on the ci�zens’ enjoyment 
of their rights to freedom of expression and online 
expression; for example, the An�-Terrorism Act of 
2002, under which intercep�on of communica�ons 
may be conducted on grounds such as safeguarding of 
the public interest; preven�on of the viola�on of the 
fundamental and other human rights and freedoms of 
any person from terrorism; preven�on or detec�ng 
the commission of any offence; and safeguarding the 
na�onal economy from terrorism,8 the 2011 
Computer Misuse Act, which criminalised cyber 
harassment (sec�on 24)  and “offensive 
communica�on under sec�on 25. 

Addi�onally, several provisions within these laws 
have been used to increasingly put pressure on 
private actors to censor content which the state 
deems illegal or simply “harmful to na�onal 
security.”9 

In 2016, UCC ordered the shutdown of internet 
access on the eve of the presiden�al elec�ons vo�ng 
day in February, ci�ng “na�onal security”, as well as 
during the inaugura�on in May 2016, affec�ng social 
media pla�orms including Facebook, Whatsapp, 
Twi�er, and mobile money transfer services.10

In April 2018, the Ugandan communica�ons 
regulator directed online data communica�on 
service providers, that include; online publishers, 
online news pla�orms and online radio and 
television operators, to apply and obtain 
authorisa�on from the commission within a period of 
one month or risk having their websites and/or 
streams being blocked by Internet Service Providers 
(ISPs).11 The regulator later published a list of the 
licenced providers, who were each required to pay 
USD 20. 

On 29, April 2019, UCC ordered internet service 
providers to shut down all unauthorized news sites 
following a direc�ve requiring online data 
communica�on service providers, including 
publishers, news pla�orms, radio and television 
operators to obtain authoriza�on.12

Later in 2019, another direc�ve was issued by UCC 
requiring all “online publishers and influencers who 
have reached a capacity of sharing communica�on 
content and also using the online publica�on for 
commercial business” to register with regulator and 
pay a USD 20 levy.13

In May 2017, a famous movie translator, Marysmats 
Matovu alias VJ Junior and his colleague, Geoffrey 
Bbosa, were arrested and charged with cyber 
harassment and offensive communica�on based on 
allegedly provoca�ve messages sent in a group 
message chain about the Uganda Film Producers 
Associa�on.14

Interna�onal Legal Framework 
on Internet Rights and Freedom
The right to freedom of expression (including on the 
internet) has been provided for under Ar�cle 19 of 
the Universal Declara�on of Human Rights, that 
states that; “Everyone has the right to freedom of 
opinion and expression; this right includes freedom 
to hold opinions without interference and to seek, 
receive and impart informa�on and ideas through 
any media and regardless of fron�ers.”15 

This right is further ar�culated within Ar�cle 19 (2) of 
the Interna�onal Covenant on Civil and Poli�cal 
Rights (ICCPR), sta�ng that; Everyone shall have the 
right to freedom of expression; this right shall include 
freedom to seek, receive and impart informa�on and 
ideas of all kinds, regardless of fron�ers, either 
orally, in wri�ng or in print, in the form of art, or 
through any other media of his choice. 

The General Comment 34 on State par�es’ 
obliga�ons under Ar�cle 19 of the Interna�onal 
Covenant on Civil and Poli�cal Rights adopted on July 
21, 2011 holds that the same rights an individual 
enjoys on line must be the same rights enjoyed 
online16. 

In 2016, the United Na�ons passed a non-binding 
resolu�on on “the promo�on, protec�on, and 
enjoyment of human rights on the Internet.”17 The 
resolu�on specifically condemns measures to 
prevent or disrupt access and calls on all States to 
refrain from and cease such measures. It further 
recognizes the importance of access to informa�on 
and privacy online for the realiza�on of the right to 
freedom of expression and to hold opinions without 
interference.18

Although there is no express right of access to the 
internet under interna�onal law, the 2016 United 
Na�ons Resolu�on urges states to “consider 
formula�ng, through transparent and inclusive 

processes with all stakeholders, and adop�ng 
na�onal Internet-related public policies that have the 
objec�ve of universal access and enjoyment of 
human rights at their core.”

On the African con�nent, Ar�cle 9 of the African 
Charter on Human and Peoples’ Rights (ACHPR) 
states that; “Every individual shall have the right to 
receive informa�on” (9(1); and “Every individual shall 
have the right to express and disseminate his opinion 
within the law.” (9(2). 

The ACHPR has also adopted several resolu�ons 
aimed at promo�ng the right to informa�on and 
freedom of expression in Africa amongst which 
include; ACHPR/Res. 362 (LIX) 2016, adopted in 
Banjul on 4 November 2016. The resolu�on reaffirms 
the fundamental right to freedom of informa�on and 
expression enshrined under Ar�cle 9 of the African 
Charter on Human and People’s Rights and in other 
interna�onal human rights instruments and 
recognizes the role of the internet in advancing 
human and people’s rights in Africa. This resolu�on 
came at a cri�cal �me when the region was 
witnessing regular internet shutdowns which 
impacted directly on freedom of expression and 
access to informa�on.

Limita�ons on the Right to 
Freedom of Expression
Both the ICCPR and ACHPR have within their 
provisions, limita�ons to the rights to freedom of 
expression. Specifically, Ar�cle 19 (3) of the ICCPR 
notes that; the exercise of the rights provided for in 
paragraph 2 of this Ar�cle carries with it special 
du�es and responsibili�es. It may, therefore, be 
subject to certain restric�ons, but these shall only be 
such as are provided by law and are necessary: (a) For 
respect of the rights or reputa�ons of others; (b) For 
the protec�on of na�onal security or of public order 
(ordre public), or of public health or morals.19 
On 21 July 2011, the UN Human Rights Commi�ee 
adopted General Comment 34 on States par�es' 
obliga�ons under Ar�cle 19 of the (ICCPR), with 
guidance to States on what the freedoms of opinion 

and expression mean in prac�ce, and therefore 
strengthens the protec�on provided by interna�onal 
law. In reference to any restric�ons, General 
Comment 34 (para 35) highlights that “When a State 
party invokes a legi�mate ground for restric�on of 
freedom of expression, it must demonstrate in 
specific and individualized fashion the precise nature 
of the threat, and the necessity and propor�onality 
of the specific ac�on taken, in par�cular by 
establishing a direct and immediate connec�on 
between the expression and the threat”.20

In Uganda, the right to freedom of expression, like 
other rights are also limited within the Cons�tu�on 
by Ar�cle 43(1) which states that; (1) In the 
enjoyment of the rights and freedoms prescribed in 
this Chapter, no person shall prejudice the 
fundamental or other human rights and freedoms of 
others or the public interest. But as noted above, any 
limita�on must pass the three-part test as provided 
for under Ar�cle 19(3) of the ICCPR.
As a signatory to various interna�onal human rights 
instruments such as the Interna�onal Covenant on 
Civil and Poli�cal Rights, the African Charter on 
Human and Peoples’ Rights and having incorporated 
progressive ar�cles within the Cons�tu�on, 
specifically on the Bill of Rights, Uganda has a duty to 
promote and advance peoples’ fundamental human 
rights online, including access to and use of the 
internet through progressive legisla�on and 
prac�ces.

About the African Declara�on on 
Internet Rights and Freedoms
The African Declara�on on Internet Rights and 
Freedoms (AfDEC) is a Pan-African ini�a�ve to 
promote human rights standards and principles of 
openness in internet policy formula�on and 
implementa�on on the con�nent. The Declara�on is 
intended to elaborate on the principles which are 
necessary to uphold human and people’s rights on 
the Internet, and to cul�vate an Internet 
environment that can best meet Africa’s social and 
economic development needs and goals.
The Declara�on builds on well-established African 
human rights documents including the African 
Charter on Human and Peoples’ Rights of 1981, the 

Windhoek Declara�on on Promo�ng an Independent 
and Pluralis�c African Press of 1991, the African 
Charter on Broadcas�ng of 2001, the Declara�on of 
Principles on Freedom of Expression in Africa of 
2002, and the African Pla�orm on Access to 
Informa�on Declara�on of 2011.

The Declara�on has iden�fied 13 key principles that

 include; Openness; Internet Access and Affordability; 
Freedom of Expression; Right to Informa�on; 
Freedom of Assembly and Associa�on on the 
Internet; Cultural and Linguis�c Diversity; Right to 
Development and Access to Knowledge; Privacy and 
Personal Data Protec�on; Security, Stability, and 
Resilience of the Internet; Marginalised Groups at 
Risk; Due Process; Democra�c Mul�-stakeholder 
Internet Governance; and Gender Equity.

This report, therefore, provides an assessment of 
Uganda’s Compliance with 11 out of the 13 Principles 
of the African Declara�on on Internet Rights and 
Freedoms. The report examines both the legal 
environment (laws and policies) and prac�ces by the 
state regarding internet freedom and rights.

Findings: Uganda’s Compliance 
to the AfDEC Principles

Openness
The AfDEC Principle on Openness requires that the 
Internet should have an open and distributed 
architecture and should con�nue to be based on 
open standards and applica�on interfaces and 
guarantee interoperability so as to enable a common 
exchange of informa�on and informa�on.

In 2014, the government, through the Na�onal 
Informa�on Technology Authority, issued guidelines 
for developing government websites that 
emphasized the need to use open standard-based 
tools and technologies for the development of 
websites as well as content to ensure interoperability 
and accessibility of websites. The web guidelines 
adhered to the Web Content Accessibility Guidelines 
(WCAG) of the World Wide Web Consor�um (W3C). 
W3C is an interna�onal body working towards 
defining standards in web technologies and formats 
for publishing content on the web.21

Sec�on 1.4 of Guidelines on Development and 
Management of Government Websites requires all 
government MDAs to “consider the needs of a broad 
spectrum of visitors, including the general public, 
specialised audiences, people with disabili�es, those 
without access to advanced technologies, and those 
with limited English proficiency and ICT skills.”

However, a 2007 survey on Web Accessibility in 
Uganda22 established that 100% of the government 
websites whose webmasters responded to the 
survey were not accessible to users with visual 
disabili�es. Addi�onally, the majority of government 
MDA websites are in English, making them 
inaccessible to many Ugandans who cannot read and 
write in this language.23

The Openness principle also seeks to advance the 
principle of network neutrality, which requires that 
all data on the Internet must be treated in an equal 
and non-discriminatory manner, and shall not be 
charged differen�ally, according to user, content, 
site, pla�orm, applica�on, type of a�ached 
equipment, and modes of communica�on.

However, it has been reported that Uganda does not 

have robust and implementable legal protec�ons for net neutrality24, and because of this, both the government 
and telecom companies have violated the principle in the past, with �ered pricing of the communica�on 
services and social media blocking.25 In 2005, UCC passed the Telecommunica�ons (Tariffs and Accoun�ng) 
Regula�ons,26 to regulate the pricing of telecommunica�ons services and accoun�ng by telecommunica�ons 
operators. Unfortunately, as noted earlier, the regula�ons are largely unenforceable.
The AfDEC Principle on Openness also demands that there should be no special privileges for, or obstacles 
against, the exchange of informa�on online or any party or content on economic, social, cultural or poli�cal 
grounds.

There have been a number of policies and prac�ces that have however served to undermine these principles. 
Specifically, the passage of the Uganda Excise Duty (Amendment) Bill 2018, which introduced taxa�on of 
“over-the-top” (OTT) services, and raised taxes on other telecommunica�ons services violated this principle 
which requires service providers to treat all internet traffic equally, and not block or thro�le access to online 
content and services. 

According to figures from the UCC, the number of subscribers reduced by two and a half million from 16 million 
to 13.5 million subscribers between July and September 2018. The same trend was noted in the amount of 
revenue falling from Uganda Shillings (UGX) 5.6 billion in July 2018, to UGX 3.96 billion in September 2018 (see 
table below). 

Recommenda�ons
1. The Government of Uganda should consider the expansion of the scope of the guidelines27 for 

developing and managing government websites to cover the private sector.
2. Given the nega�ve impact that the OTT tax has had on the ability of the majority of users to access and 

use the internet, the government should consider amending the Excise Duty (Amendment) law to 
consider other avenues of raising revenue rather than imposing a tax on the internet. 

Internet Access and Affordability

Access to the Internet plays a vital role in the full 
realiza�on of human development and facilitates the 
exercise and enjoyment of a number of human rights 
and freedoms, including the right to freedom of 
expression and informa�on, the right to educa�on, 
the right to assembly and associa�on, the right to full 
par�cipa�on in social, cultural and poli�cal life and 
the right to social and economic development.

Accordingly, access and affordability policies and 
regula�ons that foster universal and equal access to 
the Internet, including fair and transparent market 
regula�on, universal service requirements and 
licensing agreements, must be adopted, according to 
the AfDEC. 

The government has put up various policies and 
strategies in place in order to foster a conducive 
environment through which users can maximize the 
social and economic benefits enabled by ICT.

In 2014, the government passed the Na�onal 
Informa�on and Communica�ons Technology Policy, 
with broad policy objec�ves of; building a 
knowledge-based human capital; promo�ng 
innova�on in economic and social systems; 
expanding ICT infrastructure and its integra�on 
throughout the country; deepening u�liza�on of ICT 
services by government, private sector, 
Non-Government Organiza�ons and ci�zenry; 
enhancing research and innova�on in ICT products, 
applica�ons, and services; and improving ICT 
governance and environment in Uganda.28

Addi�onally, Uganda’s Na�onal Vision 2040 very 
clearly iden�fies ICT access and u�liza�on not just as 
a cross-cu�ng development enabler but also as a 
major business opportunity. This provides the 
highest policy level underpinning to the impera�ve 
for universality of ICT in Uganda.29

The AfDEC principle also calls for the establishment 
of na�onal and regional Internet exchange points 

(IXPs) to ra�onalize and reduce the cost of Internet 
traffic at na�onal, local and sub-regional levels, as 
well as addressing the gender digital divide, with 
factors such as level of employment, educa�on, 
poverty, literacy and geographical loca�on resul�ng 
in African women having lower levels of access than 
men.

In 2016, the government is reported to have 
embarked on the provision of “free internet access” 
to residents within the capital city, Kampala through 
the MYUG, a new applica�on that has been 
developed by the Na�onal Informa�on and 
Communica�ons Technology (NITAU).30 The services 
have however experienced some challenges and 
don’t cover all the intended hotspots as had been 
envisaged.31 

Addi�onally, in December 2019, MTN, the largest 
telecommunica�on service provider in Uganda also 
announced the introduc�on of a range of data 
bundles that do not expire32, a�er many complaints 
from clients for loss of unused internet bundles. 
Previously, customer internet bundles would expire 
a�er 24 hours.

It is also refreshing to note that within the new 
guidelines for the Rural Communica�on 
Development Fund (RCDFII)33, the government has 
commi�ed to improving on the Connec�vity, Access, 
Affordability, and Equity for the target groups.

To date, UCC through RCDF has implemented ICT 
Computer Labs in over 1000 Secondary Schools, 
Ter�ary ins�tu�ons and Universi�es.34 The schools 
with Computer laboratory infrastructure have also 
acted as a pla�orm to provide digital literacy skills to 
the communi�es around the schools, which has 
drama�cally reduced the digital divide in the country

The Na�onal Broadband Strategy for Uganda35 
(2016-2020) defines the minimum requirements for 
high-speed transmission and access for voice, data, 

and video to homes and businesses and sets the 
target to be achieved within the five-year period. 
Some of the key targets defined for the five-year 
period include raising the minimum broadband 
speeds from 512kbps (in 2014/15) to 3Mbps and 
reducing the cost per Mbps of broadband in rela�on 
to average income by 10%. The strategy also seeks to 
achieve 100% broadband connec�vity at all district 
and sub-county headquarters, health centre IVs, 
ter�ary ins�tu�ons and secondary schools by 2020.36

Unfortunately, internet access and affordability is 
s�ll a challenge for large sec�ons of the popula�on 
especially the poor, rural popula�ons, women, and 
persons with disabili�es. This is because while 
internet access has become more affordable, 
par�cularly on mobile phones, costs are s�ll 
expensive for many Ugandans.37 Within East Africa, 
Ugandans are reported to be paying the highest 
prices to access mobile internet, at an average of 
$4.69 (Shs 17, 231) for 1GB [gigabyte] of data, 
compared to her neighbors in Rwanda who are 
paying an average of $0.56 or (Shs 2,057) for 1GB of 
data, with Burundi and Kenya, paying $2 (Shs7,344) 
and $2.73 (Shs10,024) for 1GB, respec�vely.38 The 
introduc�on of a daily UGX 200 (USD $0.05) tax on 
social media use in July 2018 is reported to have le� 
millions unconnected due to the increased costs.39 

Other factors that have affected access and 
affordability include limited access to electricity as it 
is mostly concentrated in urban areas and further 
impedes access to ICTs.40

Recommenda�ons
1. The government should review and expedite 

the full implementa�on of the Na�onal 
Broadband Strategy, which expires within 
less than a year, 2020.

2. The government should expand the free 
Wi-Fi program to other areas outside of 
Kampala and Entebbe. 

3. The government should work with and 
incen�vize telecommunica�on companies to 
provide special rates for the rural poor so as 
to reduce the costs of mobile internet in the 
country.

4. Review the revenue collec�on concept as the 
OTT tax has definitely had a nega�ve effect 
on both revenue and internet access and 
affordability.

Freedom of Expression

Principle 3 of the African Declara�on on Internet 
Rights and Freedoms notes that; “Everyone has the 
right to hold opinions without interferences. 
Everyone has a right to freedom of expression which 
includes the freedom to seek, receive, impart 
informa�on and ideas of all kinds through the 
internet and digital technologies, regardless of 
fron�ers”. The principle acknowledges the 
non-absoluteness of the rights but however notes 
that any restric�ons must be provided for by law, 
pursue a legi�mate aim as expressly listed under 
interna�onal law. 

In Uganda, the right to freedom of expression, and 

access to informa�on are provided for under the 
Cons�tu�on41, and although not explicitly defined 
within the cons�tu�on, this right includes the 
“freedom to seek, receive and impart informa�on 
and ideas of all kinds, regardless of fron�ers, either 
orally, in wri�ng or in print, in the form of art, or 
through any other media (including the internet) of 
his choice.”42 

Although the right to freedom of expression, 
especially online, like many others is not absolute, 
under both interna�onal law and the Ugandan 
Cons�tu�on, the AfDEC notes that “Content 
blocking, filtering, removal and other technical or 
legal limits on access to content cons�tute serious 
restric�ons on freedom of expression and can only 
be jus�fied if they strictly comply with interna�onal 
human rights law, which says that any restric�ons 
should be; (a) Prescribed by law; (b) Serve a 
legi�mate purpose for the protec�on of reputa�on, 
na�onal security, public order, public health or 
morals; and, (c)  It must be necessary to achieve the 
prescribed purpose.43

However, at the height of what came to be known as 
the Arab Spring, the government is reported to have 
ordered Telecom companies to block and regulate 
text messages that could ins�gate hatred, violence, 
and unrest during the presiden�al elec�on period, 
February 2011.44 A few months later, in April 2011, 
UCC instructed ISPs to temporarily block access to 
Facebook and Twi�er for 24 hours “to eliminate the 
connec�on and sharing of informa�on that incites 
the public.” The order came in the heat of the ‘walk 
to work’ protests in various towns over rising fuel and 
food prices.45

In 2016, there were to be two addi�onal episodes of 
internet shutdowns, in February 2016 during the 
elec�ons and May 2016, during the swearing-in of 
the President. In ordering the shutdowns, the 
government cited na�onal security concerns as the 
main reason. The president is reported to have told 
journalists that he ordered the shutdowns because; 
“Steps must be taken for security to stop so many 
ge�ng in trouble, it is temporary because some 

people use those pathways for telling lies,”46

The AfDEC principle on Freedom of Expression also 
requires that “No-one should be held liable for 
content on the Internet of which they are not the 
author” and seeks to limit the liability of 
intermediaries. Under sec�on 29 of the 2011 
Electronic Transac�ons Act,  intermediaries are 
protected from any liability on content shared by 
third par�es, sta�ng that “a service provider shall not 
be subject to civil or criminal liability in respect of 
third-party material which is in the form of electronic 
records to which he or she merely provides access.”47 
This is a posi�ve provision that should be protected 
by the state.

The AfDEC Principle on Freedom of Expression also 
emphasizes the important role that a safe and secure 
opera�ng environment for internet users if they are 
to meaningfully par�cipate in online expression – 
sharing opinions and ideas. The government has put 
in place a number of commendable measures to curb 
online, safety especially among children and youths. 
The Computer Misuse Act (2011) under sec�on 23 
criminalizes child online sexual exploita�on. This 
scope covers any person who par�cipates in the 
development, sharing, transmission or storage of 
child sexual abuse material.48

 
In addi�on, the Na�onal Informa�on Technology 
Authority – Uganda (NITA-U) in collabora�on with 
the Internet Society Uganda Chapter led to the 
development of an Online Safety Educa�on Toolkit as 
a useful and convenient learning resource for 
children and youth on how best to stay safe online in 
their daily use of the internet.49

The same Act also criminalizes cyber harassment 
(Art. 23), offensive communica�on (Art. 24) as well as 
cyberstalking (Art. 26). Specifically, Ar�cle 26 states 
that; “Any person who willfully, maliciously, and 
repeatedly uses electronic communica�on to harass 
another person and makes a threat with the intent to 
place that person in reasonable fear for his or her 
safety or to a member of that person's immediate 

family commits the crime of cyberstalking and is 
liable on convic�on to a fine not exceeding one 
hundred and twenty currency points or 
imprisonment not exceeding five years or both.”

Unfortunately, the majority of those affected, 
especially the vic�ms whose pictures and videos 
have been leaked online are the first persons to be 
interrogated by law enforcement agencies. In 2018, 
when Ugandan model Judith Heard had her pictures 
published without her consent, she not only found 
herself under arrest but also under a�ack in the 
media and online.50

Recommenda�ons

1. The government should ensure that any 
orders to shut or slow down the internet 
must be done in accordance with the law and 
due process should be followed as laid down 
in Ar�cle 3 of the AfDEC Principle and other 
interna�onal human rights laws.

2. The government should amend laws, such as 
the Computer Misuse Act, to bring them into 
line with Uganda’s cons�tu�on and its 
obliga�ons under interna�onal law regarding 
freedom of expression and access to 
informa�on.

Right to Informa�on
This AfDEc principle notes that “The Internet offers 
new opportuni�es to access informa�on, and for 
governments to communicate with people, using 
open data. Open data and new forms of online 
consulta�on can empower people to take a more 
ac�ve part in public affairs.

Data and informa�on held by governments should be 

made publicly accessible, including being released 
proac�vely and rou�nely, except where legi�mate 
grounds for restric�ng access comply with the rule of 
law, including relevant freedom of informa�on 
legisla�on.

Freedom of informa�on is an integral part of the 
fundamental right of freedom of expression, as 
recognized by Resolu�on 59 of the United Na�ons 
General Assembly adopted in 1946, as well as by 
Ar�cle 19 of the Universal Declara�on of Human 
Rights (1948), which states that Everyone has the 
right to freedom of opinion and expression; this right 
includes freedom to hold opinions without 
interference and to seek, receive and impart 
information and ideas through any media and 
regardless of frontiers”.

Although the 1995 Cons�tu�on of the Republic of 
Uganda guarantees the right of access to 
informa�on,51 with an enabling Act and regula�ons 
providing for the same, the spirit of the current 
legisla�on is more restric�ve, with ci�zens required 
to submit informa�on requests as opposed to 
requiring informa�on officers to proac�vely 
disseminate informa�on.

In 2014, the Government of Uganda with support 
from civil society (AFIC and CIPESA) established an 
online portal for receiving and responding to 
informa�on requests52. However, despite being a 
great ini�a�ve, AFIC’s recent analysis of the pla�orm 
indicated that since 2014, the pla�orm has 6,123 
users registered, 4,059 requests were made to 110 
MDAs. Of 4,059 requests, 80.9% were awai�ng a 
response, 5.2 % were under review, and only 4.5% 
had been par�ally responded to, while 4.3% were 
successful, in that order.

The AfDEC requires exis�ng obliga�on on public 
bodies to share all informa�on produced with the 

support of public funds, subject only to clearly 
defined rules set out in law, as established by the 
Declara�on of Principles on Freedom of Expression in 
Africa, shall extend to the proac�ve release of such 
informa�on on the Internet in openly licensed, freely 
re-usable formats.

According to sec�on 3 (d) of the Access to 
Informa�on Act, every ci�zen is supposed to access 
informa�on easily and in a �mely manner. The Act 
provides for a maximum of 21 days within which a 
ci�zen’s informa�on request is responded to. 
However, the delayed release of informa�on due to 
fear and/or bureaucracy coupled with ignorance 
have made the right to informa�on imprac�cable in 
some circumstances.53

Addi�onally, while ar�cle 41 o�he Ugandan 
Cons�tu�on provides for the right of access to 
informa�on with two excep�ons: where the release 
of the informa�on is likely to prejudice the security 
or sovereignty of the State or interfere with the right 
to privacy of any other person, the Access to 
Informa�on Law, itself in Part III (sec�on 23 - 34) lists 
exemp�ons which are too wide in scope and 
contradict the cons�tu�on. These exemp�ons, which 
include cabinet minutes and those of its commi�ees, 
limit the enjoyment of the right to informa�on by 
restric�ng access to vital records.54

Recommenda�ons
1. The government should amend the 

retrogressive restric�ons within the enabling 
laws such as the Access to Informa�on Act, 
and the Official Secrets Act that undermine 
proac�ve disclosure of informa�on, 
especially online.

2. The government should equip their staff with 
the skills and knowledge as well as tools to 
proac�vely use online pla�orms to share 
data held by government public bodies.

3. Parliament should amend the Access to 
Informa�on Act to provide for online 
informa�on requests

4. Government should undertake promo�onal 

measures for the effec�ve implementa�on 
of the Access to Informa�on Act

5. The Uganda Human Rights Commission 
should undertake measures to promote 
ci�zens’ enjoyment of their right to 
informa�on through online and offline 
channels. 

Freedom of Assembly and 
Associa�on and the Internet
This AfDEC principle states that; “Everyone has the 
right to use the Internet and digital technologies in 
rela�on to freedom of assembly and associa�on, 
including through social networks and pla�orms. It 
further notes; “The Internet can augment the 
opportuni�es and capabili�es of individuals and 
groups to form associa�ons and to manage 
organiza�ons and associa�ons.”

Addi�onally, “It can increase the membership and 
reach of associa�ons by allowing groups of people to 
communicate despite physical boundaries. It 
provides new tools for those organizing assemblies 
offline, as well as the possibility of conduc�ng 
assemblies and protests online.”

African states are therefore called upon to limit the 
shu�ng down or blocking of access to social 
networking pla�orms, and in fact, the Internet in 
general, as these ac�ons cons�tute direct 
interference with this right. 

But as highlighted above, under Freedom of 
Expression, the government has on several occasions 
been reported to have ordered the shutdown of the 
internet and access to other social media pla�orms 
such as Facebook, Twi�er, and WhatsApp, greatly 
affec�ng ci�zens access and use of the internet.

Recommenda�ons
1. Any a�empts by the Government should be 

done within the parameters of interna�onal 
human rights law - (a) Prescribed by law; (b) 
Serve a legi�mate purpose for protec�on of 
reputa�on, na�onal security, public order, 

public health or morals; and, (c)  It must be 
necessary to achieve the prescribed 
purpose.55 

2. The government should con�nue with efforts 
to expand access and affordability of the 
internet and digital technologies to a wider 
majority of the popula�on for them to enjoy 
the benefits brought about by these 
technological advances, including freedom of 
assembly and associa�on. 

Cultural and Linguis�c Diversity
This AfDEC Principle is cognizant of the rich linguis�c 
and cultural diversity which exists on the African 
con�nent and calls for its promo�on, especially 
online. Specifically, the principle calls upon states to 
put in place comprehensive policies, and alloca�on of 
resources, to support the development and use of 
tools to facilitate linguis�c diversity on the Internet. 
This includes the promo�on of technology and 
content required to access and use domain names, 
so�ware, services, and content in all languages and 
scripts. 

In 2006, Uganda passed the Na�onal Culture Policy 
that sought to among other things; To promote and 
strengthen Uganda’s diverse cultural iden��es; 
enhance social cohesion, collabora�on, and 
par�cipa�on of all people in cultural life; promote 
community ac�on on cultural prac�ces that promote 
and that impinge on human dignity; and conserve, 
protect and promote Uganda’s tangible and 
intangible cultural heritage.56

Government also commi�ed to foster the crea�on of 
varied local and na�onal content, including that 
available in the language of users, and give 
recogni�on and support to ICT-based work in all 
ar�s�c fields through public/private partnerships as 
well as support efforts to develop and use ICTs for 
the preserva�on of natural and, cultural heritage, 
keeping ICT accessible as a living part of today’s 
culture through the Na�onal ICT Policy of 2014.57 

The government also commi�ed to developing 
systems that ensure con�nued access to archived 
digital informa�on and mul�media content in digital 
repositories, and support archives, cultural 

collec�ons, and libraries58

There has however been very slow progress in the 
promo�on of indigenous languages online as only a 
few local languages are represented online. For 
example, news on websites owned by the Vision 
group is only available in four local languages (out of 
40 languages and 56 na�ve dialects) Bukedde 
(Luganda); Etop (Ateso); Rupiny (Acholi) and Orumuri 
(Runyankore).59 

According to the 2018 Freedom House report on 
Internet freedom in Uganda, the Google Uganda 
domain is available in five local languages, while the 
Firefox web browser can be accessed in two 
languages, Luganda and Acholi. The report notes that 
as of early 2018, Wikipedia can be accessed in 
Luganda, with about 1,000 ar�cles translated.60 

Recommenda�ons
1. The government should work with key 

providers – Google, Firefox and others to 
have more local languages on their domains

2. The government should expedite the 
implementa�on of Na�onal ICT Policy, 2014, 
especially the provisions of culture diversity

Right to Development and 
Access to Knowledge
The AfDEC Principle notes that “Developing media 
and informa�on literacy is essen�al in ensuring that 
consumers of media products have the skills to find 
evaluate and engage with various types of 
informa�on, including those relevant for their social, 
economic, cultural and poli�cal development.

The principle also calls upon the government to 
priori�es policies that improve girls’ access to quality 
educa�on and ICT, gender mainstreaming in Science, 
Technology, Engineering and Mathema�cs (STEM) 
policies, and family-friendly policies in STEM 
workplaces.
In 2017, the Ministry of ICT and Na�onal Guidance 
embarked on the Digital Vision Uganda ini�a�ve61 

that aims to leverage technological innova�ons to 
meet various na�onal and interna�onal goals 
including universal inclusion, sustainable 
development, economic progress, and poverty 
eradica�on. 

This campaign aims to achieve a unified ac�on plan 
that draws on various ini�a�ves from all sectors and 
focuses on technology-based empowerment, thus 
fostering relevant ICT use62. While the Digital Vision 
Uganda campaign aims to address per�nent ICT 
development issues that will improve ICT access, 
usage and, penetra�on, the strategy is s�ll under 
development with implementa�on yet to start.63

Recommenda�ons
1. The government should fully implement the 

Digital Vision Uganda campaign and other 
policy frameworks, including the ICT policy, 
broadband policy.

Privacy and Personal Data 
Protec�on
The growth and penetra�on of informa�on and 
communica�on technologies, especially the internet 
partly aided by an increase in mobile phone 
subscrip�ons and increased use of smartphones has 
resulted in increased collec�on, processing and 
sharing of personal biometric data, including by 
business enterprises. Unfortunately, many internet 
users are not aware of the implica�ons of their use of 
the web and how their rights are compromised by 
their internet usage or how their data is 
automa�cally gathered or processed without their 
knowledge and sold or linked with other sources to 
produce a complex record of several aspects of their 
lives.64

AfDEC Principles requires that “Personal data or 
informa�on shall only be collected and/or processed 

by states and non-state actors such as access 
providers, mail providers, hosts, and other 
intermediaries, in compliance with well-established 
data protec�on principles, including the following: 
personal data or informa�on must be processed 
fairly and lawfully; personal data or informa�on must 
be obtained only for one or more specified and lawful 
purposes; among others. 

Although the Uganda Cons�tu�on provides for the 
right to privacy and data protec�on65, it wasn’t un�l 
December 2018 that parliament passed the Privacy 
and Data Protec�on Act that was assented to by the 
President in February 2019.66

The principle notes that “Mass or indiscriminate 
surveillance of individuals or the monitoring of their 
communica�ons, cons�tutes a dispropor�onate 
interference, and thus a viola�on, of the right to 
privacy, freedom of expression and other human 
rights”. 

It is further noted that “targeted surveillance of 
online communica�ons must be governed by clear 
and transparent laws which, at a minimum, comply 
with the following basic principles: first, 
communica�ons surveillance must be both targeted 
and based on reasonable suspicion of commission or 
involvement in the commission of serious crime; 
second, communica�ons surveillance must be 
judicially authorized and individuals placed under 
surveillance must be no�fied that their 
communica�ons have been monitored as soon as 
prac�cable a�er the conclusion of the surveillance 
opera�on; third, the applica�on of surveillance laws 
must be subject to strong parliamentary oversight to 
prevent abuse and ensure the accountability of 
intelligence services and law enforcement agencies.”

Unfortunately, once again the legal environment and 
prac�ces regarding communica�on surveillance and 
intercep�on of communica�on in Uganda go against 
the provisions of the principle. 

The Regula�on of Intercep�on of Communica�ons 
Act, 201067 provides for lawful intercep�on and 
monitoring of communica�ons in the course of their 
transmission through telecommunica�ons, postal or 
any other related services or systems in Uganda. 
Specifically, Sec�on 8 of this Act requires service 
providers to ensure that their telecommunica�on 
systems are always technically capable of suppor�ng 
lawful intercep�on. 

The right to privacy is further limited by the 
An�-Terrorism Act, 2002, which provides for 
intercep�on of communica�ons, specifically, sec�on 
19 (1) which states that “… an authorized officer shall 
have the right to intercept the communica�ons or a 
person and otherwise conduct surveillance of a 
person under this Act.”

Recommenda�ons
1. Expedite the implementa�on of the Data 

Protec�on Act 
2. Reduce the opportuni�es for mass 

surveillance to guard against infringement 
on peoples’ right to privacy and protec�on of 
their personal data.

3. Review and harmonize the laws that provide 
for the surveillance and intercep�on of 
communica�on in view of the new data 
protec�on law provisions.

Security, Stability and Resilience 
of the Internet
The principle requires that everyone has the right to 
enjoy secure connec�ons to and on the Internet 
including protec�ng from services and protocols that 
threaten the security, stability, and resilience of the 
Internet.

States are therefore urged to recognize in their 
legisla�on and prac�ces that encryp�on is a basic 
requirement for the protec�on of the confiden�ality 
and security of informa�on. States should promote 

end-to-end encryp�on as the basic standard for the 
protec�on of the rights to freedom of expression and 
privacy online and promote the use of open-source 
so�ware.

However sec�on 10 of the Regula�on of Intercep�on 
of Communica�ons Act 2010, provides for disclosure 
of protected (encrypted) informa�on with failure to 
comply with the disclosure no�ce a�rac�ng a fine 
not exceeding one hundred and twenty currency 
points or to imprisonment for a period not exceeding 
five years, or both upon convic�on.
 
Although a January 2019 report on the State of 
Privacy in Uganda68 by Privacy Interna�onal notes 
that there does not appear to be any restric�on on 
the use of encryp�on in Uganda. And that the use of 
end-to-end encrypted messaging applica�ons, 
par�cularly WhatsApp, are popular.

Recommenda�ons
1. The government should consider repealing 

sec�on 10 of the RICA that criminalizes the 
failure to disclose encrypted informa�on.

Marginalized Groups and Groups at Risk
Despite the recent advances in the ICT and internet, 
with a greater number of people now having access 
to and using these, many marginalized groups of 
people, including persons with disabili�es, rural 
communi�es, the elderly, and women s�ll find it hard 
to access and use digital technologies and thus 
con�nue to miss out on the benefits that the 
technologies bring.

Several factors, including high literacy levels, the 
s�ll-high costs of the internet, poor implementa�on 
of enabling policies among others.

Under this principle, states and non-state actors are 
required to respect and protect the right of all 

individuals to have access to and use the Internet. 
However, recent prac�ces, including the introduc�on 
of the OTT tax have instead served to widen the 
digital divide gap. It has been reported that the social 
media tax has raised the internet connec�on costs by 
10% for Uganda’s poorest residents, and in turn le� 
them with less access to informa�on.69

 
The situa�on is however much worse for persons 
with disabili�es, as the costs of assis�ve technologies 
that would aid them access to and use the internet 
and other ICT is quite high.70 

Recommenda�ons
1. Review and consider amending the social 

media tax to reduce the exclusion
2. Reduce ICT access costs for marginalized 

groups, especially the elderly and persons 
with disabili�es

3. Introduce incen�ves to services providers to 
expand their networks to rural areas

Gender Equality
As earlier discussed, women are among the 
marginalized groups that con�nue to lag behind 
when accessing and using ICT, especially the internet. 
A survey carried out in 2014 by the Uganda 
Communica�ons Commission found that only 6% of 
women in Uganda are online. And only 21% of 
women reported having used the internet, versus 
61% for men.71 

Like the other marginalized groups, the gender gap in 
internet access is also perpetuated by several factors 
including limited access to the internet, lack of digital 
skills and empowerment of women, affordability of 
ICT services especially broadband connec�vity, 

relevant content as well as safety of women online.72

The AfDEC principle on gender equity calls upon key 
stakeholders to ensure that the processes and 
mechanisms that enable the full, ac�ve and equal 
par�cipa�on of women and girls in decision making 
about how the Internet is shaped and governed are 
developed and strengthened.

Recommenda�ons
1. The laws enacted and any bill to be passed 

must-have women’s unique perspec�ves 
and views integrated to produce a robust law 
that is gender-sensi�ve73

2. Women should be trained and skilled in how 
to access and use the internet safely and 
securely

3. The government should set up a Monitoring 
and Evalua�on Framework for all gender and 
ICT policies so that actual benefit accrues to 
the common person74

Conclusion
There indeed some posi�ve steps, especially the legal 
framework that Uganda has adopted to ensure 
compliance to the key principles as laid out in the 
African Declara�on on Internet Rights and Freedoms 
– including the ICT Policies, the Access to Informa�on 
Laws, the Cons�tu�onal provisions, the Data 
Protec�on Act, the Income Tax Act of 2018 that 
introduced the social media tax among others. There 
are however other laws whose provisions are quite 
retrogressive and these need to be amended, 
especially those that infringe on privacy and personal 
data protec�on such as the Regula�on of 
Intercep�on of Communica�ons Act, the Computer 
Misuse Act among others.
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Introduc�on

The Internet is considered the most disrup�ve 
informa�on and communica�on technology that has 
revolu�onized the free flow of informa�on between 
individuals by offering anyone with an Internet 
connec�on, the ability to gather and disseminate 
news, informa�on, and opinions.1 

In the light of its accessibility and its capacity to store 
and communicate vast amounts of informa�on, the 
Internet plays an important role in enhancing the 
public’s access to news and facilita�ng the 
dissemina�on of informa�on in general.2

As of December 2018, Uganda had an es�mated 19 
million internet users, about 42% of the total 
popula�on.3 This growth in internet penetra�on has 
partly been aided by the increase in mobile telephony 
penetra�on which stood at 22 million subscribers, 
with almost 10 million accessing the internet through 
the mobile as of June 2018.4

The internet is helping develop spaces that can 
empower people, helping them communicate, 
collaborate and exchange views and informa�on, and 
this represents, the ‘democra�za�on’ of freedom of 
expression as it is no longer necessary to rely upon 
professional journalists or gatekeepers to act as public 
spokespeople for our views.5

Uganda has passed several laws and policies, some of 
which contain progressive provisions that advance the 
rights to freedom of expression. Principally, the right 
to freedom of expression and access to informa�on is 
cons�tu�onally guaranteed under Ar�cles 29 (1) (a) 
and 41, respec�vely. Other legal framework include; 

the Access to Informa�on Act, 2005 that seeks to 
promote an efficient, effec�ve, transparent and 
accountable government as well as to give effect to 
Ar�cle 41 of the Cons�tu�on by providing the right of 
access to informa�on held by organs of the State; the 
Computer Misuse Act, 2011 that seeks to make 
provision for the safety and security of electronic 
transac�ons and informa�on systems; to prevent 
unlawful access, abuse or misuse of informa�on 
systems6; the Uganda Communica�ons Commission 
(UCC) Act, 2013 that mandates the Commission, 
under Sec�on 5(L) to promote research into the 
development and use of new communica�ons 
techniques and technologies, including those which 
promote accessibility to communica�ons services for 
persons with disabili�es, as well as the Uganda 
Na�onal Vision 2040 which clearly iden�fies ICT 
access and u�liza�on not just as a cross-cu�ng 
development enabler but also as a major business 
opportunity, providing the highest policy level 
underpinning to the impera�ve for universality of ICT 
in Uganda.7

Unfortunately, even with these progressive legal 
frameworks, there are a number of other laws, 
policies, and prac�ces that have been adopted and 
have had a nega�ve effect on the ci�zens’ enjoyment 
of their rights to freedom of expression and online 
expression; for example, the An�-Terrorism Act of 
2002, under which intercep�on of communica�ons 
may be conducted on grounds such as safeguarding of 
the public interest; preven�on of the viola�on of the 
fundamental and other human rights and freedoms of 
any person from terrorism; preven�on or detec�ng 
the commission of any offence; and safeguarding the 
na�onal economy from terrorism,8 the 2011 
Computer Misuse Act, which criminalised cyber 
harassment (sec�on 24)  and “offensive 
communica�on under sec�on 25. 

Addi�onally, several provisions within these laws 
have been used to increasingly put pressure on 
private actors to censor content which the state 
deems illegal or simply “harmful to na�onal 
security.”9 

In 2016, UCC ordered the shutdown of internet 
access on the eve of the presiden�al elec�ons vo�ng 
day in February, ci�ng “na�onal security”, as well as 
during the inaugura�on in May 2016, affec�ng social 
media pla�orms including Facebook, Whatsapp, 
Twi�er, and mobile money transfer services.10

In April 2018, the Ugandan communica�ons 
regulator directed online data communica�on 
service providers, that include; online publishers, 
online news pla�orms and online radio and 
television operators, to apply and obtain 
authorisa�on from the commission within a period of 
one month or risk having their websites and/or 
streams being blocked by Internet Service Providers 
(ISPs).11 The regulator later published a list of the 
licenced providers, who were each required to pay 
USD 20. 

On 29, April 2019, UCC ordered internet service 
providers to shut down all unauthorized news sites 
following a direc�ve requiring online data 
communica�on service providers, including 
publishers, news pla�orms, radio and television 
operators to obtain authoriza�on.12

Later in 2019, another direc�ve was issued by UCC 
requiring all “online publishers and influencers who 
have reached a capacity of sharing communica�on 
content and also using the online publica�on for 
commercial business” to register with regulator and 
pay a USD 20 levy.13

In May 2017, a famous movie translator, Marysmats 
Matovu alias VJ Junior and his colleague, Geoffrey 
Bbosa, were arrested and charged with cyber 
harassment and offensive communica�on based on 
allegedly provoca�ve messages sent in a group 
message chain about the Uganda Film Producers 
Associa�on.14

Interna�onal Legal Framework 
on Internet Rights and Freedom
The right to freedom of expression (including on the 
internet) has been provided for under Ar�cle 19 of 
the Universal Declara�on of Human Rights, that 
states that; “Everyone has the right to freedom of 
opinion and expression; this right includes freedom 
to hold opinions without interference and to seek, 
receive and impart informa�on and ideas through 
any media and regardless of fron�ers.”15 

This right is further ar�culated within Ar�cle 19 (2) of 
the Interna�onal Covenant on Civil and Poli�cal 
Rights (ICCPR), sta�ng that; Everyone shall have the 
right to freedom of expression; this right shall include 
freedom to seek, receive and impart informa�on and 
ideas of all kinds, regardless of fron�ers, either 
orally, in wri�ng or in print, in the form of art, or 
through any other media of his choice. 

The General Comment 34 on State par�es’ 
obliga�ons under Ar�cle 19 of the Interna�onal 
Covenant on Civil and Poli�cal Rights adopted on July 
21, 2011 holds that the same rights an individual 
enjoys on line must be the same rights enjoyed 
online16. 

In 2016, the United Na�ons passed a non-binding 
resolu�on on “the promo�on, protec�on, and 
enjoyment of human rights on the Internet.”17 The 
resolu�on specifically condemns measures to 
prevent or disrupt access and calls on all States to 
refrain from and cease such measures. It further 
recognizes the importance of access to informa�on 
and privacy online for the realiza�on of the right to 
freedom of expression and to hold opinions without 
interference.18

Although there is no express right of access to the 
internet under interna�onal law, the 2016 United 
Na�ons Resolu�on urges states to “consider 
formula�ng, through transparent and inclusive 

processes with all stakeholders, and adop�ng 
na�onal Internet-related public policies that have the 
objec�ve of universal access and enjoyment of 
human rights at their core.”

On the African con�nent, Ar�cle 9 of the African 
Charter on Human and Peoples’ Rights (ACHPR) 
states that; “Every individual shall have the right to 
receive informa�on” (9(1); and “Every individual shall 
have the right to express and disseminate his opinion 
within the law.” (9(2). 

The ACHPR has also adopted several resolu�ons 
aimed at promo�ng the right to informa�on and 
freedom of expression in Africa amongst which 
include; ACHPR/Res. 362 (LIX) 2016, adopted in 
Banjul on 4 November 2016. The resolu�on reaffirms 
the fundamental right to freedom of informa�on and 
expression enshrined under Ar�cle 9 of the African 
Charter on Human and People’s Rights and in other 
interna�onal human rights instruments and 
recognizes the role of the internet in advancing 
human and people’s rights in Africa. This resolu�on 
came at a cri�cal �me when the region was 
witnessing regular internet shutdowns which 
impacted directly on freedom of expression and 
access to informa�on.

Limita�ons on the Right to 
Freedom of Expression
Both the ICCPR and ACHPR have within their 
provisions, limita�ons to the rights to freedom of 
expression. Specifically, Ar�cle 19 (3) of the ICCPR 
notes that; the exercise of the rights provided for in 
paragraph 2 of this Ar�cle carries with it special 
du�es and responsibili�es. It may, therefore, be 
subject to certain restric�ons, but these shall only be 
such as are provided by law and are necessary: (a) For 
respect of the rights or reputa�ons of others; (b) For 
the protec�on of na�onal security or of public order 
(ordre public), or of public health or morals.19 
On 21 July 2011, the UN Human Rights Commi�ee 
adopted General Comment 34 on States par�es' 
obliga�ons under Ar�cle 19 of the (ICCPR), with 
guidance to States on what the freedoms of opinion 

and expression mean in prac�ce, and therefore 
strengthens the protec�on provided by interna�onal 
law. In reference to any restric�ons, General 
Comment 34 (para 35) highlights that “When a State 
party invokes a legi�mate ground for restric�on of 
freedom of expression, it must demonstrate in 
specific and individualized fashion the precise nature 
of the threat, and the necessity and propor�onality 
of the specific ac�on taken, in par�cular by 
establishing a direct and immediate connec�on 
between the expression and the threat”.20

In Uganda, the right to freedom of expression, like 
other rights are also limited within the Cons�tu�on 
by Ar�cle 43(1) which states that; (1) In the 
enjoyment of the rights and freedoms prescribed in 
this Chapter, no person shall prejudice the 
fundamental or other human rights and freedoms of 
others or the public interest. But as noted above, any 
limita�on must pass the three-part test as provided 
for under Ar�cle 19(3) of the ICCPR.
As a signatory to various interna�onal human rights 
instruments such as the Interna�onal Covenant on 
Civil and Poli�cal Rights, the African Charter on 
Human and Peoples’ Rights and having incorporated 
progressive ar�cles within the Cons�tu�on, 
specifically on the Bill of Rights, Uganda has a duty to 
promote and advance peoples’ fundamental human 
rights online, including access to and use of the 
internet through progressive legisla�on and 
prac�ces.

About the African Declara�on on 
Internet Rights and Freedoms
The African Declara�on on Internet Rights and 
Freedoms (AfDEC) is a Pan-African ini�a�ve to 
promote human rights standards and principles of 
openness in internet policy formula�on and 
implementa�on on the con�nent. The Declara�on is 
intended to elaborate on the principles which are 
necessary to uphold human and people’s rights on 
the Internet, and to cul�vate an Internet 
environment that can best meet Africa’s social and 
economic development needs and goals.
The Declara�on builds on well-established African 
human rights documents including the African 
Charter on Human and Peoples’ Rights of 1981, the 

Windhoek Declara�on on Promo�ng an Independent 
and Pluralis�c African Press of 1991, the African 
Charter on Broadcas�ng of 2001, the Declara�on of 
Principles on Freedom of Expression in Africa of 
2002, and the African Pla�orm on Access to 
Informa�on Declara�on of 2011.

The Declara�on has iden�fied 13 key principles that

 include; Openness; Internet Access and Affordability; 
Freedom of Expression; Right to Informa�on; 
Freedom of Assembly and Associa�on on the 
Internet; Cultural and Linguis�c Diversity; Right to 
Development and Access to Knowledge; Privacy and 
Personal Data Protec�on; Security, Stability, and 
Resilience of the Internet; Marginalised Groups at 
Risk; Due Process; Democra�c Mul�-stakeholder 
Internet Governance; and Gender Equity.

This report, therefore, provides an assessment of 
Uganda’s Compliance with 11 out of the 13 Principles 
of the African Declara�on on Internet Rights and 
Freedoms. The report examines both the legal 
environment (laws and policies) and prac�ces by the 
state regarding internet freedom and rights.

Findings: Uganda’s Compliance 
to the AfDEC Principles

Openness
The AfDEC Principle on Openness requires that the 
Internet should have an open and distributed 
architecture and should con�nue to be based on 
open standards and applica�on interfaces and 
guarantee interoperability so as to enable a common 
exchange of informa�on and informa�on.

In 2014, the government, through the Na�onal 
Informa�on Technology Authority, issued guidelines 
for developing government websites that 
emphasized the need to use open standard-based 
tools and technologies for the development of 
websites as well as content to ensure interoperability 
and accessibility of websites. The web guidelines 
adhered to the Web Content Accessibility Guidelines 
(WCAG) of the World Wide Web Consor�um (W3C). 
W3C is an interna�onal body working towards 
defining standards in web technologies and formats 
for publishing content on the web.21

Sec�on 1.4 of Guidelines on Development and 
Management of Government Websites requires all 
government MDAs to “consider the needs of a broad 
spectrum of visitors, including the general public, 
specialised audiences, people with disabili�es, those 
without access to advanced technologies, and those 
with limited English proficiency and ICT skills.”

However, a 2007 survey on Web Accessibility in 
Uganda22 established that 100% of the government 
websites whose webmasters responded to the 
survey were not accessible to users with visual 
disabili�es. Addi�onally, the majority of government 
MDA websites are in English, making them 
inaccessible to many Ugandans who cannot read and 
write in this language.23

The Openness principle also seeks to advance the 
principle of network neutrality, which requires that 
all data on the Internet must be treated in an equal 
and non-discriminatory manner, and shall not be 
charged differen�ally, according to user, content, 
site, pla�orm, applica�on, type of a�ached 
equipment, and modes of communica�on.

However, it has been reported that Uganda does not 

have robust and implementable legal protec�ons for net neutrality24, and because of this, both the government 
and telecom companies have violated the principle in the past, with �ered pricing of the communica�on 
services and social media blocking.25 In 2005, UCC passed the Telecommunica�ons (Tariffs and Accoun�ng) 
Regula�ons,26 to regulate the pricing of telecommunica�ons services and accoun�ng by telecommunica�ons 
operators. Unfortunately, as noted earlier, the regula�ons are largely unenforceable.
The AfDEC Principle on Openness also demands that there should be no special privileges for, or obstacles 
against, the exchange of informa�on online or any party or content on economic, social, cultural or poli�cal 
grounds.

There have been a number of policies and prac�ces that have however served to undermine these principles. 
Specifically, the passage of the Uganda Excise Duty (Amendment) Bill 2018, which introduced taxa�on of 
“over-the-top” (OTT) services, and raised taxes on other telecommunica�ons services violated this principle 
which requires service providers to treat all internet traffic equally, and not block or thro�le access to online 
content and services. 

According to figures from the UCC, the number of subscribers reduced by two and a half million from 16 million 
to 13.5 million subscribers between July and September 2018. The same trend was noted in the amount of 
revenue falling from Uganda Shillings (UGX) 5.6 billion in July 2018, to UGX 3.96 billion in September 2018 (see 
table below). 

Recommenda�ons
1. The Government of Uganda should consider the expansion of the scope of the guidelines27 for 

developing and managing government websites to cover the private sector.
2. Given the nega�ve impact that the OTT tax has had on the ability of the majority of users to access and 

use the internet, the government should consider amending the Excise Duty (Amendment) law to 
consider other avenues of raising revenue rather than imposing a tax on the internet. 

Internet Access and Affordability

Access to the Internet plays a vital role in the full 
realiza�on of human development and facilitates the 
exercise and enjoyment of a number of human rights 
and freedoms, including the right to freedom of 
expression and informa�on, the right to educa�on, 
the right to assembly and associa�on, the right to full 
par�cipa�on in social, cultural and poli�cal life and 
the right to social and economic development.

Accordingly, access and affordability policies and 
regula�ons that foster universal and equal access to 
the Internet, including fair and transparent market 
regula�on, universal service requirements and 
licensing agreements, must be adopted, according to 
the AfDEC. 

The government has put up various policies and 
strategies in place in order to foster a conducive 
environment through which users can maximize the 
social and economic benefits enabled by ICT.

In 2014, the government passed the Na�onal 
Informa�on and Communica�ons Technology Policy, 
with broad policy objec�ves of; building a 
knowledge-based human capital; promo�ng 
innova�on in economic and social systems; 
expanding ICT infrastructure and its integra�on 
throughout the country; deepening u�liza�on of ICT 
services by government, private sector, 
Non-Government Organiza�ons and ci�zenry; 
enhancing research and innova�on in ICT products, 
applica�ons, and services; and improving ICT 
governance and environment in Uganda.28

Addi�onally, Uganda’s Na�onal Vision 2040 very 
clearly iden�fies ICT access and u�liza�on not just as 
a cross-cu�ng development enabler but also as a 
major business opportunity. This provides the 
highest policy level underpinning to the impera�ve 
for universality of ICT in Uganda.29

The AfDEC principle also calls for the establishment 
of na�onal and regional Internet exchange points 

(IXPs) to ra�onalize and reduce the cost of Internet 
traffic at na�onal, local and sub-regional levels, as 
well as addressing the gender digital divide, with 
factors such as level of employment, educa�on, 
poverty, literacy and geographical loca�on resul�ng 
in African women having lower levels of access than 
men.

In 2016, the government is reported to have 
embarked on the provision of “free internet access” 
to residents within the capital city, Kampala through 
the MYUG, a new applica�on that has been 
developed by the Na�onal Informa�on and 
Communica�ons Technology (NITAU).30 The services 
have however experienced some challenges and 
don’t cover all the intended hotspots as had been 
envisaged.31 

Addi�onally, in December 2019, MTN, the largest 
telecommunica�on service provider in Uganda also 
announced the introduc�on of a range of data 
bundles that do not expire32, a�er many complaints 
from clients for loss of unused internet bundles. 
Previously, customer internet bundles would expire 
a�er 24 hours.

It is also refreshing to note that within the new 
guidelines for the Rural Communica�on 
Development Fund (RCDFII)33, the government has 
commi�ed to improving on the Connec�vity, Access, 
Affordability, and Equity for the target groups.

To date, UCC through RCDF has implemented ICT 
Computer Labs in over 1000 Secondary Schools, 
Ter�ary ins�tu�ons and Universi�es.34 The schools 
with Computer laboratory infrastructure have also 
acted as a pla�orm to provide digital literacy skills to 
the communi�es around the schools, which has 
drama�cally reduced the digital divide in the country

The Na�onal Broadband Strategy for Uganda35 
(2016-2020) defines the minimum requirements for 
high-speed transmission and access for voice, data, 

and video to homes and businesses and sets the 
target to be achieved within the five-year period. 
Some of the key targets defined for the five-year 
period include raising the minimum broadband 
speeds from 512kbps (in 2014/15) to 3Mbps and 
reducing the cost per Mbps of broadband in rela�on 
to average income by 10%. The strategy also seeks to 
achieve 100% broadband connec�vity at all district 
and sub-county headquarters, health centre IVs, 
ter�ary ins�tu�ons and secondary schools by 2020.36

Unfortunately, internet access and affordability is 
s�ll a challenge for large sec�ons of the popula�on 
especially the poor, rural popula�ons, women, and 
persons with disabili�es. This is because while 
internet access has become more affordable, 
par�cularly on mobile phones, costs are s�ll 
expensive for many Ugandans.37 Within East Africa, 
Ugandans are reported to be paying the highest 
prices to access mobile internet, at an average of 
$4.69 (Shs 17, 231) for 1GB [gigabyte] of data, 
compared to her neighbors in Rwanda who are 
paying an average of $0.56 or (Shs 2,057) for 1GB of 
data, with Burundi and Kenya, paying $2 (Shs7,344) 
and $2.73 (Shs10,024) for 1GB, respec�vely.38 The 
introduc�on of a daily UGX 200 (USD $0.05) tax on 
social media use in July 2018 is reported to have le� 
millions unconnected due to the increased costs.39 

Other factors that have affected access and 
affordability include limited access to electricity as it 
is mostly concentrated in urban areas and further 
impedes access to ICTs.40

Recommenda�ons
1. The government should review and expedite 

the full implementa�on of the Na�onal 
Broadband Strategy, which expires within 
less than a year, 2020.

2. The government should expand the free 
Wi-Fi program to other areas outside of 
Kampala and Entebbe. 

3. The government should work with and 
incen�vize telecommunica�on companies to 
provide special rates for the rural poor so as 
to reduce the costs of mobile internet in the 
country.

4. Review the revenue collec�on concept as the 
OTT tax has definitely had a nega�ve effect 
on both revenue and internet access and 
affordability.

Freedom of Expression

Principle 3 of the African Declara�on on Internet 
Rights and Freedoms notes that; “Everyone has the 
right to hold opinions without interferences. 
Everyone has a right to freedom of expression which 
includes the freedom to seek, receive, impart 
informa�on and ideas of all kinds through the 
internet and digital technologies, regardless of 
fron�ers”. The principle acknowledges the 
non-absoluteness of the rights but however notes 
that any restric�ons must be provided for by law, 
pursue a legi�mate aim as expressly listed under 
interna�onal law. 

In Uganda, the right to freedom of expression, and 

access to informa�on are provided for under the 
Cons�tu�on41, and although not explicitly defined 
within the cons�tu�on, this right includes the 
“freedom to seek, receive and impart informa�on 
and ideas of all kinds, regardless of fron�ers, either 
orally, in wri�ng or in print, in the form of art, or 
through any other media (including the internet) of 
his choice.”42 

Although the right to freedom of expression, 
especially online, like many others is not absolute, 
under both interna�onal law and the Ugandan 
Cons�tu�on, the AfDEC notes that “Content 
blocking, filtering, removal and other technical or 
legal limits on access to content cons�tute serious 
restric�ons on freedom of expression and can only 
be jus�fied if they strictly comply with interna�onal 
human rights law, which says that any restric�ons 
should be; (a) Prescribed by law; (b) Serve a 
legi�mate purpose for the protec�on of reputa�on, 
na�onal security, public order, public health or 
morals; and, (c)  It must be necessary to achieve the 
prescribed purpose.43

However, at the height of what came to be known as 
the Arab Spring, the government is reported to have 
ordered Telecom companies to block and regulate 
text messages that could ins�gate hatred, violence, 
and unrest during the presiden�al elec�on period, 
February 2011.44 A few months later, in April 2011, 
UCC instructed ISPs to temporarily block access to 
Facebook and Twi�er for 24 hours “to eliminate the 
connec�on and sharing of informa�on that incites 
the public.” The order came in the heat of the ‘walk 
to work’ protests in various towns over rising fuel and 
food prices.45

In 2016, there were to be two addi�onal episodes of 
internet shutdowns, in February 2016 during the 
elec�ons and May 2016, during the swearing-in of 
the President. In ordering the shutdowns, the 
government cited na�onal security concerns as the 
main reason. The president is reported to have told 
journalists that he ordered the shutdowns because; 
“Steps must be taken for security to stop so many 
ge�ng in trouble, it is temporary because some 

people use those pathways for telling lies,”46

The AfDEC principle on Freedom of Expression also 
requires that “No-one should be held liable for 
content on the Internet of which they are not the 
author” and seeks to limit the liability of 
intermediaries. Under sec�on 29 of the 2011 
Electronic Transac�ons Act,  intermediaries are 
protected from any liability on content shared by 
third par�es, sta�ng that “a service provider shall not 
be subject to civil or criminal liability in respect of 
third-party material which is in the form of electronic 
records to which he or she merely provides access.”47 
This is a posi�ve provision that should be protected 
by the state.

The AfDEC Principle on Freedom of Expression also 
emphasizes the important role that a safe and secure 
opera�ng environment for internet users if they are 
to meaningfully par�cipate in online expression – 
sharing opinions and ideas. The government has put 
in place a number of commendable measures to curb 
online, safety especially among children and youths. 
The Computer Misuse Act (2011) under sec�on 23 
criminalizes child online sexual exploita�on. This 
scope covers any person who par�cipates in the 
development, sharing, transmission or storage of 
child sexual abuse material.48

 
In addi�on, the Na�onal Informa�on Technology 
Authority – Uganda (NITA-U) in collabora�on with 
the Internet Society Uganda Chapter led to the 
development of an Online Safety Educa�on Toolkit as 
a useful and convenient learning resource for 
children and youth on how best to stay safe online in 
their daily use of the internet.49

The same Act also criminalizes cyber harassment 
(Art. 23), offensive communica�on (Art. 24) as well as 
cyberstalking (Art. 26). Specifically, Ar�cle 26 states 
that; “Any person who willfully, maliciously, and 
repeatedly uses electronic communica�on to harass 
another person and makes a threat with the intent to 
place that person in reasonable fear for his or her 
safety or to a member of that person's immediate 

family commits the crime of cyberstalking and is 
liable on convic�on to a fine not exceeding one 
hundred and twenty currency points or 
imprisonment not exceeding five years or both.”

Unfortunately, the majority of those affected, 
especially the vic�ms whose pictures and videos 
have been leaked online are the first persons to be 
interrogated by law enforcement agencies. In 2018, 
when Ugandan model Judith Heard had her pictures 
published without her consent, she not only found 
herself under arrest but also under a�ack in the 
media and online.50

Recommenda�ons

1. The government should ensure that any 
orders to shut or slow down the internet 
must be done in accordance with the law and 
due process should be followed as laid down 
in Ar�cle 3 of the AfDEC Principle and other 
interna�onal human rights laws.

2. The government should amend laws, such as 
the Computer Misuse Act, to bring them into 
line with Uganda’s cons�tu�on and its 
obliga�ons under interna�onal law regarding 
freedom of expression and access to 
informa�on.

Right to Informa�on
This AfDEc principle notes that “The Internet offers 
new opportuni�es to access informa�on, and for 
governments to communicate with people, using 
open data. Open data and new forms of online 
consulta�on can empower people to take a more 
ac�ve part in public affairs.

Data and informa�on held by governments should be 

made publicly accessible, including being released 
proac�vely and rou�nely, except where legi�mate 
grounds for restric�ng access comply with the rule of 
law, including relevant freedom of informa�on 
legisla�on.

Freedom of informa�on is an integral part of the 
fundamental right of freedom of expression, as 
recognized by Resolu�on 59 of the United Na�ons 
General Assembly adopted in 1946, as well as by 
Ar�cle 19 of the Universal Declara�on of Human 
Rights (1948), which states that Everyone has the 
right to freedom of opinion and expression; this right 
includes freedom to hold opinions without 
interference and to seek, receive and impart 
information and ideas through any media and 
regardless of frontiers”.

Although the 1995 Cons�tu�on of the Republic of 
Uganda guarantees the right of access to 
informa�on,51 with an enabling Act and regula�ons 
providing for the same, the spirit of the current 
legisla�on is more restric�ve, with ci�zens required 
to submit informa�on requests as opposed to 
requiring informa�on officers to proac�vely 
disseminate informa�on.

In 2014, the Government of Uganda with support 
from civil society (AFIC and CIPESA) established an 
online portal for receiving and responding to 
informa�on requests52. However, despite being a 
great ini�a�ve, AFIC’s recent analysis of the pla�orm 
indicated that since 2014, the pla�orm has 6,123 
users registered, 4,059 requests were made to 110 
MDAs. Of 4,059 requests, 80.9% were awai�ng a 
response, 5.2 % were under review, and only 4.5% 
had been par�ally responded to, while 4.3% were 
successful, in that order.

The AfDEC requires exis�ng obliga�on on public 
bodies to share all informa�on produced with the 

support of public funds, subject only to clearly 
defined rules set out in law, as established by the 
Declara�on of Principles on Freedom of Expression in 
Africa, shall extend to the proac�ve release of such 
informa�on on the Internet in openly licensed, freely 
re-usable formats.

According to sec�on 3 (d) of the Access to 
Informa�on Act, every ci�zen is supposed to access 
informa�on easily and in a �mely manner. The Act 
provides for a maximum of 21 days within which a 
ci�zen’s informa�on request is responded to. 
However, the delayed release of informa�on due to 
fear and/or bureaucracy coupled with ignorance 
have made the right to informa�on imprac�cable in 
some circumstances.53

Addi�onally, while ar�cle 41 o�he Ugandan 
Cons�tu�on provides for the right of access to 
informa�on with two excep�ons: where the release 
of the informa�on is likely to prejudice the security 
or sovereignty of the State or interfere with the right 
to privacy of any other person, the Access to 
Informa�on Law, itself in Part III (sec�on 23 - 34) lists 
exemp�ons which are too wide in scope and 
contradict the cons�tu�on. These exemp�ons, which 
include cabinet minutes and those of its commi�ees, 
limit the enjoyment of the right to informa�on by 
restric�ng access to vital records.54

Recommenda�ons
1. The government should amend the 

retrogressive restric�ons within the enabling 
laws such as the Access to Informa�on Act, 
and the Official Secrets Act that undermine 
proac�ve disclosure of informa�on, 
especially online.

2. The government should equip their staff with 
the skills and knowledge as well as tools to 
proac�vely use online pla�orms to share 
data held by government public bodies.

3. Parliament should amend the Access to 
Informa�on Act to provide for online 
informa�on requests

4. Government should undertake promo�onal 

measures for the effec�ve implementa�on 
of the Access to Informa�on Act

5. The Uganda Human Rights Commission 
should undertake measures to promote 
ci�zens’ enjoyment of their right to 
informa�on through online and offline 
channels. 

Freedom of Assembly and 
Associa�on and the Internet
This AfDEC principle states that; “Everyone has the 
right to use the Internet and digital technologies in 
rela�on to freedom of assembly and associa�on, 
including through social networks and pla�orms. It 
further notes; “The Internet can augment the 
opportuni�es and capabili�es of individuals and 
groups to form associa�ons and to manage 
organiza�ons and associa�ons.”

Addi�onally, “It can increase the membership and 
reach of associa�ons by allowing groups of people to 
communicate despite physical boundaries. It 
provides new tools for those organizing assemblies 
offline, as well as the possibility of conduc�ng 
assemblies and protests online.”

African states are therefore called upon to limit the 
shu�ng down or blocking of access to social 
networking pla�orms, and in fact, the Internet in 
general, as these ac�ons cons�tute direct 
interference with this right. 

But as highlighted above, under Freedom of 
Expression, the government has on several occasions 
been reported to have ordered the shutdown of the 
internet and access to other social media pla�orms 
such as Facebook, Twi�er, and WhatsApp, greatly 
affec�ng ci�zens access and use of the internet.

Recommenda�ons
1. Any a�empts by the Government should be 

done within the parameters of interna�onal 
human rights law - (a) Prescribed by law; (b) 
Serve a legi�mate purpose for protec�on of 
reputa�on, na�onal security, public order, 

public health or morals; and, (c)  It must be 
necessary to achieve the prescribed 
purpose.55 

2. The government should con�nue with efforts 
to expand access and affordability of the 
internet and digital technologies to a wider 
majority of the popula�on for them to enjoy 
the benefits brought about by these 
technological advances, including freedom of 
assembly and associa�on. 

Cultural and Linguis�c Diversity
This AfDEC Principle is cognizant of the rich linguis�c 
and cultural diversity which exists on the African 
con�nent and calls for its promo�on, especially 
online. Specifically, the principle calls upon states to 
put in place comprehensive policies, and alloca�on of 
resources, to support the development and use of 
tools to facilitate linguis�c diversity on the Internet. 
This includes the promo�on of technology and 
content required to access and use domain names, 
so�ware, services, and content in all languages and 
scripts. 

In 2006, Uganda passed the Na�onal Culture Policy 
that sought to among other things; To promote and 
strengthen Uganda’s diverse cultural iden��es; 
enhance social cohesion, collabora�on, and 
par�cipa�on of all people in cultural life; promote 
community ac�on on cultural prac�ces that promote 
and that impinge on human dignity; and conserve, 
protect and promote Uganda’s tangible and 
intangible cultural heritage.56

Government also commi�ed to foster the crea�on of 
varied local and na�onal content, including that 
available in the language of users, and give 
recogni�on and support to ICT-based work in all 
ar�s�c fields through public/private partnerships as 
well as support efforts to develop and use ICTs for 
the preserva�on of natural and, cultural heritage, 
keeping ICT accessible as a living part of today’s 
culture through the Na�onal ICT Policy of 2014.57 

The government also commi�ed to developing 
systems that ensure con�nued access to archived 
digital informa�on and mul�media content in digital 
repositories, and support archives, cultural 

collec�ons, and libraries58

There has however been very slow progress in the 
promo�on of indigenous languages online as only a 
few local languages are represented online. For 
example, news on websites owned by the Vision 
group is only available in four local languages (out of 
40 languages and 56 na�ve dialects) Bukedde 
(Luganda); Etop (Ateso); Rupiny (Acholi) and Orumuri 
(Runyankore).59 

According to the 2018 Freedom House report on 
Internet freedom in Uganda, the Google Uganda 
domain is available in five local languages, while the 
Firefox web browser can be accessed in two 
languages, Luganda and Acholi. The report notes that 
as of early 2018, Wikipedia can be accessed in 
Luganda, with about 1,000 ar�cles translated.60 

Recommenda�ons
1. The government should work with key 

providers – Google, Firefox and others to 
have more local languages on their domains

2. The government should expedite the 
implementa�on of Na�onal ICT Policy, 2014, 
especially the provisions of culture diversity

Right to Development and 
Access to Knowledge
The AfDEC Principle notes that “Developing media 
and informa�on literacy is essen�al in ensuring that 
consumers of media products have the skills to find 
evaluate and engage with various types of 
informa�on, including those relevant for their social, 
economic, cultural and poli�cal development.

The principle also calls upon the government to 
priori�es policies that improve girls’ access to quality 
educa�on and ICT, gender mainstreaming in Science, 
Technology, Engineering and Mathema�cs (STEM) 
policies, and family-friendly policies in STEM 
workplaces.
In 2017, the Ministry of ICT and Na�onal Guidance 
embarked on the Digital Vision Uganda ini�a�ve61 

that aims to leverage technological innova�ons to 
meet various na�onal and interna�onal goals 
including universal inclusion, sustainable 
development, economic progress, and poverty 
eradica�on. 

This campaign aims to achieve a unified ac�on plan 
that draws on various ini�a�ves from all sectors and 
focuses on technology-based empowerment, thus 
fostering relevant ICT use62. While the Digital Vision 
Uganda campaign aims to address per�nent ICT 
development issues that will improve ICT access, 
usage and, penetra�on, the strategy is s�ll under 
development with implementa�on yet to start.63

Recommenda�ons
1. The government should fully implement the 

Digital Vision Uganda campaign and other 
policy frameworks, including the ICT policy, 
broadband policy.

Privacy and Personal Data 
Protec�on
The growth and penetra�on of informa�on and 
communica�on technologies, especially the internet 
partly aided by an increase in mobile phone 
subscrip�ons and increased use of smartphones has 
resulted in increased collec�on, processing and 
sharing of personal biometric data, including by 
business enterprises. Unfortunately, many internet 
users are not aware of the implica�ons of their use of 
the web and how their rights are compromised by 
their internet usage or how their data is 
automa�cally gathered or processed without their 
knowledge and sold or linked with other sources to 
produce a complex record of several aspects of their 
lives.64

AfDEC Principles requires that “Personal data or 
informa�on shall only be collected and/or processed 

by states and non-state actors such as access 
providers, mail providers, hosts, and other 
intermediaries, in compliance with well-established 
data protec�on principles, including the following: 
personal data or informa�on must be processed 
fairly and lawfully; personal data or informa�on must 
be obtained only for one or more specified and lawful 
purposes; among others. 

Although the Uganda Cons�tu�on provides for the 
right to privacy and data protec�on65, it wasn’t un�l 
December 2018 that parliament passed the Privacy 
and Data Protec�on Act that was assented to by the 
President in February 2019.66

The principle notes that “Mass or indiscriminate 
surveillance of individuals or the monitoring of their 
communica�ons, cons�tutes a dispropor�onate 
interference, and thus a viola�on, of the right to 
privacy, freedom of expression and other human 
rights”. 

It is further noted that “targeted surveillance of 
online communica�ons must be governed by clear 
and transparent laws which, at a minimum, comply 
with the following basic principles: first, 
communica�ons surveillance must be both targeted 
and based on reasonable suspicion of commission or 
involvement in the commission of serious crime; 
second, communica�ons surveillance must be 
judicially authorized and individuals placed under 
surveillance must be no�fied that their 
communica�ons have been monitored as soon as 
prac�cable a�er the conclusion of the surveillance 
opera�on; third, the applica�on of surveillance laws 
must be subject to strong parliamentary oversight to 
prevent abuse and ensure the accountability of 
intelligence services and law enforcement agencies.”

Unfortunately, once again the legal environment and 
prac�ces regarding communica�on surveillance and 
intercep�on of communica�on in Uganda go against 
the provisions of the principle. 

The Regula�on of Intercep�on of Communica�ons 
Act, 201067 provides for lawful intercep�on and 
monitoring of communica�ons in the course of their 
transmission through telecommunica�ons, postal or 
any other related services or systems in Uganda. 
Specifically, Sec�on 8 of this Act requires service 
providers to ensure that their telecommunica�on 
systems are always technically capable of suppor�ng 
lawful intercep�on. 

The right to privacy is further limited by the 
An�-Terrorism Act, 2002, which provides for 
intercep�on of communica�ons, specifically, sec�on 
19 (1) which states that “… an authorized officer shall 
have the right to intercept the communica�ons or a 
person and otherwise conduct surveillance of a 
person under this Act.”

Recommenda�ons
1. Expedite the implementa�on of the Data 

Protec�on Act 
2. Reduce the opportuni�es for mass 

surveillance to guard against infringement 
on peoples’ right to privacy and protec�on of 
their personal data.

3. Review and harmonize the laws that provide 
for the surveillance and intercep�on of 
communica�on in view of the new data 
protec�on law provisions.

Security, Stability and Resilience 
of the Internet
The principle requires that everyone has the right to 
enjoy secure connec�ons to and on the Internet 
including protec�ng from services and protocols that 
threaten the security, stability, and resilience of the 
Internet.

States are therefore urged to recognize in their 
legisla�on and prac�ces that encryp�on is a basic 
requirement for the protec�on of the confiden�ality 
and security of informa�on. States should promote 

end-to-end encryp�on as the basic standard for the 
protec�on of the rights to freedom of expression and 
privacy online and promote the use of open-source 
so�ware.

However sec�on 10 of the Regula�on of Intercep�on 
of Communica�ons Act 2010, provides for disclosure 
of protected (encrypted) informa�on with failure to 
comply with the disclosure no�ce a�rac�ng a fine 
not exceeding one hundred and twenty currency 
points or to imprisonment for a period not exceeding 
five years, or both upon convic�on.
 
Although a January 2019 report on the State of 
Privacy in Uganda68 by Privacy Interna�onal notes 
that there does not appear to be any restric�on on 
the use of encryp�on in Uganda. And that the use of 
end-to-end encrypted messaging applica�ons, 
par�cularly WhatsApp, are popular.

Recommenda�ons
1. The government should consider repealing 

sec�on 10 of the RICA that criminalizes the 
failure to disclose encrypted informa�on.

Marginalized Groups and Groups at Risk
Despite the recent advances in the ICT and internet, 
with a greater number of people now having access 
to and using these, many marginalized groups of 
people, including persons with disabili�es, rural 
communi�es, the elderly, and women s�ll find it hard 
to access and use digital technologies and thus 
con�nue to miss out on the benefits that the 
technologies bring.

Several factors, including high literacy levels, the 
s�ll-high costs of the internet, poor implementa�on 
of enabling policies among others.

Under this principle, states and non-state actors are 
required to respect and protect the right of all 

individuals to have access to and use the Internet. 
However, recent prac�ces, including the introduc�on 
of the OTT tax have instead served to widen the 
digital divide gap. It has been reported that the social 
media tax has raised the internet connec�on costs by 
10% for Uganda’s poorest residents, and in turn le� 
them with less access to informa�on.69

 
The situa�on is however much worse for persons 
with disabili�es, as the costs of assis�ve technologies 
that would aid them access to and use the internet 
and other ICT is quite high.70 

Recommenda�ons
1. Review and consider amending the social 

media tax to reduce the exclusion
2. Reduce ICT access costs for marginalized 

groups, especially the elderly and persons 
with disabili�es

3. Introduce incen�ves to services providers to 
expand their networks to rural areas

Gender Equality
As earlier discussed, women are among the 
marginalized groups that con�nue to lag behind 
when accessing and using ICT, especially the internet. 
A survey carried out in 2014 by the Uganda 
Communica�ons Commission found that only 6% of 
women in Uganda are online. And only 21% of 
women reported having used the internet, versus 
61% for men.71 

Like the other marginalized groups, the gender gap in 
internet access is also perpetuated by several factors 
including limited access to the internet, lack of digital 
skills and empowerment of women, affordability of 
ICT services especially broadband connec�vity, 

relevant content as well as safety of women online.72

The AfDEC principle on gender equity calls upon key 
stakeholders to ensure that the processes and 
mechanisms that enable the full, ac�ve and equal 
par�cipa�on of women and girls in decision making 
about how the Internet is shaped and governed are 
developed and strengthened.

Recommenda�ons
1. The laws enacted and any bill to be passed 

must-have women’s unique perspec�ves 
and views integrated to produce a robust law 
that is gender-sensi�ve73

2. Women should be trained and skilled in how 
to access and use the internet safely and 
securely

3. The government should set up a Monitoring 
and Evalua�on Framework for all gender and 
ICT policies so that actual benefit accrues to 
the common person74

Conclusion
There indeed some posi�ve steps, especially the legal 
framework that Uganda has adopted to ensure 
compliance to the key principles as laid out in the 
African Declara�on on Internet Rights and Freedoms 
– including the ICT Policies, the Access to Informa�on 
Laws, the Cons�tu�onal provisions, the Data 
Protec�on Act, the Income Tax Act of 2018 that 
introduced the social media tax among others. There 
are however other laws whose provisions are quite 
retrogressive and these need to be amended, 
especially those that infringe on privacy and personal 
data protec�on such as the Regula�on of 
Intercep�on of Communica�ons Act, the Computer 
Misuse Act among others.
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Introduc�on

The Internet is considered the most disrup�ve 
informa�on and communica�on technology that has 
revolu�onized the free flow of informa�on between 
individuals by offering anyone with an Internet 
connec�on, the ability to gather and disseminate 
news, informa�on, and opinions.1 

In the light of its accessibility and its capacity to store 
and communicate vast amounts of informa�on, the 
Internet plays an important role in enhancing the 
public’s access to news and facilita�ng the 
dissemina�on of informa�on in general.2

As of December 2018, Uganda had an es�mated 19 
million internet users, about 42% of the total 
popula�on.3 This growth in internet penetra�on has 
partly been aided by the increase in mobile telephony 
penetra�on which stood at 22 million subscribers, 
with almost 10 million accessing the internet through 
the mobile as of June 2018.4

The internet is helping develop spaces that can 
empower people, helping them communicate, 
collaborate and exchange views and informa�on, and 
this represents, the ‘democra�za�on’ of freedom of 
expression as it is no longer necessary to rely upon 
professional journalists or gatekeepers to act as public 
spokespeople for our views.5

Uganda has passed several laws and policies, some of 
which contain progressive provisions that advance the 
rights to freedom of expression. Principally, the right 
to freedom of expression and access to informa�on is 
cons�tu�onally guaranteed under Ar�cles 29 (1) (a) 
and 41, respec�vely. Other legal framework include; 

the Access to Informa�on Act, 2005 that seeks to 
promote an efficient, effec�ve, transparent and 
accountable government as well as to give effect to 
Ar�cle 41 of the Cons�tu�on by providing the right of 
access to informa�on held by organs of the State; the 
Computer Misuse Act, 2011 that seeks to make 
provision for the safety and security of electronic 
transac�ons and informa�on systems; to prevent 
unlawful access, abuse or misuse of informa�on 
systems6; the Uganda Communica�ons Commission 
(UCC) Act, 2013 that mandates the Commission, 
under Sec�on 5(L) to promote research into the 
development and use of new communica�ons 
techniques and technologies, including those which 
promote accessibility to communica�ons services for 
persons with disabili�es, as well as the Uganda 
Na�onal Vision 2040 which clearly iden�fies ICT 
access and u�liza�on not just as a cross-cu�ng 
development enabler but also as a major business 
opportunity, providing the highest policy level 
underpinning to the impera�ve for universality of ICT 
in Uganda.7

Unfortunately, even with these progressive legal 
frameworks, there are a number of other laws, 
policies, and prac�ces that have been adopted and 
have had a nega�ve effect on the ci�zens’ enjoyment 
of their rights to freedom of expression and online 
expression; for example, the An�-Terrorism Act of 
2002, under which intercep�on of communica�ons 
may be conducted on grounds such as safeguarding of 
the public interest; preven�on of the viola�on of the 
fundamental and other human rights and freedoms of 
any person from terrorism; preven�on or detec�ng 
the commission of any offence; and safeguarding the 
na�onal economy from terrorism,8 the 2011 
Computer Misuse Act, which criminalised cyber 
harassment (sec�on 24)  and “offensive 
communica�on under sec�on 25. 

Addi�onally, several provisions within these laws 
have been used to increasingly put pressure on 
private actors to censor content which the state 
deems illegal or simply “harmful to na�onal 
security.”9 

In 2016, UCC ordered the shutdown of internet 
access on the eve of the presiden�al elec�ons vo�ng 
day in February, ci�ng “na�onal security”, as well as 
during the inaugura�on in May 2016, affec�ng social 
media pla�orms including Facebook, Whatsapp, 
Twi�er, and mobile money transfer services.10

In April 2018, the Ugandan communica�ons 
regulator directed online data communica�on 
service providers, that include; online publishers, 
online news pla�orms and online radio and 
television operators, to apply and obtain 
authorisa�on from the commission within a period of 
one month or risk having their websites and/or 
streams being blocked by Internet Service Providers 
(ISPs).11 The regulator later published a list of the 
licenced providers, who were each required to pay 
USD 20. 

On 29, April 2019, UCC ordered internet service 
providers to shut down all unauthorized news sites 
following a direc�ve requiring online data 
communica�on service providers, including 
publishers, news pla�orms, radio and television 
operators to obtain authoriza�on.12

Later in 2019, another direc�ve was issued by UCC 
requiring all “online publishers and influencers who 
have reached a capacity of sharing communica�on 
content and also using the online publica�on for 
commercial business” to register with regulator and 
pay a USD 20 levy.13

In May 2017, a famous movie translator, Marysmats 
Matovu alias VJ Junior and his colleague, Geoffrey 
Bbosa, were arrested and charged with cyber 
harassment and offensive communica�on based on 
allegedly provoca�ve messages sent in a group 
message chain about the Uganda Film Producers 
Associa�on.14

Interna�onal Legal Framework 
on Internet Rights and Freedom
The right to freedom of expression (including on the 
internet) has been provided for under Ar�cle 19 of 
the Universal Declara�on of Human Rights, that 
states that; “Everyone has the right to freedom of 
opinion and expression; this right includes freedom 
to hold opinions without interference and to seek, 
receive and impart informa�on and ideas through 
any media and regardless of fron�ers.”15 

This right is further ar�culated within Ar�cle 19 (2) of 
the Interna�onal Covenant on Civil and Poli�cal 
Rights (ICCPR), sta�ng that; Everyone shall have the 
right to freedom of expression; this right shall include 
freedom to seek, receive and impart informa�on and 
ideas of all kinds, regardless of fron�ers, either 
orally, in wri�ng or in print, in the form of art, or 
through any other media of his choice. 

The General Comment 34 on State par�es’ 
obliga�ons under Ar�cle 19 of the Interna�onal 
Covenant on Civil and Poli�cal Rights adopted on July 
21, 2011 holds that the same rights an individual 
enjoys on line must be the same rights enjoyed 
online16. 

In 2016, the United Na�ons passed a non-binding 
resolu�on on “the promo�on, protec�on, and 
enjoyment of human rights on the Internet.”17 The 
resolu�on specifically condemns measures to 
prevent or disrupt access and calls on all States to 
refrain from and cease such measures. It further 
recognizes the importance of access to informa�on 
and privacy online for the realiza�on of the right to 
freedom of expression and to hold opinions without 
interference.18

Although there is no express right of access to the 
internet under interna�onal law, the 2016 United 
Na�ons Resolu�on urges states to “consider 
formula�ng, through transparent and inclusive 

processes with all stakeholders, and adop�ng 
na�onal Internet-related public policies that have the 
objec�ve of universal access and enjoyment of 
human rights at their core.”

On the African con�nent, Ar�cle 9 of the African 
Charter on Human and Peoples’ Rights (ACHPR) 
states that; “Every individual shall have the right to 
receive informa�on” (9(1); and “Every individual shall 
have the right to express and disseminate his opinion 
within the law.” (9(2). 

The ACHPR has also adopted several resolu�ons 
aimed at promo�ng the right to informa�on and 
freedom of expression in Africa amongst which 
include; ACHPR/Res. 362 (LIX) 2016, adopted in 
Banjul on 4 November 2016. The resolu�on reaffirms 
the fundamental right to freedom of informa�on and 
expression enshrined under Ar�cle 9 of the African 
Charter on Human and People’s Rights and in other 
interna�onal human rights instruments and 
recognizes the role of the internet in advancing 
human and people’s rights in Africa. This resolu�on 
came at a cri�cal �me when the region was 
witnessing regular internet shutdowns which 
impacted directly on freedom of expression and 
access to informa�on.

Limita�ons on the Right to 
Freedom of Expression
Both the ICCPR and ACHPR have within their 
provisions, limita�ons to the rights to freedom of 
expression. Specifically, Ar�cle 19 (3) of the ICCPR 
notes that; the exercise of the rights provided for in 
paragraph 2 of this Ar�cle carries with it special 
du�es and responsibili�es. It may, therefore, be 
subject to certain restric�ons, but these shall only be 
such as are provided by law and are necessary: (a) For 
respect of the rights or reputa�ons of others; (b) For 
the protec�on of na�onal security or of public order 
(ordre public), or of public health or morals.19 
On 21 July 2011, the UN Human Rights Commi�ee 
adopted General Comment 34 on States par�es' 
obliga�ons under Ar�cle 19 of the (ICCPR), with 
guidance to States on what the freedoms of opinion 

and expression mean in prac�ce, and therefore 
strengthens the protec�on provided by interna�onal 
law. In reference to any restric�ons, General 
Comment 34 (para 35) highlights that “When a State 
party invokes a legi�mate ground for restric�on of 
freedom of expression, it must demonstrate in 
specific and individualized fashion the precise nature 
of the threat, and the necessity and propor�onality 
of the specific ac�on taken, in par�cular by 
establishing a direct and immediate connec�on 
between the expression and the threat”.20

In Uganda, the right to freedom of expression, like 
other rights are also limited within the Cons�tu�on 
by Ar�cle 43(1) which states that; (1) In the 
enjoyment of the rights and freedoms prescribed in 
this Chapter, no person shall prejudice the 
fundamental or other human rights and freedoms of 
others or the public interest. But as noted above, any 
limita�on must pass the three-part test as provided 
for under Ar�cle 19(3) of the ICCPR.
As a signatory to various interna�onal human rights 
instruments such as the Interna�onal Covenant on 
Civil and Poli�cal Rights, the African Charter on 
Human and Peoples’ Rights and having incorporated 
progressive ar�cles within the Cons�tu�on, 
specifically on the Bill of Rights, Uganda has a duty to 
promote and advance peoples’ fundamental human 
rights online, including access to and use of the 
internet through progressive legisla�on and 
prac�ces.

About the African Declara�on on 
Internet Rights and Freedoms
The African Declara�on on Internet Rights and 
Freedoms (AfDEC) is a Pan-African ini�a�ve to 
promote human rights standards and principles of 
openness in internet policy formula�on and 
implementa�on on the con�nent. The Declara�on is 
intended to elaborate on the principles which are 
necessary to uphold human and people’s rights on 
the Internet, and to cul�vate an Internet 
environment that can best meet Africa’s social and 
economic development needs and goals.
The Declara�on builds on well-established African 
human rights documents including the African 
Charter on Human and Peoples’ Rights of 1981, the 

Windhoek Declara�on on Promo�ng an Independent 
and Pluralis�c African Press of 1991, the African 
Charter on Broadcas�ng of 2001, the Declara�on of 
Principles on Freedom of Expression in Africa of 
2002, and the African Pla�orm on Access to 
Informa�on Declara�on of 2011.

The Declara�on has iden�fied 13 key principles that

 include; Openness; Internet Access and Affordability; 
Freedom of Expression; Right to Informa�on; 
Freedom of Assembly and Associa�on on the 
Internet; Cultural and Linguis�c Diversity; Right to 
Development and Access to Knowledge; Privacy and 
Personal Data Protec�on; Security, Stability, and 
Resilience of the Internet; Marginalised Groups at 
Risk; Due Process; Democra�c Mul�-stakeholder 
Internet Governance; and Gender Equity.

This report, therefore, provides an assessment of 
Uganda’s Compliance with 11 out of the 13 Principles 
of the African Declara�on on Internet Rights and 
Freedoms. The report examines both the legal 
environment (laws and policies) and prac�ces by the 
state regarding internet freedom and rights.

Findings: Uganda’s Compliance 
to the AfDEC Principles

Openness
The AfDEC Principle on Openness requires that the 
Internet should have an open and distributed 
architecture and should con�nue to be based on 
open standards and applica�on interfaces and 
guarantee interoperability so as to enable a common 
exchange of informa�on and informa�on.

In 2014, the government, through the Na�onal 
Informa�on Technology Authority, issued guidelines 
for developing government websites that 
emphasized the need to use open standard-based 
tools and technologies for the development of 
websites as well as content to ensure interoperability 
and accessibility of websites. The web guidelines 
adhered to the Web Content Accessibility Guidelines 
(WCAG) of the World Wide Web Consor�um (W3C). 
W3C is an interna�onal body working towards 
defining standards in web technologies and formats 
for publishing content on the web.21

Sec�on 1.4 of Guidelines on Development and 
Management of Government Websites requires all 
government MDAs to “consider the needs of a broad 
spectrum of visitors, including the general public, 
specialised audiences, people with disabili�es, those 
without access to advanced technologies, and those 
with limited English proficiency and ICT skills.”

However, a 2007 survey on Web Accessibility in 
Uganda22 established that 100% of the government 
websites whose webmasters responded to the 
survey were not accessible to users with visual 
disabili�es. Addi�onally, the majority of government 
MDA websites are in English, making them 
inaccessible to many Ugandans who cannot read and 
write in this language.23

The Openness principle also seeks to advance the 
principle of network neutrality, which requires that 
all data on the Internet must be treated in an equal 
and non-discriminatory manner, and shall not be 
charged differen�ally, according to user, content, 
site, pla�orm, applica�on, type of a�ached 
equipment, and modes of communica�on.

However, it has been reported that Uganda does not 

have robust and implementable legal protec�ons for net neutrality24, and because of this, both the government 
and telecom companies have violated the principle in the past, with �ered pricing of the communica�on 
services and social media blocking.25 In 2005, UCC passed the Telecommunica�ons (Tariffs and Accoun�ng) 
Regula�ons,26 to regulate the pricing of telecommunica�ons services and accoun�ng by telecommunica�ons 
operators. Unfortunately, as noted earlier, the regula�ons are largely unenforceable.
The AfDEC Principle on Openness also demands that there should be no special privileges for, or obstacles 
against, the exchange of informa�on online or any party or content on economic, social, cultural or poli�cal 
grounds.

There have been a number of policies and prac�ces that have however served to undermine these principles. 
Specifically, the passage of the Uganda Excise Duty (Amendment) Bill 2018, which introduced taxa�on of 
“over-the-top” (OTT) services, and raised taxes on other telecommunica�ons services violated this principle 
which requires service providers to treat all internet traffic equally, and not block or thro�le access to online 
content and services. 

According to figures from the UCC, the number of subscribers reduced by two and a half million from 16 million 
to 13.5 million subscribers between July and September 2018. The same trend was noted in the amount of 
revenue falling from Uganda Shillings (UGX) 5.6 billion in July 2018, to UGX 3.96 billion in September 2018 (see 
table below). 

Recommenda�ons
1. The Government of Uganda should consider the expansion of the scope of the guidelines27 for 

developing and managing government websites to cover the private sector.
2. Given the nega�ve impact that the OTT tax has had on the ability of the majority of users to access and 

use the internet, the government should consider amending the Excise Duty (Amendment) law to 
consider other avenues of raising revenue rather than imposing a tax on the internet. 

Internet Access and Affordability

Access to the Internet plays a vital role in the full 
realiza�on of human development and facilitates the 
exercise and enjoyment of a number of human rights 
and freedoms, including the right to freedom of 
expression and informa�on, the right to educa�on, 
the right to assembly and associa�on, the right to full 
par�cipa�on in social, cultural and poli�cal life and 
the right to social and economic development.

Accordingly, access and affordability policies and 
regula�ons that foster universal and equal access to 
the Internet, including fair and transparent market 
regula�on, universal service requirements and 
licensing agreements, must be adopted, according to 
the AfDEC. 

The government has put up various policies and 
strategies in place in order to foster a conducive 
environment through which users can maximize the 
social and economic benefits enabled by ICT.

In 2014, the government passed the Na�onal 
Informa�on and Communica�ons Technology Policy, 
with broad policy objec�ves of; building a 
knowledge-based human capital; promo�ng 
innova�on in economic and social systems; 
expanding ICT infrastructure and its integra�on 
throughout the country; deepening u�liza�on of ICT 
services by government, private sector, 
Non-Government Organiza�ons and ci�zenry; 
enhancing research and innova�on in ICT products, 
applica�ons, and services; and improving ICT 
governance and environment in Uganda.28

Addi�onally, Uganda’s Na�onal Vision 2040 very 
clearly iden�fies ICT access and u�liza�on not just as 
a cross-cu�ng development enabler but also as a 
major business opportunity. This provides the 
highest policy level underpinning to the impera�ve 
for universality of ICT in Uganda.29

The AfDEC principle also calls for the establishment 
of na�onal and regional Internet exchange points 

(IXPs) to ra�onalize and reduce the cost of Internet 
traffic at na�onal, local and sub-regional levels, as 
well as addressing the gender digital divide, with 
factors such as level of employment, educa�on, 
poverty, literacy and geographical loca�on resul�ng 
in African women having lower levels of access than 
men.

In 2016, the government is reported to have 
embarked on the provision of “free internet access” 
to residents within the capital city, Kampala through 
the MYUG, a new applica�on that has been 
developed by the Na�onal Informa�on and 
Communica�ons Technology (NITAU).30 The services 
have however experienced some challenges and 
don’t cover all the intended hotspots as had been 
envisaged.31 

Addi�onally, in December 2019, MTN, the largest 
telecommunica�on service provider in Uganda also 
announced the introduc�on of a range of data 
bundles that do not expire32, a�er many complaints 
from clients for loss of unused internet bundles. 
Previously, customer internet bundles would expire 
a�er 24 hours.

It is also refreshing to note that within the new 
guidelines for the Rural Communica�on 
Development Fund (RCDFII)33, the government has 
commi�ed to improving on the Connec�vity, Access, 
Affordability, and Equity for the target groups.

To date, UCC through RCDF has implemented ICT 
Computer Labs in over 1000 Secondary Schools, 
Ter�ary ins�tu�ons and Universi�es.34 The schools 
with Computer laboratory infrastructure have also 
acted as a pla�orm to provide digital literacy skills to 
the communi�es around the schools, which has 
drama�cally reduced the digital divide in the country

The Na�onal Broadband Strategy for Uganda35 
(2016-2020) defines the minimum requirements for 
high-speed transmission and access for voice, data, 

and video to homes and businesses and sets the 
target to be achieved within the five-year period. 
Some of the key targets defined for the five-year 
period include raising the minimum broadband 
speeds from 512kbps (in 2014/15) to 3Mbps and 
reducing the cost per Mbps of broadband in rela�on 
to average income by 10%. The strategy also seeks to 
achieve 100% broadband connec�vity at all district 
and sub-county headquarters, health centre IVs, 
ter�ary ins�tu�ons and secondary schools by 2020.36

Unfortunately, internet access and affordability is 
s�ll a challenge for large sec�ons of the popula�on 
especially the poor, rural popula�ons, women, and 
persons with disabili�es. This is because while 
internet access has become more affordable, 
par�cularly on mobile phones, costs are s�ll 
expensive for many Ugandans.37 Within East Africa, 
Ugandans are reported to be paying the highest 
prices to access mobile internet, at an average of 
$4.69 (Shs 17, 231) for 1GB [gigabyte] of data, 
compared to her neighbors in Rwanda who are 
paying an average of $0.56 or (Shs 2,057) for 1GB of 
data, with Burundi and Kenya, paying $2 (Shs7,344) 
and $2.73 (Shs10,024) for 1GB, respec�vely.38 The 
introduc�on of a daily UGX 200 (USD $0.05) tax on 
social media use in July 2018 is reported to have le� 
millions unconnected due to the increased costs.39 

Other factors that have affected access and 
affordability include limited access to electricity as it 
is mostly concentrated in urban areas and further 
impedes access to ICTs.40

Recommenda�ons
1. The government should review and expedite 

the full implementa�on of the Na�onal 
Broadband Strategy, which expires within 
less than a year, 2020.

2. The government should expand the free 
Wi-Fi program to other areas outside of 
Kampala and Entebbe. 

3. The government should work with and 
incen�vize telecommunica�on companies to 
provide special rates for the rural poor so as 
to reduce the costs of mobile internet in the 
country.

4. Review the revenue collec�on concept as the 
OTT tax has definitely had a nega�ve effect 
on both revenue and internet access and 
affordability.

Freedom of Expression

Principle 3 of the African Declara�on on Internet 
Rights and Freedoms notes that; “Everyone has the 
right to hold opinions without interferences. 
Everyone has a right to freedom of expression which 
includes the freedom to seek, receive, impart 
informa�on and ideas of all kinds through the 
internet and digital technologies, regardless of 
fron�ers”. The principle acknowledges the 
non-absoluteness of the rights but however notes 
that any restric�ons must be provided for by law, 
pursue a legi�mate aim as expressly listed under 
interna�onal law. 

In Uganda, the right to freedom of expression, and 

access to informa�on are provided for under the 
Cons�tu�on41, and although not explicitly defined 
within the cons�tu�on, this right includes the 
“freedom to seek, receive and impart informa�on 
and ideas of all kinds, regardless of fron�ers, either 
orally, in wri�ng or in print, in the form of art, or 
through any other media (including the internet) of 
his choice.”42 

Although the right to freedom of expression, 
especially online, like many others is not absolute, 
under both interna�onal law and the Ugandan 
Cons�tu�on, the AfDEC notes that “Content 
blocking, filtering, removal and other technical or 
legal limits on access to content cons�tute serious 
restric�ons on freedom of expression and can only 
be jus�fied if they strictly comply with interna�onal 
human rights law, which says that any restric�ons 
should be; (a) Prescribed by law; (b) Serve a 
legi�mate purpose for the protec�on of reputa�on, 
na�onal security, public order, public health or 
morals; and, (c)  It must be necessary to achieve the 
prescribed purpose.43

However, at the height of what came to be known as 
the Arab Spring, the government is reported to have 
ordered Telecom companies to block and regulate 
text messages that could ins�gate hatred, violence, 
and unrest during the presiden�al elec�on period, 
February 2011.44 A few months later, in April 2011, 
UCC instructed ISPs to temporarily block access to 
Facebook and Twi�er for 24 hours “to eliminate the 
connec�on and sharing of informa�on that incites 
the public.” The order came in the heat of the ‘walk 
to work’ protests in various towns over rising fuel and 
food prices.45

In 2016, there were to be two addi�onal episodes of 
internet shutdowns, in February 2016 during the 
elec�ons and May 2016, during the swearing-in of 
the President. In ordering the shutdowns, the 
government cited na�onal security concerns as the 
main reason. The president is reported to have told 
journalists that he ordered the shutdowns because; 
“Steps must be taken for security to stop so many 
ge�ng in trouble, it is temporary because some 

people use those pathways for telling lies,”46

The AfDEC principle on Freedom of Expression also 
requires that “No-one should be held liable for 
content on the Internet of which they are not the 
author” and seeks to limit the liability of 
intermediaries. Under sec�on 29 of the 2011 
Electronic Transac�ons Act,  intermediaries are 
protected from any liability on content shared by 
third par�es, sta�ng that “a service provider shall not 
be subject to civil or criminal liability in respect of 
third-party material which is in the form of electronic 
records to which he or she merely provides access.”47 
This is a posi�ve provision that should be protected 
by the state.

The AfDEC Principle on Freedom of Expression also 
emphasizes the important role that a safe and secure 
opera�ng environment for internet users if they are 
to meaningfully par�cipate in online expression – 
sharing opinions and ideas. The government has put 
in place a number of commendable measures to curb 
online, safety especially among children and youths. 
The Computer Misuse Act (2011) under sec�on 23 
criminalizes child online sexual exploita�on. This 
scope covers any person who par�cipates in the 
development, sharing, transmission or storage of 
child sexual abuse material.48

 
In addi�on, the Na�onal Informa�on Technology 
Authority – Uganda (NITA-U) in collabora�on with 
the Internet Society Uganda Chapter led to the 
development of an Online Safety Educa�on Toolkit as 
a useful and convenient learning resource for 
children and youth on how best to stay safe online in 
their daily use of the internet.49

The same Act also criminalizes cyber harassment 
(Art. 23), offensive communica�on (Art. 24) as well as 
cyberstalking (Art. 26). Specifically, Ar�cle 26 states 
that; “Any person who willfully, maliciously, and 
repeatedly uses electronic communica�on to harass 
another person and makes a threat with the intent to 
place that person in reasonable fear for his or her 
safety or to a member of that person's immediate 

family commits the crime of cyberstalking and is 
liable on convic�on to a fine not exceeding one 
hundred and twenty currency points or 
imprisonment not exceeding five years or both.”

Unfortunately, the majority of those affected, 
especially the vic�ms whose pictures and videos 
have been leaked online are the first persons to be 
interrogated by law enforcement agencies. In 2018, 
when Ugandan model Judith Heard had her pictures 
published without her consent, she not only found 
herself under arrest but also under a�ack in the 
media and online.50

Recommenda�ons

1. The government should ensure that any 
orders to shut or slow down the internet 
must be done in accordance with the law and 
due process should be followed as laid down 
in Ar�cle 3 of the AfDEC Principle and other 
interna�onal human rights laws.

2. The government should amend laws, such as 
the Computer Misuse Act, to bring them into 
line with Uganda’s cons�tu�on and its 
obliga�ons under interna�onal law regarding 
freedom of expression and access to 
informa�on.

Right to Informa�on
This AfDEc principle notes that “The Internet offers 
new opportuni�es to access informa�on, and for 
governments to communicate with people, using 
open data. Open data and new forms of online 
consulta�on can empower people to take a more 
ac�ve part in public affairs.

Data and informa�on held by governments should be 

made publicly accessible, including being released 
proac�vely and rou�nely, except where legi�mate 
grounds for restric�ng access comply with the rule of 
law, including relevant freedom of informa�on 
legisla�on.

Freedom of informa�on is an integral part of the 
fundamental right of freedom of expression, as 
recognized by Resolu�on 59 of the United Na�ons 
General Assembly adopted in 1946, as well as by 
Ar�cle 19 of the Universal Declara�on of Human 
Rights (1948), which states that Everyone has the 
right to freedom of opinion and expression; this right 
includes freedom to hold opinions without 
interference and to seek, receive and impart 
information and ideas through any media and 
regardless of frontiers”.

Although the 1995 Cons�tu�on of the Republic of 
Uganda guarantees the right of access to 
informa�on,51 with an enabling Act and regula�ons 
providing for the same, the spirit of the current 
legisla�on is more restric�ve, with ci�zens required 
to submit informa�on requests as opposed to 
requiring informa�on officers to proac�vely 
disseminate informa�on.

In 2014, the Government of Uganda with support 
from civil society (AFIC and CIPESA) established an 
online portal for receiving and responding to 
informa�on requests52. However, despite being a 
great ini�a�ve, AFIC’s recent analysis of the pla�orm 
indicated that since 2014, the pla�orm has 6,123 
users registered, 4,059 requests were made to 110 
MDAs. Of 4,059 requests, 80.9% were awai�ng a 
response, 5.2 % were under review, and only 4.5% 
had been par�ally responded to, while 4.3% were 
successful, in that order.

The AfDEC requires exis�ng obliga�on on public 
bodies to share all informa�on produced with the 

support of public funds, subject only to clearly 
defined rules set out in law, as established by the 
Declara�on of Principles on Freedom of Expression in 
Africa, shall extend to the proac�ve release of such 
informa�on on the Internet in openly licensed, freely 
re-usable formats.

According to sec�on 3 (d) of the Access to 
Informa�on Act, every ci�zen is supposed to access 
informa�on easily and in a �mely manner. The Act 
provides for a maximum of 21 days within which a 
ci�zen’s informa�on request is responded to. 
However, the delayed release of informa�on due to 
fear and/or bureaucracy coupled with ignorance 
have made the right to informa�on imprac�cable in 
some circumstances.53

Addi�onally, while ar�cle 41 o�he Ugandan 
Cons�tu�on provides for the right of access to 
informa�on with two excep�ons: where the release 
of the informa�on is likely to prejudice the security 
or sovereignty of the State or interfere with the right 
to privacy of any other person, the Access to 
Informa�on Law, itself in Part III (sec�on 23 - 34) lists 
exemp�ons which are too wide in scope and 
contradict the cons�tu�on. These exemp�ons, which 
include cabinet minutes and those of its commi�ees, 
limit the enjoyment of the right to informa�on by 
restric�ng access to vital records.54

Recommenda�ons
1. The government should amend the 

retrogressive restric�ons within the enabling 
laws such as the Access to Informa�on Act, 
and the Official Secrets Act that undermine 
proac�ve disclosure of informa�on, 
especially online.

2. The government should equip their staff with 
the skills and knowledge as well as tools to 
proac�vely use online pla�orms to share 
data held by government public bodies.

3. Parliament should amend the Access to 
Informa�on Act to provide for online 
informa�on requests

4. Government should undertake promo�onal 

measures for the effec�ve implementa�on 
of the Access to Informa�on Act

5. The Uganda Human Rights Commission 
should undertake measures to promote 
ci�zens’ enjoyment of their right to 
informa�on through online and offline 
channels. 

Freedom of Assembly and 
Associa�on and the Internet
This AfDEC principle states that; “Everyone has the 
right to use the Internet and digital technologies in 
rela�on to freedom of assembly and associa�on, 
including through social networks and pla�orms. It 
further notes; “The Internet can augment the 
opportuni�es and capabili�es of individuals and 
groups to form associa�ons and to manage 
organiza�ons and associa�ons.”

Addi�onally, “It can increase the membership and 
reach of associa�ons by allowing groups of people to 
communicate despite physical boundaries. It 
provides new tools for those organizing assemblies 
offline, as well as the possibility of conduc�ng 
assemblies and protests online.”

African states are therefore called upon to limit the 
shu�ng down or blocking of access to social 
networking pla�orms, and in fact, the Internet in 
general, as these ac�ons cons�tute direct 
interference with this right. 

But as highlighted above, under Freedom of 
Expression, the government has on several occasions 
been reported to have ordered the shutdown of the 
internet and access to other social media pla�orms 
such as Facebook, Twi�er, and WhatsApp, greatly 
affec�ng ci�zens access and use of the internet.

Recommenda�ons
1. Any a�empts by the Government should be 

done within the parameters of interna�onal 
human rights law - (a) Prescribed by law; (b) 
Serve a legi�mate purpose for protec�on of 
reputa�on, na�onal security, public order, 

public health or morals; and, (c)  It must be 
necessary to achieve the prescribed 
purpose.55 

2. The government should con�nue with efforts 
to expand access and affordability of the 
internet and digital technologies to a wider 
majority of the popula�on for them to enjoy 
the benefits brought about by these 
technological advances, including freedom of 
assembly and associa�on. 

Cultural and Linguis�c Diversity
This AfDEC Principle is cognizant of the rich linguis�c 
and cultural diversity which exists on the African 
con�nent and calls for its promo�on, especially 
online. Specifically, the principle calls upon states to 
put in place comprehensive policies, and alloca�on of 
resources, to support the development and use of 
tools to facilitate linguis�c diversity on the Internet. 
This includes the promo�on of technology and 
content required to access and use domain names, 
so�ware, services, and content in all languages and 
scripts. 

In 2006, Uganda passed the Na�onal Culture Policy 
that sought to among other things; To promote and 
strengthen Uganda’s diverse cultural iden��es; 
enhance social cohesion, collabora�on, and 
par�cipa�on of all people in cultural life; promote 
community ac�on on cultural prac�ces that promote 
and that impinge on human dignity; and conserve, 
protect and promote Uganda’s tangible and 
intangible cultural heritage.56

Government also commi�ed to foster the crea�on of 
varied local and na�onal content, including that 
available in the language of users, and give 
recogni�on and support to ICT-based work in all 
ar�s�c fields through public/private partnerships as 
well as support efforts to develop and use ICTs for 
the preserva�on of natural and, cultural heritage, 
keeping ICT accessible as a living part of today’s 
culture through the Na�onal ICT Policy of 2014.57 

The government also commi�ed to developing 
systems that ensure con�nued access to archived 
digital informa�on and mul�media content in digital 
repositories, and support archives, cultural 

collec�ons, and libraries58

There has however been very slow progress in the 
promo�on of indigenous languages online as only a 
few local languages are represented online. For 
example, news on websites owned by the Vision 
group is only available in four local languages (out of 
40 languages and 56 na�ve dialects) Bukedde 
(Luganda); Etop (Ateso); Rupiny (Acholi) and Orumuri 
(Runyankore).59 

According to the 2018 Freedom House report on 
Internet freedom in Uganda, the Google Uganda 
domain is available in five local languages, while the 
Firefox web browser can be accessed in two 
languages, Luganda and Acholi. The report notes that 
as of early 2018, Wikipedia can be accessed in 
Luganda, with about 1,000 ar�cles translated.60 

Recommenda�ons
1. The government should work with key 

providers – Google, Firefox and others to 
have more local languages on their domains

2. The government should expedite the 
implementa�on of Na�onal ICT Policy, 2014, 
especially the provisions of culture diversity

Right to Development and 
Access to Knowledge
The AfDEC Principle notes that “Developing media 
and informa�on literacy is essen�al in ensuring that 
consumers of media products have the skills to find 
evaluate and engage with various types of 
informa�on, including those relevant for their social, 
economic, cultural and poli�cal development.

The principle also calls upon the government to 
priori�es policies that improve girls’ access to quality 
educa�on and ICT, gender mainstreaming in Science, 
Technology, Engineering and Mathema�cs (STEM) 
policies, and family-friendly policies in STEM 
workplaces.
In 2017, the Ministry of ICT and Na�onal Guidance 
embarked on the Digital Vision Uganda ini�a�ve61 

that aims to leverage technological innova�ons to 
meet various na�onal and interna�onal goals 
including universal inclusion, sustainable 
development, economic progress, and poverty 
eradica�on. 

This campaign aims to achieve a unified ac�on plan 
that draws on various ini�a�ves from all sectors and 
focuses on technology-based empowerment, thus 
fostering relevant ICT use62. While the Digital Vision 
Uganda campaign aims to address per�nent ICT 
development issues that will improve ICT access, 
usage and, penetra�on, the strategy is s�ll under 
development with implementa�on yet to start.63

Recommenda�ons
1. The government should fully implement the 

Digital Vision Uganda campaign and other 
policy frameworks, including the ICT policy, 
broadband policy.

Privacy and Personal Data 
Protec�on
The growth and penetra�on of informa�on and 
communica�on technologies, especially the internet 
partly aided by an increase in mobile phone 
subscrip�ons and increased use of smartphones has 
resulted in increased collec�on, processing and 
sharing of personal biometric data, including by 
business enterprises. Unfortunately, many internet 
users are not aware of the implica�ons of their use of 
the web and how their rights are compromised by 
their internet usage or how their data is 
automa�cally gathered or processed without their 
knowledge and sold or linked with other sources to 
produce a complex record of several aspects of their 
lives.64

AfDEC Principles requires that “Personal data or 
informa�on shall only be collected and/or processed 

by states and non-state actors such as access 
providers, mail providers, hosts, and other 
intermediaries, in compliance with well-established 
data protec�on principles, including the following: 
personal data or informa�on must be processed 
fairly and lawfully; personal data or informa�on must 
be obtained only for one or more specified and lawful 
purposes; among others. 

Although the Uganda Cons�tu�on provides for the 
right to privacy and data protec�on65, it wasn’t un�l 
December 2018 that parliament passed the Privacy 
and Data Protec�on Act that was assented to by the 
President in February 2019.66

The principle notes that “Mass or indiscriminate 
surveillance of individuals or the monitoring of their 
communica�ons, cons�tutes a dispropor�onate 
interference, and thus a viola�on, of the right to 
privacy, freedom of expression and other human 
rights”. 

It is further noted that “targeted surveillance of 
online communica�ons must be governed by clear 
and transparent laws which, at a minimum, comply 
with the following basic principles: first, 
communica�ons surveillance must be both targeted 
and based on reasonable suspicion of commission or 
involvement in the commission of serious crime; 
second, communica�ons surveillance must be 
judicially authorized and individuals placed under 
surveillance must be no�fied that their 
communica�ons have been monitored as soon as 
prac�cable a�er the conclusion of the surveillance 
opera�on; third, the applica�on of surveillance laws 
must be subject to strong parliamentary oversight to 
prevent abuse and ensure the accountability of 
intelligence services and law enforcement agencies.”

Unfortunately, once again the legal environment and 
prac�ces regarding communica�on surveillance and 
intercep�on of communica�on in Uganda go against 
the provisions of the principle. 

The Regula�on of Intercep�on of Communica�ons 
Act, 201067 provides for lawful intercep�on and 
monitoring of communica�ons in the course of their 
transmission through telecommunica�ons, postal or 
any other related services or systems in Uganda. 
Specifically, Sec�on 8 of this Act requires service 
providers to ensure that their telecommunica�on 
systems are always technically capable of suppor�ng 
lawful intercep�on. 

The right to privacy is further limited by the 
An�-Terrorism Act, 2002, which provides for 
intercep�on of communica�ons, specifically, sec�on 
19 (1) which states that “… an authorized officer shall 
have the right to intercept the communica�ons or a 
person and otherwise conduct surveillance of a 
person under this Act.”

Recommenda�ons
1. Expedite the implementa�on of the Data 

Protec�on Act 
2. Reduce the opportuni�es for mass 

surveillance to guard against infringement 
on peoples’ right to privacy and protec�on of 
their personal data.

3. Review and harmonize the laws that provide 
for the surveillance and intercep�on of 
communica�on in view of the new data 
protec�on law provisions.

Security, Stability and Resilience 
of the Internet
The principle requires that everyone has the right to 
enjoy secure connec�ons to and on the Internet 
including protec�ng from services and protocols that 
threaten the security, stability, and resilience of the 
Internet.

States are therefore urged to recognize in their 
legisla�on and prac�ces that encryp�on is a basic 
requirement for the protec�on of the confiden�ality 
and security of informa�on. States should promote 

end-to-end encryp�on as the basic standard for the 
protec�on of the rights to freedom of expression and 
privacy online and promote the use of open-source 
so�ware.

However sec�on 10 of the Regula�on of Intercep�on 
of Communica�ons Act 2010, provides for disclosure 
of protected (encrypted) informa�on with failure to 
comply with the disclosure no�ce a�rac�ng a fine 
not exceeding one hundred and twenty currency 
points or to imprisonment for a period not exceeding 
five years, or both upon convic�on.
 
Although a January 2019 report on the State of 
Privacy in Uganda68 by Privacy Interna�onal notes 
that there does not appear to be any restric�on on 
the use of encryp�on in Uganda. And that the use of 
end-to-end encrypted messaging applica�ons, 
par�cularly WhatsApp, are popular.

Recommenda�ons
1. The government should consider repealing 

sec�on 10 of the RICA that criminalizes the 
failure to disclose encrypted informa�on.

Marginalized Groups and Groups at Risk
Despite the recent advances in the ICT and internet, 
with a greater number of people now having access 
to and using these, many marginalized groups of 
people, including persons with disabili�es, rural 
communi�es, the elderly, and women s�ll find it hard 
to access and use digital technologies and thus 
con�nue to miss out on the benefits that the 
technologies bring.

Several factors, including high literacy levels, the 
s�ll-high costs of the internet, poor implementa�on 
of enabling policies among others.

Under this principle, states and non-state actors are 
required to respect and protect the right of all 

individuals to have access to and use the Internet. 
However, recent prac�ces, including the introduc�on 
of the OTT tax have instead served to widen the 
digital divide gap. It has been reported that the social 
media tax has raised the internet connec�on costs by 
10% for Uganda’s poorest residents, and in turn le� 
them with less access to informa�on.69

 
The situa�on is however much worse for persons 
with disabili�es, as the costs of assis�ve technologies 
that would aid them access to and use the internet 
and other ICT is quite high.70 

Recommenda�ons
1. Review and consider amending the social 

media tax to reduce the exclusion
2. Reduce ICT access costs for marginalized 

groups, especially the elderly and persons 
with disabili�es

3. Introduce incen�ves to services providers to 
expand their networks to rural areas

Gender Equality
As earlier discussed, women are among the 
marginalized groups that con�nue to lag behind 
when accessing and using ICT, especially the internet. 
A survey carried out in 2014 by the Uganda 
Communica�ons Commission found that only 6% of 
women in Uganda are online. And only 21% of 
women reported having used the internet, versus 
61% for men.71 

Like the other marginalized groups, the gender gap in 
internet access is also perpetuated by several factors 
including limited access to the internet, lack of digital 
skills and empowerment of women, affordability of 
ICT services especially broadband connec�vity, 

relevant content as well as safety of women online.72

The AfDEC principle on gender equity calls upon key 
stakeholders to ensure that the processes and 
mechanisms that enable the full, ac�ve and equal 
par�cipa�on of women and girls in decision making 
about how the Internet is shaped and governed are 
developed and strengthened.

Recommenda�ons
1. The laws enacted and any bill to be passed 

must-have women’s unique perspec�ves 
and views integrated to produce a robust law 
that is gender-sensi�ve73

2. Women should be trained and skilled in how 
to access and use the internet safely and 
securely

3. The government should set up a Monitoring 
and Evalua�on Framework for all gender and 
ICT policies so that actual benefit accrues to 
the common person74

Conclusion
There indeed some posi�ve steps, especially the legal 
framework that Uganda has adopted to ensure 
compliance to the key principles as laid out in the 
African Declara�on on Internet Rights and Freedoms 
– including the ICT Policies, the Access to Informa�on 
Laws, the Cons�tu�onal provisions, the Data 
Protec�on Act, the Income Tax Act of 2018 that 
introduced the social media tax among others. There 
are however other laws whose provisions are quite 
retrogressive and these need to be amended, 
especially those that infringe on privacy and personal 
data protec�on such as the Regula�on of 
Intercep�on of Communica�ons Act, the Computer 
Misuse Act among others.
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Introduc�on

The Internet is considered the most disrup�ve 
informa�on and communica�on technology that has 
revolu�onized the free flow of informa�on between 
individuals by offering anyone with an Internet 
connec�on, the ability to gather and disseminate 
news, informa�on, and opinions.1 

In the light of its accessibility and its capacity to store 
and communicate vast amounts of informa�on, the 
Internet plays an important role in enhancing the 
public’s access to news and facilita�ng the 
dissemina�on of informa�on in general.2

As of December 2018, Uganda had an es�mated 19 
million internet users, about 42% of the total 
popula�on.3 This growth in internet penetra�on has 
partly been aided by the increase in mobile telephony 
penetra�on which stood at 22 million subscribers, 
with almost 10 million accessing the internet through 
the mobile as of June 2018.4

The internet is helping develop spaces that can 
empower people, helping them communicate, 
collaborate and exchange views and informa�on, and 
this represents, the ‘democra�za�on’ of freedom of 
expression as it is no longer necessary to rely upon 
professional journalists or gatekeepers to act as public 
spokespeople for our views.5

Uganda has passed several laws and policies, some of 
which contain progressive provisions that advance the 
rights to freedom of expression. Principally, the right 
to freedom of expression and access to informa�on is 
cons�tu�onally guaranteed under Ar�cles 29 (1) (a) 
and 41, respec�vely. Other legal framework include; 

the Access to Informa�on Act, 2005 that seeks to 
promote an efficient, effec�ve, transparent and 
accountable government as well as to give effect to 
Ar�cle 41 of the Cons�tu�on by providing the right of 
access to informa�on held by organs of the State; the 
Computer Misuse Act, 2011 that seeks to make 
provision for the safety and security of electronic 
transac�ons and informa�on systems; to prevent 
unlawful access, abuse or misuse of informa�on 
systems6; the Uganda Communica�ons Commission 
(UCC) Act, 2013 that mandates the Commission, 
under Sec�on 5(L) to promote research into the 
development and use of new communica�ons 
techniques and technologies, including those which 
promote accessibility to communica�ons services for 
persons with disabili�es, as well as the Uganda 
Na�onal Vision 2040 which clearly iden�fies ICT 
access and u�liza�on not just as a cross-cu�ng 
development enabler but also as a major business 
opportunity, providing the highest policy level 
underpinning to the impera�ve for universality of ICT 
in Uganda.7

Unfortunately, even with these progressive legal 
frameworks, there are a number of other laws, 
policies, and prac�ces that have been adopted and 
have had a nega�ve effect on the ci�zens’ enjoyment 
of their rights to freedom of expression and online 
expression; for example, the An�-Terrorism Act of 
2002, under which intercep�on of communica�ons 
may be conducted on grounds such as safeguarding of 
the public interest; preven�on of the viola�on of the 
fundamental and other human rights and freedoms of 
any person from terrorism; preven�on or detec�ng 
the commission of any offence; and safeguarding the 
na�onal economy from terrorism,8 the 2011 
Computer Misuse Act, which criminalised cyber 
harassment (sec�on 24)  and “offensive 
communica�on under sec�on 25. 

Addi�onally, several provisions within these laws 
have been used to increasingly put pressure on 
private actors to censor content which the state 
deems illegal or simply “harmful to na�onal 
security.”9 

In 2016, UCC ordered the shutdown of internet 
access on the eve of the presiden�al elec�ons vo�ng 
day in February, ci�ng “na�onal security”, as well as 
during the inaugura�on in May 2016, affec�ng social 
media pla�orms including Facebook, Whatsapp, 
Twi�er, and mobile money transfer services.10

In April 2018, the Ugandan communica�ons 
regulator directed online data communica�on 
service providers, that include; online publishers, 
online news pla�orms and online radio and 
television operators, to apply and obtain 
authorisa�on from the commission within a period of 
one month or risk having their websites and/or 
streams being blocked by Internet Service Providers 
(ISPs).11 The regulator later published a list of the 
licenced providers, who were each required to pay 
USD 20. 

On 29, April 2019, UCC ordered internet service 
providers to shut down all unauthorized news sites 
following a direc�ve requiring online data 
communica�on service providers, including 
publishers, news pla�orms, radio and television 
operators to obtain authoriza�on.12

Later in 2019, another direc�ve was issued by UCC 
requiring all “online publishers and influencers who 
have reached a capacity of sharing communica�on 
content and also using the online publica�on for 
commercial business” to register with regulator and 
pay a USD 20 levy.13

In May 2017, a famous movie translator, Marysmats 
Matovu alias VJ Junior and his colleague, Geoffrey 
Bbosa, were arrested and charged with cyber 
harassment and offensive communica�on based on 
allegedly provoca�ve messages sent in a group 
message chain about the Uganda Film Producers 
Associa�on.14

Interna�onal Legal Framework 
on Internet Rights and Freedom
The right to freedom of expression (including on the 
internet) has been provided for under Ar�cle 19 of 
the Universal Declara�on of Human Rights, that 
states that; “Everyone has the right to freedom of 
opinion and expression; this right includes freedom 
to hold opinions without interference and to seek, 
receive and impart informa�on and ideas through 
any media and regardless of fron�ers.”15 

This right is further ar�culated within Ar�cle 19 (2) of 
the Interna�onal Covenant on Civil and Poli�cal 
Rights (ICCPR), sta�ng that; Everyone shall have the 
right to freedom of expression; this right shall include 
freedom to seek, receive and impart informa�on and 
ideas of all kinds, regardless of fron�ers, either 
orally, in wri�ng or in print, in the form of art, or 
through any other media of his choice. 

The General Comment 34 on State par�es’ 
obliga�ons under Ar�cle 19 of the Interna�onal 
Covenant on Civil and Poli�cal Rights adopted on July 
21, 2011 holds that the same rights an individual 
enjoys on line must be the same rights enjoyed 
online16. 

In 2016, the United Na�ons passed a non-binding 
resolu�on on “the promo�on, protec�on, and 
enjoyment of human rights on the Internet.”17 The 
resolu�on specifically condemns measures to 
prevent or disrupt access and calls on all States to 
refrain from and cease such measures. It further 
recognizes the importance of access to informa�on 
and privacy online for the realiza�on of the right to 
freedom of expression and to hold opinions without 
interference.18

Although there is no express right of access to the 
internet under interna�onal law, the 2016 United 
Na�ons Resolu�on urges states to “consider 
formula�ng, through transparent and inclusive 

processes with all stakeholders, and adop�ng 
na�onal Internet-related public policies that have the 
objec�ve of universal access and enjoyment of 
human rights at their core.”

On the African con�nent, Ar�cle 9 of the African 
Charter on Human and Peoples’ Rights (ACHPR) 
states that; “Every individual shall have the right to 
receive informa�on” (9(1); and “Every individual shall 
have the right to express and disseminate his opinion 
within the law.” (9(2). 

The ACHPR has also adopted several resolu�ons 
aimed at promo�ng the right to informa�on and 
freedom of expression in Africa amongst which 
include; ACHPR/Res. 362 (LIX) 2016, adopted in 
Banjul on 4 November 2016. The resolu�on reaffirms 
the fundamental right to freedom of informa�on and 
expression enshrined under Ar�cle 9 of the African 
Charter on Human and People’s Rights and in other 
interna�onal human rights instruments and 
recognizes the role of the internet in advancing 
human and people’s rights in Africa. This resolu�on 
came at a cri�cal �me when the region was 
witnessing regular internet shutdowns which 
impacted directly on freedom of expression and 
access to informa�on.

Limita�ons on the Right to 
Freedom of Expression
Both the ICCPR and ACHPR have within their 
provisions, limita�ons to the rights to freedom of 
expression. Specifically, Ar�cle 19 (3) of the ICCPR 
notes that; the exercise of the rights provided for in 
paragraph 2 of this Ar�cle carries with it special 
du�es and responsibili�es. It may, therefore, be 
subject to certain restric�ons, but these shall only be 
such as are provided by law and are necessary: (a) For 
respect of the rights or reputa�ons of others; (b) For 
the protec�on of na�onal security or of public order 
(ordre public), or of public health or morals.19 
On 21 July 2011, the UN Human Rights Commi�ee 
adopted General Comment 34 on States par�es' 
obliga�ons under Ar�cle 19 of the (ICCPR), with 
guidance to States on what the freedoms of opinion 

and expression mean in prac�ce, and therefore 
strengthens the protec�on provided by interna�onal 
law. In reference to any restric�ons, General 
Comment 34 (para 35) highlights that “When a State 
party invokes a legi�mate ground for restric�on of 
freedom of expression, it must demonstrate in 
specific and individualized fashion the precise nature 
of the threat, and the necessity and propor�onality 
of the specific ac�on taken, in par�cular by 
establishing a direct and immediate connec�on 
between the expression and the threat”.20

In Uganda, the right to freedom of expression, like 
other rights are also limited within the Cons�tu�on 
by Ar�cle 43(1) which states that; (1) In the 
enjoyment of the rights and freedoms prescribed in 
this Chapter, no person shall prejudice the 
fundamental or other human rights and freedoms of 
others or the public interest. But as noted above, any 
limita�on must pass the three-part test as provided 
for under Ar�cle 19(3) of the ICCPR.
As a signatory to various interna�onal human rights 
instruments such as the Interna�onal Covenant on 
Civil and Poli�cal Rights, the African Charter on 
Human and Peoples’ Rights and having incorporated 
progressive ar�cles within the Cons�tu�on, 
specifically on the Bill of Rights, Uganda has a duty to 
promote and advance peoples’ fundamental human 
rights online, including access to and use of the 
internet through progressive legisla�on and 
prac�ces.

About the African Declara�on on 
Internet Rights and Freedoms
The African Declara�on on Internet Rights and 
Freedoms (AfDEC) is a Pan-African ini�a�ve to 
promote human rights standards and principles of 
openness in internet policy formula�on and 
implementa�on on the con�nent. The Declara�on is 
intended to elaborate on the principles which are 
necessary to uphold human and people’s rights on 
the Internet, and to cul�vate an Internet 
environment that can best meet Africa’s social and 
economic development needs and goals.
The Declara�on builds on well-established African 
human rights documents including the African 
Charter on Human and Peoples’ Rights of 1981, the 

Windhoek Declara�on on Promo�ng an Independent 
and Pluralis�c African Press of 1991, the African 
Charter on Broadcas�ng of 2001, the Declara�on of 
Principles on Freedom of Expression in Africa of 
2002, and the African Pla�orm on Access to 
Informa�on Declara�on of 2011.

The Declara�on has iden�fied 13 key principles that

 include; Openness; Internet Access and Affordability; 
Freedom of Expression; Right to Informa�on; 
Freedom of Assembly and Associa�on on the 
Internet; Cultural and Linguis�c Diversity; Right to 
Development and Access to Knowledge; Privacy and 
Personal Data Protec�on; Security, Stability, and 
Resilience of the Internet; Marginalised Groups at 
Risk; Due Process; Democra�c Mul�-stakeholder 
Internet Governance; and Gender Equity.

This report, therefore, provides an assessment of 
Uganda’s Compliance with 11 out of the 13 Principles 
of the African Declara�on on Internet Rights and 
Freedoms. The report examines both the legal 
environment (laws and policies) and prac�ces by the 
state regarding internet freedom and rights.

Findings: Uganda’s Compliance 
to the AfDEC Principles

Openness
The AfDEC Principle on Openness requires that the 
Internet should have an open and distributed 
architecture and should con�nue to be based on 
open standards and applica�on interfaces and 
guarantee interoperability so as to enable a common 
exchange of informa�on and informa�on.

In 2014, the government, through the Na�onal 
Informa�on Technology Authority, issued guidelines 
for developing government websites that 
emphasized the need to use open standard-based 
tools and technologies for the development of 
websites as well as content to ensure interoperability 
and accessibility of websites. The web guidelines 
adhered to the Web Content Accessibility Guidelines 
(WCAG) of the World Wide Web Consor�um (W3C). 
W3C is an interna�onal body working towards 
defining standards in web technologies and formats 
for publishing content on the web.21

Sec�on 1.4 of Guidelines on Development and 
Management of Government Websites requires all 
government MDAs to “consider the needs of a broad 
spectrum of visitors, including the general public, 
specialised audiences, people with disabili�es, those 
without access to advanced technologies, and those 
with limited English proficiency and ICT skills.”

However, a 2007 survey on Web Accessibility in 
Uganda22 established that 100% of the government 
websites whose webmasters responded to the 
survey were not accessible to users with visual 
disabili�es. Addi�onally, the majority of government 
MDA websites are in English, making them 
inaccessible to many Ugandans who cannot read and 
write in this language.23

The Openness principle also seeks to advance the 
principle of network neutrality, which requires that 
all data on the Internet must be treated in an equal 
and non-discriminatory manner, and shall not be 
charged differen�ally, according to user, content, 
site, pla�orm, applica�on, type of a�ached 
equipment, and modes of communica�on.

However, it has been reported that Uganda does not 

have robust and implementable legal protec�ons for net neutrality24, and because of this, both the government 
and telecom companies have violated the principle in the past, with �ered pricing of the communica�on 
services and social media blocking.25 In 2005, UCC passed the Telecommunica�ons (Tariffs and Accoun�ng) 
Regula�ons,26 to regulate the pricing of telecommunica�ons services and accoun�ng by telecommunica�ons 
operators. Unfortunately, as noted earlier, the regula�ons are largely unenforceable.
The AfDEC Principle on Openness also demands that there should be no special privileges for, or obstacles 
against, the exchange of informa�on online or any party or content on economic, social, cultural or poli�cal 
grounds.

There have been a number of policies and prac�ces that have however served to undermine these principles. 
Specifically, the passage of the Uganda Excise Duty (Amendment) Bill 2018, which introduced taxa�on of 
“over-the-top” (OTT) services, and raised taxes on other telecommunica�ons services violated this principle 
which requires service providers to treat all internet traffic equally, and not block or thro�le access to online 
content and services. 

According to figures from the UCC, the number of subscribers reduced by two and a half million from 16 million 
to 13.5 million subscribers between July and September 2018. The same trend was noted in the amount of 
revenue falling from Uganda Shillings (UGX) 5.6 billion in July 2018, to UGX 3.96 billion in September 2018 (see 
table below). 

Recommenda�ons
1. The Government of Uganda should consider the expansion of the scope of the guidelines27 for 

developing and managing government websites to cover the private sector.
2. Given the nega�ve impact that the OTT tax has had on the ability of the majority of users to access and 

use the internet, the government should consider amending the Excise Duty (Amendment) law to 
consider other avenues of raising revenue rather than imposing a tax on the internet. 

Internet Access and Affordability

Access to the Internet plays a vital role in the full 
realiza�on of human development and facilitates the 
exercise and enjoyment of a number of human rights 
and freedoms, including the right to freedom of 
expression and informa�on, the right to educa�on, 
the right to assembly and associa�on, the right to full 
par�cipa�on in social, cultural and poli�cal life and 
the right to social and economic development.

Accordingly, access and affordability policies and 
regula�ons that foster universal and equal access to 
the Internet, including fair and transparent market 
regula�on, universal service requirements and 
licensing agreements, must be adopted, according to 
the AfDEC. 

The government has put up various policies and 
strategies in place in order to foster a conducive 
environment through which users can maximize the 
social and economic benefits enabled by ICT.

In 2014, the government passed the Na�onal 
Informa�on and Communica�ons Technology Policy, 
with broad policy objec�ves of; building a 
knowledge-based human capital; promo�ng 
innova�on in economic and social systems; 
expanding ICT infrastructure and its integra�on 
throughout the country; deepening u�liza�on of ICT 
services by government, private sector, 
Non-Government Organiza�ons and ci�zenry; 
enhancing research and innova�on in ICT products, 
applica�ons, and services; and improving ICT 
governance and environment in Uganda.28

Addi�onally, Uganda’s Na�onal Vision 2040 very 
clearly iden�fies ICT access and u�liza�on not just as 
a cross-cu�ng development enabler but also as a 
major business opportunity. This provides the 
highest policy level underpinning to the impera�ve 
for universality of ICT in Uganda.29

The AfDEC principle also calls for the establishment 
of na�onal and regional Internet exchange points 

(IXPs) to ra�onalize and reduce the cost of Internet 
traffic at na�onal, local and sub-regional levels, as 
well as addressing the gender digital divide, with 
factors such as level of employment, educa�on, 
poverty, literacy and geographical loca�on resul�ng 
in African women having lower levels of access than 
men.

In 2016, the government is reported to have 
embarked on the provision of “free internet access” 
to residents within the capital city, Kampala through 
the MYUG, a new applica�on that has been 
developed by the Na�onal Informa�on and 
Communica�ons Technology (NITAU).30 The services 
have however experienced some challenges and 
don’t cover all the intended hotspots as had been 
envisaged.31 

Addi�onally, in December 2019, MTN, the largest 
telecommunica�on service provider in Uganda also 
announced the introduc�on of a range of data 
bundles that do not expire32, a�er many complaints 
from clients for loss of unused internet bundles. 
Previously, customer internet bundles would expire 
a�er 24 hours.

It is also refreshing to note that within the new 
guidelines for the Rural Communica�on 
Development Fund (RCDFII)33, the government has 
commi�ed to improving on the Connec�vity, Access, 
Affordability, and Equity for the target groups.

To date, UCC through RCDF has implemented ICT 
Computer Labs in over 1000 Secondary Schools, 
Ter�ary ins�tu�ons and Universi�es.34 The schools 
with Computer laboratory infrastructure have also 
acted as a pla�orm to provide digital literacy skills to 
the communi�es around the schools, which has 
drama�cally reduced the digital divide in the country

The Na�onal Broadband Strategy for Uganda35 
(2016-2020) defines the minimum requirements for 
high-speed transmission and access for voice, data, 

and video to homes and businesses and sets the 
target to be achieved within the five-year period. 
Some of the key targets defined for the five-year 
period include raising the minimum broadband 
speeds from 512kbps (in 2014/15) to 3Mbps and 
reducing the cost per Mbps of broadband in rela�on 
to average income by 10%. The strategy also seeks to 
achieve 100% broadband connec�vity at all district 
and sub-county headquarters, health centre IVs, 
ter�ary ins�tu�ons and secondary schools by 2020.36

Unfortunately, internet access and affordability is 
s�ll a challenge for large sec�ons of the popula�on 
especially the poor, rural popula�ons, women, and 
persons with disabili�es. This is because while 
internet access has become more affordable, 
par�cularly on mobile phones, costs are s�ll 
expensive for many Ugandans.37 Within East Africa, 
Ugandans are reported to be paying the highest 
prices to access mobile internet, at an average of 
$4.69 (Shs 17, 231) for 1GB [gigabyte] of data, 
compared to her neighbors in Rwanda who are 
paying an average of $0.56 or (Shs 2,057) for 1GB of 
data, with Burundi and Kenya, paying $2 (Shs7,344) 
and $2.73 (Shs10,024) for 1GB, respec�vely.38 The 
introduc�on of a daily UGX 200 (USD $0.05) tax on 
social media use in July 2018 is reported to have le� 
millions unconnected due to the increased costs.39 

Other factors that have affected access and 
affordability include limited access to electricity as it 
is mostly concentrated in urban areas and further 
impedes access to ICTs.40

Recommenda�ons
1. The government should review and expedite 

the full implementa�on of the Na�onal 
Broadband Strategy, which expires within 
less than a year, 2020.

2. The government should expand the free 
Wi-Fi program to other areas outside of 
Kampala and Entebbe. 

3. The government should work with and 
incen�vize telecommunica�on companies to 
provide special rates for the rural poor so as 
to reduce the costs of mobile internet in the 
country.

4. Review the revenue collec�on concept as the 
OTT tax has definitely had a nega�ve effect 
on both revenue and internet access and 
affordability.

Freedom of Expression

Principle 3 of the African Declara�on on Internet 
Rights and Freedoms notes that; “Everyone has the 
right to hold opinions without interferences. 
Everyone has a right to freedom of expression which 
includes the freedom to seek, receive, impart 
informa�on and ideas of all kinds through the 
internet and digital technologies, regardless of 
fron�ers”. The principle acknowledges the 
non-absoluteness of the rights but however notes 
that any restric�ons must be provided for by law, 
pursue a legi�mate aim as expressly listed under 
interna�onal law. 

In Uganda, the right to freedom of expression, and 

access to informa�on are provided for under the 
Cons�tu�on41, and although not explicitly defined 
within the cons�tu�on, this right includes the 
“freedom to seek, receive and impart informa�on 
and ideas of all kinds, regardless of fron�ers, either 
orally, in wri�ng or in print, in the form of art, or 
through any other media (including the internet) of 
his choice.”42 

Although the right to freedom of expression, 
especially online, like many others is not absolute, 
under both interna�onal law and the Ugandan 
Cons�tu�on, the AfDEC notes that “Content 
blocking, filtering, removal and other technical or 
legal limits on access to content cons�tute serious 
restric�ons on freedom of expression and can only 
be jus�fied if they strictly comply with interna�onal 
human rights law, which says that any restric�ons 
should be; (a) Prescribed by law; (b) Serve a 
legi�mate purpose for the protec�on of reputa�on, 
na�onal security, public order, public health or 
morals; and, (c)  It must be necessary to achieve the 
prescribed purpose.43

However, at the height of what came to be known as 
the Arab Spring, the government is reported to have 
ordered Telecom companies to block and regulate 
text messages that could ins�gate hatred, violence, 
and unrest during the presiden�al elec�on period, 
February 2011.44 A few months later, in April 2011, 
UCC instructed ISPs to temporarily block access to 
Facebook and Twi�er for 24 hours “to eliminate the 
connec�on and sharing of informa�on that incites 
the public.” The order came in the heat of the ‘walk 
to work’ protests in various towns over rising fuel and 
food prices.45

In 2016, there were to be two addi�onal episodes of 
internet shutdowns, in February 2016 during the 
elec�ons and May 2016, during the swearing-in of 
the President. In ordering the shutdowns, the 
government cited na�onal security concerns as the 
main reason. The president is reported to have told 
journalists that he ordered the shutdowns because; 
“Steps must be taken for security to stop so many 
ge�ng in trouble, it is temporary because some 

people use those pathways for telling lies,”46

The AfDEC principle on Freedom of Expression also 
requires that “No-one should be held liable for 
content on the Internet of which they are not the 
author” and seeks to limit the liability of 
intermediaries. Under sec�on 29 of the 2011 
Electronic Transac�ons Act,  intermediaries are 
protected from any liability on content shared by 
third par�es, sta�ng that “a service provider shall not 
be subject to civil or criminal liability in respect of 
third-party material which is in the form of electronic 
records to which he or she merely provides access.”47 
This is a posi�ve provision that should be protected 
by the state.

The AfDEC Principle on Freedom of Expression also 
emphasizes the important role that a safe and secure 
opera�ng environment for internet users if they are 
to meaningfully par�cipate in online expression – 
sharing opinions and ideas. The government has put 
in place a number of commendable measures to curb 
online, safety especially among children and youths. 
The Computer Misuse Act (2011) under sec�on 23 
criminalizes child online sexual exploita�on. This 
scope covers any person who par�cipates in the 
development, sharing, transmission or storage of 
child sexual abuse material.48

 
In addi�on, the Na�onal Informa�on Technology 
Authority – Uganda (NITA-U) in collabora�on with 
the Internet Society Uganda Chapter led to the 
development of an Online Safety Educa�on Toolkit as 
a useful and convenient learning resource for 
children and youth on how best to stay safe online in 
their daily use of the internet.49

The same Act also criminalizes cyber harassment 
(Art. 23), offensive communica�on (Art. 24) as well as 
cyberstalking (Art. 26). Specifically, Ar�cle 26 states 
that; “Any person who willfully, maliciously, and 
repeatedly uses electronic communica�on to harass 
another person and makes a threat with the intent to 
place that person in reasonable fear for his or her 
safety or to a member of that person's immediate 

family commits the crime of cyberstalking and is 
liable on convic�on to a fine not exceeding one 
hundred and twenty currency points or 
imprisonment not exceeding five years or both.”

Unfortunately, the majority of those affected, 
especially the vic�ms whose pictures and videos 
have been leaked online are the first persons to be 
interrogated by law enforcement agencies. In 2018, 
when Ugandan model Judith Heard had her pictures 
published without her consent, she not only found 
herself under arrest but also under a�ack in the 
media and online.50

Recommenda�ons

1. The government should ensure that any 
orders to shut or slow down the internet 
must be done in accordance with the law and 
due process should be followed as laid down 
in Ar�cle 3 of the AfDEC Principle and other 
interna�onal human rights laws.

2. The government should amend laws, such as 
the Computer Misuse Act, to bring them into 
line with Uganda’s cons�tu�on and its 
obliga�ons under interna�onal law regarding 
freedom of expression and access to 
informa�on.

Right to Informa�on
This AfDEc principle notes that “The Internet offers 
new opportuni�es to access informa�on, and for 
governments to communicate with people, using 
open data. Open data and new forms of online 
consulta�on can empower people to take a more 
ac�ve part in public affairs.

Data and informa�on held by governments should be 

made publicly accessible, including being released 
proac�vely and rou�nely, except where legi�mate 
grounds for restric�ng access comply with the rule of 
law, including relevant freedom of informa�on 
legisla�on.

Freedom of informa�on is an integral part of the 
fundamental right of freedom of expression, as 
recognized by Resolu�on 59 of the United Na�ons 
General Assembly adopted in 1946, as well as by 
Ar�cle 19 of the Universal Declara�on of Human 
Rights (1948), which states that Everyone has the 
right to freedom of opinion and expression; this right 
includes freedom to hold opinions without 
interference and to seek, receive and impart 
information and ideas through any media and 
regardless of frontiers”.

Although the 1995 Cons�tu�on of the Republic of 
Uganda guarantees the right of access to 
informa�on,51 with an enabling Act and regula�ons 
providing for the same, the spirit of the current 
legisla�on is more restric�ve, with ci�zens required 
to submit informa�on requests as opposed to 
requiring informa�on officers to proac�vely 
disseminate informa�on.

In 2014, the Government of Uganda with support 
from civil society (AFIC and CIPESA) established an 
online portal for receiving and responding to 
informa�on requests52. However, despite being a 
great ini�a�ve, AFIC’s recent analysis of the pla�orm 
indicated that since 2014, the pla�orm has 6,123 
users registered, 4,059 requests were made to 110 
MDAs. Of 4,059 requests, 80.9% were awai�ng a 
response, 5.2 % were under review, and only 4.5% 
had been par�ally responded to, while 4.3% were 
successful, in that order.

The AfDEC requires exis�ng obliga�on on public 
bodies to share all informa�on produced with the 

support of public funds, subject only to clearly 
defined rules set out in law, as established by the 
Declara�on of Principles on Freedom of Expression in 
Africa, shall extend to the proac�ve release of such 
informa�on on the Internet in openly licensed, freely 
re-usable formats.

According to sec�on 3 (d) of the Access to 
Informa�on Act, every ci�zen is supposed to access 
informa�on easily and in a �mely manner. The Act 
provides for a maximum of 21 days within which a 
ci�zen’s informa�on request is responded to. 
However, the delayed release of informa�on due to 
fear and/or bureaucracy coupled with ignorance 
have made the right to informa�on imprac�cable in 
some circumstances.53

Addi�onally, while ar�cle 41 o�he Ugandan 
Cons�tu�on provides for the right of access to 
informa�on with two excep�ons: where the release 
of the informa�on is likely to prejudice the security 
or sovereignty of the State or interfere with the right 
to privacy of any other person, the Access to 
Informa�on Law, itself in Part III (sec�on 23 - 34) lists 
exemp�ons which are too wide in scope and 
contradict the cons�tu�on. These exemp�ons, which 
include cabinet minutes and those of its commi�ees, 
limit the enjoyment of the right to informa�on by 
restric�ng access to vital records.54

Recommenda�ons
1. The government should amend the 

retrogressive restric�ons within the enabling 
laws such as the Access to Informa�on Act, 
and the Official Secrets Act that undermine 
proac�ve disclosure of informa�on, 
especially online.

2. The government should equip their staff with 
the skills and knowledge as well as tools to 
proac�vely use online pla�orms to share 
data held by government public bodies.

3. Parliament should amend the Access to 
Informa�on Act to provide for online 
informa�on requests

4. Government should undertake promo�onal 

measures for the effec�ve implementa�on 
of the Access to Informa�on Act

5. The Uganda Human Rights Commission 
should undertake measures to promote 
ci�zens’ enjoyment of their right to 
informa�on through online and offline 
channels. 

Freedom of Assembly and 
Associa�on and the Internet
This AfDEC principle states that; “Everyone has the 
right to use the Internet and digital technologies in 
rela�on to freedom of assembly and associa�on, 
including through social networks and pla�orms. It 
further notes; “The Internet can augment the 
opportuni�es and capabili�es of individuals and 
groups to form associa�ons and to manage 
organiza�ons and associa�ons.”

Addi�onally, “It can increase the membership and 
reach of associa�ons by allowing groups of people to 
communicate despite physical boundaries. It 
provides new tools for those organizing assemblies 
offline, as well as the possibility of conduc�ng 
assemblies and protests online.”

African states are therefore called upon to limit the 
shu�ng down or blocking of access to social 
networking pla�orms, and in fact, the Internet in 
general, as these ac�ons cons�tute direct 
interference with this right. 

But as highlighted above, under Freedom of 
Expression, the government has on several occasions 
been reported to have ordered the shutdown of the 
internet and access to other social media pla�orms 
such as Facebook, Twi�er, and WhatsApp, greatly 
affec�ng ci�zens access and use of the internet.

Recommenda�ons
1. Any a�empts by the Government should be 

done within the parameters of interna�onal 
human rights law - (a) Prescribed by law; (b) 
Serve a legi�mate purpose for protec�on of 
reputa�on, na�onal security, public order, 

public health or morals; and, (c)  It must be 
necessary to achieve the prescribed 
purpose.55 

2. The government should con�nue with efforts 
to expand access and affordability of the 
internet and digital technologies to a wider 
majority of the popula�on for them to enjoy 
the benefits brought about by these 
technological advances, including freedom of 
assembly and associa�on. 

Cultural and Linguis�c Diversity
This AfDEC Principle is cognizant of the rich linguis�c 
and cultural diversity which exists on the African 
con�nent and calls for its promo�on, especially 
online. Specifically, the principle calls upon states to 
put in place comprehensive policies, and alloca�on of 
resources, to support the development and use of 
tools to facilitate linguis�c diversity on the Internet. 
This includes the promo�on of technology and 
content required to access and use domain names, 
so�ware, services, and content in all languages and 
scripts. 

In 2006, Uganda passed the Na�onal Culture Policy 
that sought to among other things; To promote and 
strengthen Uganda’s diverse cultural iden��es; 
enhance social cohesion, collabora�on, and 
par�cipa�on of all people in cultural life; promote 
community ac�on on cultural prac�ces that promote 
and that impinge on human dignity; and conserve, 
protect and promote Uganda’s tangible and 
intangible cultural heritage.56

Government also commi�ed to foster the crea�on of 
varied local and na�onal content, including that 
available in the language of users, and give 
recogni�on and support to ICT-based work in all 
ar�s�c fields through public/private partnerships as 
well as support efforts to develop and use ICTs for 
the preserva�on of natural and, cultural heritage, 
keeping ICT accessible as a living part of today’s 
culture through the Na�onal ICT Policy of 2014.57 

The government also commi�ed to developing 
systems that ensure con�nued access to archived 
digital informa�on and mul�media content in digital 
repositories, and support archives, cultural 

collec�ons, and libraries58

There has however been very slow progress in the 
promo�on of indigenous languages online as only a 
few local languages are represented online. For 
example, news on websites owned by the Vision 
group is only available in four local languages (out of 
40 languages and 56 na�ve dialects) Bukedde 
(Luganda); Etop (Ateso); Rupiny (Acholi) and Orumuri 
(Runyankore).59 

According to the 2018 Freedom House report on 
Internet freedom in Uganda, the Google Uganda 
domain is available in five local languages, while the 
Firefox web browser can be accessed in two 
languages, Luganda and Acholi. The report notes that 
as of early 2018, Wikipedia can be accessed in 
Luganda, with about 1,000 ar�cles translated.60 

Recommenda�ons
1. The government should work with key 

providers – Google, Firefox and others to 
have more local languages on their domains

2. The government should expedite the 
implementa�on of Na�onal ICT Policy, 2014, 
especially the provisions of culture diversity

Right to Development and 
Access to Knowledge
The AfDEC Principle notes that “Developing media 
and informa�on literacy is essen�al in ensuring that 
consumers of media products have the skills to find 
evaluate and engage with various types of 
informa�on, including those relevant for their social, 
economic, cultural and poli�cal development.

The principle also calls upon the government to 
priori�es policies that improve girls’ access to quality 
educa�on and ICT, gender mainstreaming in Science, 
Technology, Engineering and Mathema�cs (STEM) 
policies, and family-friendly policies in STEM 
workplaces.
In 2017, the Ministry of ICT and Na�onal Guidance 
embarked on the Digital Vision Uganda ini�a�ve61 

that aims to leverage technological innova�ons to 
meet various na�onal and interna�onal goals 
including universal inclusion, sustainable 
development, economic progress, and poverty 
eradica�on. 

This campaign aims to achieve a unified ac�on plan 
that draws on various ini�a�ves from all sectors and 
focuses on technology-based empowerment, thus 
fostering relevant ICT use62. While the Digital Vision 
Uganda campaign aims to address per�nent ICT 
development issues that will improve ICT access, 
usage and, penetra�on, the strategy is s�ll under 
development with implementa�on yet to start.63

Recommenda�ons
1. The government should fully implement the 

Digital Vision Uganda campaign and other 
policy frameworks, including the ICT policy, 
broadband policy.

Privacy and Personal Data 
Protec�on
The growth and penetra�on of informa�on and 
communica�on technologies, especially the internet 
partly aided by an increase in mobile phone 
subscrip�ons and increased use of smartphones has 
resulted in increased collec�on, processing and 
sharing of personal biometric data, including by 
business enterprises. Unfortunately, many internet 
users are not aware of the implica�ons of their use of 
the web and how their rights are compromised by 
their internet usage or how their data is 
automa�cally gathered or processed without their 
knowledge and sold or linked with other sources to 
produce a complex record of several aspects of their 
lives.64

AfDEC Principles requires that “Personal data or 
informa�on shall only be collected and/or processed 

by states and non-state actors such as access 
providers, mail providers, hosts, and other 
intermediaries, in compliance with well-established 
data protec�on principles, including the following: 
personal data or informa�on must be processed 
fairly and lawfully; personal data or informa�on must 
be obtained only for one or more specified and lawful 
purposes; among others. 

Although the Uganda Cons�tu�on provides for the 
right to privacy and data protec�on65, it wasn’t un�l 
December 2018 that parliament passed the Privacy 
and Data Protec�on Act that was assented to by the 
President in February 2019.66

The principle notes that “Mass or indiscriminate 
surveillance of individuals or the monitoring of their 
communica�ons, cons�tutes a dispropor�onate 
interference, and thus a viola�on, of the right to 
privacy, freedom of expression and other human 
rights”. 

It is further noted that “targeted surveillance of 
online communica�ons must be governed by clear 
and transparent laws which, at a minimum, comply 
with the following basic principles: first, 
communica�ons surveillance must be both targeted 
and based on reasonable suspicion of commission or 
involvement in the commission of serious crime; 
second, communica�ons surveillance must be 
judicially authorized and individuals placed under 
surveillance must be no�fied that their 
communica�ons have been monitored as soon as 
prac�cable a�er the conclusion of the surveillance 
opera�on; third, the applica�on of surveillance laws 
must be subject to strong parliamentary oversight to 
prevent abuse and ensure the accountability of 
intelligence services and law enforcement agencies.”

Unfortunately, once again the legal environment and 
prac�ces regarding communica�on surveillance and 
intercep�on of communica�on in Uganda go against 
the provisions of the principle. 

The Regula�on of Intercep�on of Communica�ons 
Act, 201067 provides for lawful intercep�on and 
monitoring of communica�ons in the course of their 
transmission through telecommunica�ons, postal or 
any other related services or systems in Uganda. 
Specifically, Sec�on 8 of this Act requires service 
providers to ensure that their telecommunica�on 
systems are always technically capable of suppor�ng 
lawful intercep�on. 

The right to privacy is further limited by the 
An�-Terrorism Act, 2002, which provides for 
intercep�on of communica�ons, specifically, sec�on 
19 (1) which states that “… an authorized officer shall 
have the right to intercept the communica�ons or a 
person and otherwise conduct surveillance of a 
person under this Act.”

Recommenda�ons
1. Expedite the implementa�on of the Data 

Protec�on Act 
2. Reduce the opportuni�es for mass 

surveillance to guard against infringement 
on peoples’ right to privacy and protec�on of 
their personal data.

3. Review and harmonize the laws that provide 
for the surveillance and intercep�on of 
communica�on in view of the new data 
protec�on law provisions.

Security, Stability and Resilience 
of the Internet
The principle requires that everyone has the right to 
enjoy secure connec�ons to and on the Internet 
including protec�ng from services and protocols that 
threaten the security, stability, and resilience of the 
Internet.

States are therefore urged to recognize in their 
legisla�on and prac�ces that encryp�on is a basic 
requirement for the protec�on of the confiden�ality 
and security of informa�on. States should promote 

end-to-end encryp�on as the basic standard for the 
protec�on of the rights to freedom of expression and 
privacy online and promote the use of open-source 
so�ware.

However sec�on 10 of the Regula�on of Intercep�on 
of Communica�ons Act 2010, provides for disclosure 
of protected (encrypted) informa�on with failure to 
comply with the disclosure no�ce a�rac�ng a fine 
not exceeding one hundred and twenty currency 
points or to imprisonment for a period not exceeding 
five years, or both upon convic�on.
 
Although a January 2019 report on the State of 
Privacy in Uganda68 by Privacy Interna�onal notes 
that there does not appear to be any restric�on on 
the use of encryp�on in Uganda. And that the use of 
end-to-end encrypted messaging applica�ons, 
par�cularly WhatsApp, are popular.

Recommenda�ons
1. The government should consider repealing 

sec�on 10 of the RICA that criminalizes the 
failure to disclose encrypted informa�on.

Marginalized Groups and Groups at Risk
Despite the recent advances in the ICT and internet, 
with a greater number of people now having access 
to and using these, many marginalized groups of 
people, including persons with disabili�es, rural 
communi�es, the elderly, and women s�ll find it hard 
to access and use digital technologies and thus 
con�nue to miss out on the benefits that the 
technologies bring.

Several factors, including high literacy levels, the 
s�ll-high costs of the internet, poor implementa�on 
of enabling policies among others.

Under this principle, states and non-state actors are 
required to respect and protect the right of all 

individuals to have access to and use the Internet. 
However, recent prac�ces, including the introduc�on 
of the OTT tax have instead served to widen the 
digital divide gap. It has been reported that the social 
media tax has raised the internet connec�on costs by 
10% for Uganda’s poorest residents, and in turn le� 
them with less access to informa�on.69

 
The situa�on is however much worse for persons 
with disabili�es, as the costs of assis�ve technologies 
that would aid them access to and use the internet 
and other ICT is quite high.70 

Recommenda�ons
1. Review and consider amending the social 

media tax to reduce the exclusion
2. Reduce ICT access costs for marginalized 

groups, especially the elderly and persons 
with disabili�es

3. Introduce incen�ves to services providers to 
expand their networks to rural areas

Gender Equality
As earlier discussed, women are among the 
marginalized groups that con�nue to lag behind 
when accessing and using ICT, especially the internet. 
A survey carried out in 2014 by the Uganda 
Communica�ons Commission found that only 6% of 
women in Uganda are online. And only 21% of 
women reported having used the internet, versus 
61% for men.71 

Like the other marginalized groups, the gender gap in 
internet access is also perpetuated by several factors 
including limited access to the internet, lack of digital 
skills and empowerment of women, affordability of 
ICT services especially broadband connec�vity, 

relevant content as well as safety of women online.72

The AfDEC principle on gender equity calls upon key 
stakeholders to ensure that the processes and 
mechanisms that enable the full, ac�ve and equal 
par�cipa�on of women and girls in decision making 
about how the Internet is shaped and governed are 
developed and strengthened.

Recommenda�ons
1. The laws enacted and any bill to be passed 

must-have women’s unique perspec�ves 
and views integrated to produce a robust law 
that is gender-sensi�ve73

2. Women should be trained and skilled in how 
to access and use the internet safely and 
securely

3. The government should set up a Monitoring 
and Evalua�on Framework for all gender and 
ICT policies so that actual benefit accrues to 
the common person74

Conclusion
There indeed some posi�ve steps, especially the legal 
framework that Uganda has adopted to ensure 
compliance to the key principles as laid out in the 
African Declara�on on Internet Rights and Freedoms 
– including the ICT Policies, the Access to Informa�on 
Laws, the Cons�tu�onal provisions, the Data 
Protec�on Act, the Income Tax Act of 2018 that 
introduced the social media tax among others. There 
are however other laws whose provisions are quite 
retrogressive and these need to be amended, 
especially those that infringe on privacy and personal 
data protec�on such as the Regula�on of 
Intercep�on of Communica�ons Act, the Computer 
Misuse Act among others.
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h�ps://bangkok.ohchr.org/programme/documents/general-comment-34.aspx
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Introduc�on

The Internet is considered the most disrup�ve 
informa�on and communica�on technology that has 
revolu�onized the free flow of informa�on between 
individuals by offering anyone with an Internet 
connec�on, the ability to gather and disseminate 
news, informa�on, and opinions.1 

In the light of its accessibility and its capacity to store 
and communicate vast amounts of informa�on, the 
Internet plays an important role in enhancing the 
public’s access to news and facilita�ng the 
dissemina�on of informa�on in general.2

As of December 2018, Uganda had an es�mated 19 
million internet users, about 42% of the total 
popula�on.3 This growth in internet penetra�on has 
partly been aided by the increase in mobile telephony 
penetra�on which stood at 22 million subscribers, 
with almost 10 million accessing the internet through 
the mobile as of June 2018.4

The internet is helping develop spaces that can 
empower people, helping them communicate, 
collaborate and exchange views and informa�on, and 
this represents, the ‘democra�za�on’ of freedom of 
expression as it is no longer necessary to rely upon 
professional journalists or gatekeepers to act as public 
spokespeople for our views.5

Uganda has passed several laws and policies, some of 
which contain progressive provisions that advance the 
rights to freedom of expression. Principally, the right 
to freedom of expression and access to informa�on is 
cons�tu�onally guaranteed under Ar�cles 29 (1) (a) 
and 41, respec�vely. Other legal framework include; 

the Access to Informa�on Act, 2005 that seeks to 
promote an efficient, effec�ve, transparent and 
accountable government as well as to give effect to 
Ar�cle 41 of the Cons�tu�on by providing the right of 
access to informa�on held by organs of the State; the 
Computer Misuse Act, 2011 that seeks to make 
provision for the safety and security of electronic 
transac�ons and informa�on systems; to prevent 
unlawful access, abuse or misuse of informa�on 
systems6; the Uganda Communica�ons Commission 
(UCC) Act, 2013 that mandates the Commission, 
under Sec�on 5(L) to promote research into the 
development and use of new communica�ons 
techniques and technologies, including those which 
promote accessibility to communica�ons services for 
persons with disabili�es, as well as the Uganda 
Na�onal Vision 2040 which clearly iden�fies ICT 
access and u�liza�on not just as a cross-cu�ng 
development enabler but also as a major business 
opportunity, providing the highest policy level 
underpinning to the impera�ve for universality of ICT 
in Uganda.7

Unfortunately, even with these progressive legal 
frameworks, there are a number of other laws, 
policies, and prac�ces that have been adopted and 
have had a nega�ve effect on the ci�zens’ enjoyment 
of their rights to freedom of expression and online 
expression; for example, the An�-Terrorism Act of 
2002, under which intercep�on of communica�ons 
may be conducted on grounds such as safeguarding of 
the public interest; preven�on of the viola�on of the 
fundamental and other human rights and freedoms of 
any person from terrorism; preven�on or detec�ng 
the commission of any offence; and safeguarding the 
na�onal economy from terrorism,8 the 2011 
Computer Misuse Act, which criminalised cyber 
harassment (sec�on 24)  and “offensive 
communica�on under sec�on 25. 

Addi�onally, several provisions within these laws 
have been used to increasingly put pressure on 
private actors to censor content which the state 
deems illegal or simply “harmful to na�onal 
security.”9 

In 2016, UCC ordered the shutdown of internet 
access on the eve of the presiden�al elec�ons vo�ng 
day in February, ci�ng “na�onal security”, as well as 
during the inaugura�on in May 2016, affec�ng social 
media pla�orms including Facebook, Whatsapp, 
Twi�er, and mobile money transfer services.10

In April 2018, the Ugandan communica�ons 
regulator directed online data communica�on 
service providers, that include; online publishers, 
online news pla�orms and online radio and 
television operators, to apply and obtain 
authorisa�on from the commission within a period of 
one month or risk having their websites and/or 
streams being blocked by Internet Service Providers 
(ISPs).11 The regulator later published a list of the 
licenced providers, who were each required to pay 
USD 20. 

On 29, April 2019, UCC ordered internet service 
providers to shut down all unauthorized news sites 
following a direc�ve requiring online data 
communica�on service providers, including 
publishers, news pla�orms, radio and television 
operators to obtain authoriza�on.12

Later in 2019, another direc�ve was issued by UCC 
requiring all “online publishers and influencers who 
have reached a capacity of sharing communica�on 
content and also using the online publica�on for 
commercial business” to register with regulator and 
pay a USD 20 levy.13

In May 2017, a famous movie translator, Marysmats 
Matovu alias VJ Junior and his colleague, Geoffrey 
Bbosa, were arrested and charged with cyber 
harassment and offensive communica�on based on 
allegedly provoca�ve messages sent in a group 
message chain about the Uganda Film Producers 
Associa�on.14

Interna�onal Legal Framework 
on Internet Rights and Freedom
The right to freedom of expression (including on the 
internet) has been provided for under Ar�cle 19 of 
the Universal Declara�on of Human Rights, that 
states that; “Everyone has the right to freedom of 
opinion and expression; this right includes freedom 
to hold opinions without interference and to seek, 
receive and impart informa�on and ideas through 
any media and regardless of fron�ers.”15 

This right is further ar�culated within Ar�cle 19 (2) of 
the Interna�onal Covenant on Civil and Poli�cal 
Rights (ICCPR), sta�ng that; Everyone shall have the 
right to freedom of expression; this right shall include 
freedom to seek, receive and impart informa�on and 
ideas of all kinds, regardless of fron�ers, either 
orally, in wri�ng or in print, in the form of art, or 
through any other media of his choice. 

The General Comment 34 on State par�es’ 
obliga�ons under Ar�cle 19 of the Interna�onal 
Covenant on Civil and Poli�cal Rights adopted on July 
21, 2011 holds that the same rights an individual 
enjoys on line must be the same rights enjoyed 
online16. 

In 2016, the United Na�ons passed a non-binding 
resolu�on on “the promo�on, protec�on, and 
enjoyment of human rights on the Internet.”17 The 
resolu�on specifically condemns measures to 
prevent or disrupt access and calls on all States to 
refrain from and cease such measures. It further 
recognizes the importance of access to informa�on 
and privacy online for the realiza�on of the right to 
freedom of expression and to hold opinions without 
interference.18

Although there is no express right of access to the 
internet under interna�onal law, the 2016 United 
Na�ons Resolu�on urges states to “consider 
formula�ng, through transparent and inclusive 

processes with all stakeholders, and adop�ng 
na�onal Internet-related public policies that have the 
objec�ve of universal access and enjoyment of 
human rights at their core.”

On the African con�nent, Ar�cle 9 of the African 
Charter on Human and Peoples’ Rights (ACHPR) 
states that; “Every individual shall have the right to 
receive informa�on” (9(1); and “Every individual shall 
have the right to express and disseminate his opinion 
within the law.” (9(2). 

The ACHPR has also adopted several resolu�ons 
aimed at promo�ng the right to informa�on and 
freedom of expression in Africa amongst which 
include; ACHPR/Res. 362 (LIX) 2016, adopted in 
Banjul on 4 November 2016. The resolu�on reaffirms 
the fundamental right to freedom of informa�on and 
expression enshrined under Ar�cle 9 of the African 
Charter on Human and People’s Rights and in other 
interna�onal human rights instruments and 
recognizes the role of the internet in advancing 
human and people’s rights in Africa. This resolu�on 
came at a cri�cal �me when the region was 
witnessing regular internet shutdowns which 
impacted directly on freedom of expression and 
access to informa�on.

Limita�ons on the Right to 
Freedom of Expression
Both the ICCPR and ACHPR have within their 
provisions, limita�ons to the rights to freedom of 
expression. Specifically, Ar�cle 19 (3) of the ICCPR 
notes that; the exercise of the rights provided for in 
paragraph 2 of this Ar�cle carries with it special 
du�es and responsibili�es. It may, therefore, be 
subject to certain restric�ons, but these shall only be 
such as are provided by law and are necessary: (a) For 
respect of the rights or reputa�ons of others; (b) For 
the protec�on of na�onal security or of public order 
(ordre public), or of public health or morals.19 
On 21 July 2011, the UN Human Rights Commi�ee 
adopted General Comment 34 on States par�es' 
obliga�ons under Ar�cle 19 of the (ICCPR), with 
guidance to States on what the freedoms of opinion 

and expression mean in prac�ce, and therefore 
strengthens the protec�on provided by interna�onal 
law. In reference to any restric�ons, General 
Comment 34 (para 35) highlights that “When a State 
party invokes a legi�mate ground for restric�on of 
freedom of expression, it must demonstrate in 
specific and individualized fashion the precise nature 
of the threat, and the necessity and propor�onality 
of the specific ac�on taken, in par�cular by 
establishing a direct and immediate connec�on 
between the expression and the threat”.20

In Uganda, the right to freedom of expression, like 
other rights are also limited within the Cons�tu�on 
by Ar�cle 43(1) which states that; (1) In the 
enjoyment of the rights and freedoms prescribed in 
this Chapter, no person shall prejudice the 
fundamental or other human rights and freedoms of 
others or the public interest. But as noted above, any 
limita�on must pass the three-part test as provided 
for under Ar�cle 19(3) of the ICCPR.
As a signatory to various interna�onal human rights 
instruments such as the Interna�onal Covenant on 
Civil and Poli�cal Rights, the African Charter on 
Human and Peoples’ Rights and having incorporated 
progressive ar�cles within the Cons�tu�on, 
specifically on the Bill of Rights, Uganda has a duty to 
promote and advance peoples’ fundamental human 
rights online, including access to and use of the 
internet through progressive legisla�on and 
prac�ces.

About the African Declara�on on 
Internet Rights and Freedoms
The African Declara�on on Internet Rights and 
Freedoms (AfDEC) is a Pan-African ini�a�ve to 
promote human rights standards and principles of 
openness in internet policy formula�on and 
implementa�on on the con�nent. The Declara�on is 
intended to elaborate on the principles which are 
necessary to uphold human and people’s rights on 
the Internet, and to cul�vate an Internet 
environment that can best meet Africa’s social and 
economic development needs and goals.
The Declara�on builds on well-established African 
human rights documents including the African 
Charter on Human and Peoples’ Rights of 1981, the 

Windhoek Declara�on on Promo�ng an Independent 
and Pluralis�c African Press of 1991, the African 
Charter on Broadcas�ng of 2001, the Declara�on of 
Principles on Freedom of Expression in Africa of 
2002, and the African Pla�orm on Access to 
Informa�on Declara�on of 2011.

The Declara�on has iden�fied 13 key principles that

 include; Openness; Internet Access and Affordability; 
Freedom of Expression; Right to Informa�on; 
Freedom of Assembly and Associa�on on the 
Internet; Cultural and Linguis�c Diversity; Right to 
Development and Access to Knowledge; Privacy and 
Personal Data Protec�on; Security, Stability, and 
Resilience of the Internet; Marginalised Groups at 
Risk; Due Process; Democra�c Mul�-stakeholder 
Internet Governance; and Gender Equity.

This report, therefore, provides an assessment of 
Uganda’s Compliance with 11 out of the 13 Principles 
of the African Declara�on on Internet Rights and 
Freedoms. The report examines both the legal 
environment (laws and policies) and prac�ces by the 
state regarding internet freedom and rights.

Findings: Uganda’s Compliance 
to the AfDEC Principles

Openness
The AfDEC Principle on Openness requires that the 
Internet should have an open and distributed 
architecture and should con�nue to be based on 
open standards and applica�on interfaces and 
guarantee interoperability so as to enable a common 
exchange of informa�on and informa�on.

In 2014, the government, through the Na�onal 
Informa�on Technology Authority, issued guidelines 
for developing government websites that 
emphasized the need to use open standard-based 
tools and technologies for the development of 
websites as well as content to ensure interoperability 
and accessibility of websites. The web guidelines 
adhered to the Web Content Accessibility Guidelines 
(WCAG) of the World Wide Web Consor�um (W3C). 
W3C is an interna�onal body working towards 
defining standards in web technologies and formats 
for publishing content on the web.21

Sec�on 1.4 of Guidelines on Development and 
Management of Government Websites requires all 
government MDAs to “consider the needs of a broad 
spectrum of visitors, including the general public, 
specialised audiences, people with disabili�es, those 
without access to advanced technologies, and those 
with limited English proficiency and ICT skills.”

However, a 2007 survey on Web Accessibility in 
Uganda22 established that 100% of the government 
websites whose webmasters responded to the 
survey were not accessible to users with visual 
disabili�es. Addi�onally, the majority of government 
MDA websites are in English, making them 
inaccessible to many Ugandans who cannot read and 
write in this language.23

The Openness principle also seeks to advance the 
principle of network neutrality, which requires that 
all data on the Internet must be treated in an equal 
and non-discriminatory manner, and shall not be 
charged differen�ally, according to user, content, 
site, pla�orm, applica�on, type of a�ached 
equipment, and modes of communica�on.

However, it has been reported that Uganda does not 

have robust and implementable legal protec�ons for net neutrality24, and because of this, both the government 
and telecom companies have violated the principle in the past, with �ered pricing of the communica�on 
services and social media blocking.25 In 2005, UCC passed the Telecommunica�ons (Tariffs and Accoun�ng) 
Regula�ons,26 to regulate the pricing of telecommunica�ons services and accoun�ng by telecommunica�ons 
operators. Unfortunately, as noted earlier, the regula�ons are largely unenforceable.
The AfDEC Principle on Openness also demands that there should be no special privileges for, or obstacles 
against, the exchange of informa�on online or any party or content on economic, social, cultural or poli�cal 
grounds.

There have been a number of policies and prac�ces that have however served to undermine these principles. 
Specifically, the passage of the Uganda Excise Duty (Amendment) Bill 2018, which introduced taxa�on of 
“over-the-top” (OTT) services, and raised taxes on other telecommunica�ons services violated this principle 
which requires service providers to treat all internet traffic equally, and not block or thro�le access to online 
content and services. 

According to figures from the UCC, the number of subscribers reduced by two and a half million from 16 million 
to 13.5 million subscribers between July and September 2018. The same trend was noted in the amount of 
revenue falling from Uganda Shillings (UGX) 5.6 billion in July 2018, to UGX 3.96 billion in September 2018 (see 
table below). 

Recommenda�ons
1. The Government of Uganda should consider the expansion of the scope of the guidelines27 for 

developing and managing government websites to cover the private sector.
2. Given the nega�ve impact that the OTT tax has had on the ability of the majority of users to access and 

use the internet, the government should consider amending the Excise Duty (Amendment) law to 
consider other avenues of raising revenue rather than imposing a tax on the internet. 

Internet Access and Affordability

Access to the Internet plays a vital role in the full 
realiza�on of human development and facilitates the 
exercise and enjoyment of a number of human rights 
and freedoms, including the right to freedom of 
expression and informa�on, the right to educa�on, 
the right to assembly and associa�on, the right to full 
par�cipa�on in social, cultural and poli�cal life and 
the right to social and economic development.

Accordingly, access and affordability policies and 
regula�ons that foster universal and equal access to 
the Internet, including fair and transparent market 
regula�on, universal service requirements and 
licensing agreements, must be adopted, according to 
the AfDEC. 

The government has put up various policies and 
strategies in place in order to foster a conducive 
environment through which users can maximize the 
social and economic benefits enabled by ICT.

In 2014, the government passed the Na�onal 
Informa�on and Communica�ons Technology Policy, 
with broad policy objec�ves of; building a 
knowledge-based human capital; promo�ng 
innova�on in economic and social systems; 
expanding ICT infrastructure and its integra�on 
throughout the country; deepening u�liza�on of ICT 
services by government, private sector, 
Non-Government Organiza�ons and ci�zenry; 
enhancing research and innova�on in ICT products, 
applica�ons, and services; and improving ICT 
governance and environment in Uganda.28

Addi�onally, Uganda’s Na�onal Vision 2040 very 
clearly iden�fies ICT access and u�liza�on not just as 
a cross-cu�ng development enabler but also as a 
major business opportunity. This provides the 
highest policy level underpinning to the impera�ve 
for universality of ICT in Uganda.29

The AfDEC principle also calls for the establishment 
of na�onal and regional Internet exchange points 

(IXPs) to ra�onalize and reduce the cost of Internet 
traffic at na�onal, local and sub-regional levels, as 
well as addressing the gender digital divide, with 
factors such as level of employment, educa�on, 
poverty, literacy and geographical loca�on resul�ng 
in African women having lower levels of access than 
men.

In 2016, the government is reported to have 
embarked on the provision of “free internet access” 
to residents within the capital city, Kampala through 
the MYUG, a new applica�on that has been 
developed by the Na�onal Informa�on and 
Communica�ons Technology (NITAU).30 The services 
have however experienced some challenges and 
don’t cover all the intended hotspots as had been 
envisaged.31 

Addi�onally, in December 2019, MTN, the largest 
telecommunica�on service provider in Uganda also 
announced the introduc�on of a range of data 
bundles that do not expire32, a�er many complaints 
from clients for loss of unused internet bundles. 
Previously, customer internet bundles would expire 
a�er 24 hours.

It is also refreshing to note that within the new 
guidelines for the Rural Communica�on 
Development Fund (RCDFII)33, the government has 
commi�ed to improving on the Connec�vity, Access, 
Affordability, and Equity for the target groups.

To date, UCC through RCDF has implemented ICT 
Computer Labs in over 1000 Secondary Schools, 
Ter�ary ins�tu�ons and Universi�es.34 The schools 
with Computer laboratory infrastructure have also 
acted as a pla�orm to provide digital literacy skills to 
the communi�es around the schools, which has 
drama�cally reduced the digital divide in the country

The Na�onal Broadband Strategy for Uganda35 
(2016-2020) defines the minimum requirements for 
high-speed transmission and access for voice, data, 

and video to homes and businesses and sets the 
target to be achieved within the five-year period. 
Some of the key targets defined for the five-year 
period include raising the minimum broadband 
speeds from 512kbps (in 2014/15) to 3Mbps and 
reducing the cost per Mbps of broadband in rela�on 
to average income by 10%. The strategy also seeks to 
achieve 100% broadband connec�vity at all district 
and sub-county headquarters, health centre IVs, 
ter�ary ins�tu�ons and secondary schools by 2020.36

Unfortunately, internet access and affordability is 
s�ll a challenge for large sec�ons of the popula�on 
especially the poor, rural popula�ons, women, and 
persons with disabili�es. This is because while 
internet access has become more affordable, 
par�cularly on mobile phones, costs are s�ll 
expensive for many Ugandans.37 Within East Africa, 
Ugandans are reported to be paying the highest 
prices to access mobile internet, at an average of 
$4.69 (Shs 17, 231) for 1GB [gigabyte] of data, 
compared to her neighbors in Rwanda who are 
paying an average of $0.56 or (Shs 2,057) for 1GB of 
data, with Burundi and Kenya, paying $2 (Shs7,344) 
and $2.73 (Shs10,024) for 1GB, respec�vely.38 The 
introduc�on of a daily UGX 200 (USD $0.05) tax on 
social media use in July 2018 is reported to have le� 
millions unconnected due to the increased costs.39 

Other factors that have affected access and 
affordability include limited access to electricity as it 
is mostly concentrated in urban areas and further 
impedes access to ICTs.40

Recommenda�ons
1. The government should review and expedite 

the full implementa�on of the Na�onal 
Broadband Strategy, which expires within 
less than a year, 2020.

2. The government should expand the free 
Wi-Fi program to other areas outside of 
Kampala and Entebbe. 

3. The government should work with and 
incen�vize telecommunica�on companies to 
provide special rates for the rural poor so as 
to reduce the costs of mobile internet in the 
country.

4. Review the revenue collec�on concept as the 
OTT tax has definitely had a nega�ve effect 
on both revenue and internet access and 
affordability.

Freedom of Expression

Principle 3 of the African Declara�on on Internet 
Rights and Freedoms notes that; “Everyone has the 
right to hold opinions without interferences. 
Everyone has a right to freedom of expression which 
includes the freedom to seek, receive, impart 
informa�on and ideas of all kinds through the 
internet and digital technologies, regardless of 
fron�ers”. The principle acknowledges the 
non-absoluteness of the rights but however notes 
that any restric�ons must be provided for by law, 
pursue a legi�mate aim as expressly listed under 
interna�onal law. 

In Uganda, the right to freedom of expression, and 

access to informa�on are provided for under the 
Cons�tu�on41, and although not explicitly defined 
within the cons�tu�on, this right includes the 
“freedom to seek, receive and impart informa�on 
and ideas of all kinds, regardless of fron�ers, either 
orally, in wri�ng or in print, in the form of art, or 
through any other media (including the internet) of 
his choice.”42 

Although the right to freedom of expression, 
especially online, like many others is not absolute, 
under both interna�onal law and the Ugandan 
Cons�tu�on, the AfDEC notes that “Content 
blocking, filtering, removal and other technical or 
legal limits on access to content cons�tute serious 
restric�ons on freedom of expression and can only 
be jus�fied if they strictly comply with interna�onal 
human rights law, which says that any restric�ons 
should be; (a) Prescribed by law; (b) Serve a 
legi�mate purpose for the protec�on of reputa�on, 
na�onal security, public order, public health or 
morals; and, (c)  It must be necessary to achieve the 
prescribed purpose.43

However, at the height of what came to be known as 
the Arab Spring, the government is reported to have 
ordered Telecom companies to block and regulate 
text messages that could ins�gate hatred, violence, 
and unrest during the presiden�al elec�on period, 
February 2011.44 A few months later, in April 2011, 
UCC instructed ISPs to temporarily block access to 
Facebook and Twi�er for 24 hours “to eliminate the 
connec�on and sharing of informa�on that incites 
the public.” The order came in the heat of the ‘walk 
to work’ protests in various towns over rising fuel and 
food prices.45

In 2016, there were to be two addi�onal episodes of 
internet shutdowns, in February 2016 during the 
elec�ons and May 2016, during the swearing-in of 
the President. In ordering the shutdowns, the 
government cited na�onal security concerns as the 
main reason. The president is reported to have told 
journalists that he ordered the shutdowns because; 
“Steps must be taken for security to stop so many 
ge�ng in trouble, it is temporary because some 

people use those pathways for telling lies,”46

The AfDEC principle on Freedom of Expression also 
requires that “No-one should be held liable for 
content on the Internet of which they are not the 
author” and seeks to limit the liability of 
intermediaries. Under sec�on 29 of the 2011 
Electronic Transac�ons Act,  intermediaries are 
protected from any liability on content shared by 
third par�es, sta�ng that “a service provider shall not 
be subject to civil or criminal liability in respect of 
third-party material which is in the form of electronic 
records to which he or she merely provides access.”47 
This is a posi�ve provision that should be protected 
by the state.

The AfDEC Principle on Freedom of Expression also 
emphasizes the important role that a safe and secure 
opera�ng environment for internet users if they are 
to meaningfully par�cipate in online expression – 
sharing opinions and ideas. The government has put 
in place a number of commendable measures to curb 
online, safety especially among children and youths. 
The Computer Misuse Act (2011) under sec�on 23 
criminalizes child online sexual exploita�on. This 
scope covers any person who par�cipates in the 
development, sharing, transmission or storage of 
child sexual abuse material.48

 
In addi�on, the Na�onal Informa�on Technology 
Authority – Uganda (NITA-U) in collabora�on with 
the Internet Society Uganda Chapter led to the 
development of an Online Safety Educa�on Toolkit as 
a useful and convenient learning resource for 
children and youth on how best to stay safe online in 
their daily use of the internet.49

The same Act also criminalizes cyber harassment 
(Art. 23), offensive communica�on (Art. 24) as well as 
cyberstalking (Art. 26). Specifically, Ar�cle 26 states 
that; “Any person who willfully, maliciously, and 
repeatedly uses electronic communica�on to harass 
another person and makes a threat with the intent to 
place that person in reasonable fear for his or her 
safety or to a member of that person's immediate 

family commits the crime of cyberstalking and is 
liable on convic�on to a fine not exceeding one 
hundred and twenty currency points or 
imprisonment not exceeding five years or both.”

Unfortunately, the majority of those affected, 
especially the vic�ms whose pictures and videos 
have been leaked online are the first persons to be 
interrogated by law enforcement agencies. In 2018, 
when Ugandan model Judith Heard had her pictures 
published without her consent, she not only found 
herself under arrest but also under a�ack in the 
media and online.50

Recommenda�ons

1. The government should ensure that any 
orders to shut or slow down the internet 
must be done in accordance with the law and 
due process should be followed as laid down 
in Ar�cle 3 of the AfDEC Principle and other 
interna�onal human rights laws.

2. The government should amend laws, such as 
the Computer Misuse Act, to bring them into 
line with Uganda’s cons�tu�on and its 
obliga�ons under interna�onal law regarding 
freedom of expression and access to 
informa�on.

Right to Informa�on
This AfDEc principle notes that “The Internet offers 
new opportuni�es to access informa�on, and for 
governments to communicate with people, using 
open data. Open data and new forms of online 
consulta�on can empower people to take a more 
ac�ve part in public affairs.

Data and informa�on held by governments should be 

made publicly accessible, including being released 
proac�vely and rou�nely, except where legi�mate 
grounds for restric�ng access comply with the rule of 
law, including relevant freedom of informa�on 
legisla�on.

Freedom of informa�on is an integral part of the 
fundamental right of freedom of expression, as 
recognized by Resolu�on 59 of the United Na�ons 
General Assembly adopted in 1946, as well as by 
Ar�cle 19 of the Universal Declara�on of Human 
Rights (1948), which states that Everyone has the 
right to freedom of opinion and expression; this right 
includes freedom to hold opinions without 
interference and to seek, receive and impart 
information and ideas through any media and 
regardless of frontiers”.

Although the 1995 Cons�tu�on of the Republic of 
Uganda guarantees the right of access to 
informa�on,51 with an enabling Act and regula�ons 
providing for the same, the spirit of the current 
legisla�on is more restric�ve, with ci�zens required 
to submit informa�on requests as opposed to 
requiring informa�on officers to proac�vely 
disseminate informa�on.

In 2014, the Government of Uganda with support 
from civil society (AFIC and CIPESA) established an 
online portal for receiving and responding to 
informa�on requests52. However, despite being a 
great ini�a�ve, AFIC’s recent analysis of the pla�orm 
indicated that since 2014, the pla�orm has 6,123 
users registered, 4,059 requests were made to 110 
MDAs. Of 4,059 requests, 80.9% were awai�ng a 
response, 5.2 % were under review, and only 4.5% 
had been par�ally responded to, while 4.3% were 
successful, in that order.

The AfDEC requires exis�ng obliga�on on public 
bodies to share all informa�on produced with the 

support of public funds, subject only to clearly 
defined rules set out in law, as established by the 
Declara�on of Principles on Freedom of Expression in 
Africa, shall extend to the proac�ve release of such 
informa�on on the Internet in openly licensed, freely 
re-usable formats.

According to sec�on 3 (d) of the Access to 
Informa�on Act, every ci�zen is supposed to access 
informa�on easily and in a �mely manner. The Act 
provides for a maximum of 21 days within which a 
ci�zen’s informa�on request is responded to. 
However, the delayed release of informa�on due to 
fear and/or bureaucracy coupled with ignorance 
have made the right to informa�on imprac�cable in 
some circumstances.53

Addi�onally, while ar�cle 41 o�he Ugandan 
Cons�tu�on provides for the right of access to 
informa�on with two excep�ons: where the release 
of the informa�on is likely to prejudice the security 
or sovereignty of the State or interfere with the right 
to privacy of any other person, the Access to 
Informa�on Law, itself in Part III (sec�on 23 - 34) lists 
exemp�ons which are too wide in scope and 
contradict the cons�tu�on. These exemp�ons, which 
include cabinet minutes and those of its commi�ees, 
limit the enjoyment of the right to informa�on by 
restric�ng access to vital records.54

Recommenda�ons
1. The government should amend the 

retrogressive restric�ons within the enabling 
laws such as the Access to Informa�on Act, 
and the Official Secrets Act that undermine 
proac�ve disclosure of informa�on, 
especially online.

2. The government should equip their staff with 
the skills and knowledge as well as tools to 
proac�vely use online pla�orms to share 
data held by government public bodies.

3. Parliament should amend the Access to 
Informa�on Act to provide for online 
informa�on requests

4. Government should undertake promo�onal 

measures for the effec�ve implementa�on 
of the Access to Informa�on Act

5. The Uganda Human Rights Commission 
should undertake measures to promote 
ci�zens’ enjoyment of their right to 
informa�on through online and offline 
channels. 

Freedom of Assembly and 
Associa�on and the Internet
This AfDEC principle states that; “Everyone has the 
right to use the Internet and digital technologies in 
rela�on to freedom of assembly and associa�on, 
including through social networks and pla�orms. It 
further notes; “The Internet can augment the 
opportuni�es and capabili�es of individuals and 
groups to form associa�ons and to manage 
organiza�ons and associa�ons.”

Addi�onally, “It can increase the membership and 
reach of associa�ons by allowing groups of people to 
communicate despite physical boundaries. It 
provides new tools for those organizing assemblies 
offline, as well as the possibility of conduc�ng 
assemblies and protests online.”

African states are therefore called upon to limit the 
shu�ng down or blocking of access to social 
networking pla�orms, and in fact, the Internet in 
general, as these ac�ons cons�tute direct 
interference with this right. 

But as highlighted above, under Freedom of 
Expression, the government has on several occasions 
been reported to have ordered the shutdown of the 
internet and access to other social media pla�orms 
such as Facebook, Twi�er, and WhatsApp, greatly 
affec�ng ci�zens access and use of the internet.

Recommenda�ons
1. Any a�empts by the Government should be 

done within the parameters of interna�onal 
human rights law - (a) Prescribed by law; (b) 
Serve a legi�mate purpose for protec�on of 
reputa�on, na�onal security, public order, 

public health or morals; and, (c)  It must be 
necessary to achieve the prescribed 
purpose.55 

2. The government should con�nue with efforts 
to expand access and affordability of the 
internet and digital technologies to a wider 
majority of the popula�on for them to enjoy 
the benefits brought about by these 
technological advances, including freedom of 
assembly and associa�on. 

Cultural and Linguis�c Diversity
This AfDEC Principle is cognizant of the rich linguis�c 
and cultural diversity which exists on the African 
con�nent and calls for its promo�on, especially 
online. Specifically, the principle calls upon states to 
put in place comprehensive policies, and alloca�on of 
resources, to support the development and use of 
tools to facilitate linguis�c diversity on the Internet. 
This includes the promo�on of technology and 
content required to access and use domain names, 
so�ware, services, and content in all languages and 
scripts. 

In 2006, Uganda passed the Na�onal Culture Policy 
that sought to among other things; To promote and 
strengthen Uganda’s diverse cultural iden��es; 
enhance social cohesion, collabora�on, and 
par�cipa�on of all people in cultural life; promote 
community ac�on on cultural prac�ces that promote 
and that impinge on human dignity; and conserve, 
protect and promote Uganda’s tangible and 
intangible cultural heritage.56

Government also commi�ed to foster the crea�on of 
varied local and na�onal content, including that 
available in the language of users, and give 
recogni�on and support to ICT-based work in all 
ar�s�c fields through public/private partnerships as 
well as support efforts to develop and use ICTs for 
the preserva�on of natural and, cultural heritage, 
keeping ICT accessible as a living part of today’s 
culture through the Na�onal ICT Policy of 2014.57 

The government also commi�ed to developing 
systems that ensure con�nued access to archived 
digital informa�on and mul�media content in digital 
repositories, and support archives, cultural 

collec�ons, and libraries58

There has however been very slow progress in the 
promo�on of indigenous languages online as only a 
few local languages are represented online. For 
example, news on websites owned by the Vision 
group is only available in four local languages (out of 
40 languages and 56 na�ve dialects) Bukedde 
(Luganda); Etop (Ateso); Rupiny (Acholi) and Orumuri 
(Runyankore).59 

According to the 2018 Freedom House report on 
Internet freedom in Uganda, the Google Uganda 
domain is available in five local languages, while the 
Firefox web browser can be accessed in two 
languages, Luganda and Acholi. The report notes that 
as of early 2018, Wikipedia can be accessed in 
Luganda, with about 1,000 ar�cles translated.60 

Recommenda�ons
1. The government should work with key 

providers – Google, Firefox and others to 
have more local languages on their domains

2. The government should expedite the 
implementa�on of Na�onal ICT Policy, 2014, 
especially the provisions of culture diversity

Right to Development and 
Access to Knowledge
The AfDEC Principle notes that “Developing media 
and informa�on literacy is essen�al in ensuring that 
consumers of media products have the skills to find 
evaluate and engage with various types of 
informa�on, including those relevant for their social, 
economic, cultural and poli�cal development.

The principle also calls upon the government to 
priori�es policies that improve girls’ access to quality 
educa�on and ICT, gender mainstreaming in Science, 
Technology, Engineering and Mathema�cs (STEM) 
policies, and family-friendly policies in STEM 
workplaces.
In 2017, the Ministry of ICT and Na�onal Guidance 
embarked on the Digital Vision Uganda ini�a�ve61 

that aims to leverage technological innova�ons to 
meet various na�onal and interna�onal goals 
including universal inclusion, sustainable 
development, economic progress, and poverty 
eradica�on. 

This campaign aims to achieve a unified ac�on plan 
that draws on various ini�a�ves from all sectors and 
focuses on technology-based empowerment, thus 
fostering relevant ICT use62. While the Digital Vision 
Uganda campaign aims to address per�nent ICT 
development issues that will improve ICT access, 
usage and, penetra�on, the strategy is s�ll under 
development with implementa�on yet to start.63

Recommenda�ons
1. The government should fully implement the 

Digital Vision Uganda campaign and other 
policy frameworks, including the ICT policy, 
broadband policy.

Privacy and Personal Data 
Protec�on
The growth and penetra�on of informa�on and 
communica�on technologies, especially the internet 
partly aided by an increase in mobile phone 
subscrip�ons and increased use of smartphones has 
resulted in increased collec�on, processing and 
sharing of personal biometric data, including by 
business enterprises. Unfortunately, many internet 
users are not aware of the implica�ons of their use of 
the web and how their rights are compromised by 
their internet usage or how their data is 
automa�cally gathered or processed without their 
knowledge and sold or linked with other sources to 
produce a complex record of several aspects of their 
lives.64

AfDEC Principles requires that “Personal data or 
informa�on shall only be collected and/or processed 

by states and non-state actors such as access 
providers, mail providers, hosts, and other 
intermediaries, in compliance with well-established 
data protec�on principles, including the following: 
personal data or informa�on must be processed 
fairly and lawfully; personal data or informa�on must 
be obtained only for one or more specified and lawful 
purposes; among others. 

Although the Uganda Cons�tu�on provides for the 
right to privacy and data protec�on65, it wasn’t un�l 
December 2018 that parliament passed the Privacy 
and Data Protec�on Act that was assented to by the 
President in February 2019.66

The principle notes that “Mass or indiscriminate 
surveillance of individuals or the monitoring of their 
communica�ons, cons�tutes a dispropor�onate 
interference, and thus a viola�on, of the right to 
privacy, freedom of expression and other human 
rights”. 

It is further noted that “targeted surveillance of 
online communica�ons must be governed by clear 
and transparent laws which, at a minimum, comply 
with the following basic principles: first, 
communica�ons surveillance must be both targeted 
and based on reasonable suspicion of commission or 
involvement in the commission of serious crime; 
second, communica�ons surveillance must be 
judicially authorized and individuals placed under 
surveillance must be no�fied that their 
communica�ons have been monitored as soon as 
prac�cable a�er the conclusion of the surveillance 
opera�on; third, the applica�on of surveillance laws 
must be subject to strong parliamentary oversight to 
prevent abuse and ensure the accountability of 
intelligence services and law enforcement agencies.”

Unfortunately, once again the legal environment and 
prac�ces regarding communica�on surveillance and 
intercep�on of communica�on in Uganda go against 
the provisions of the principle. 

The Regula�on of Intercep�on of Communica�ons 
Act, 201067 provides for lawful intercep�on and 
monitoring of communica�ons in the course of their 
transmission through telecommunica�ons, postal or 
any other related services or systems in Uganda. 
Specifically, Sec�on 8 of this Act requires service 
providers to ensure that their telecommunica�on 
systems are always technically capable of suppor�ng 
lawful intercep�on. 

The right to privacy is further limited by the 
An�-Terrorism Act, 2002, which provides for 
intercep�on of communica�ons, specifically, sec�on 
19 (1) which states that “… an authorized officer shall 
have the right to intercept the communica�ons or a 
person and otherwise conduct surveillance of a 
person under this Act.”

Recommenda�ons
1. Expedite the implementa�on of the Data 

Protec�on Act 
2. Reduce the opportuni�es for mass 

surveillance to guard against infringement 
on peoples’ right to privacy and protec�on of 
their personal data.

3. Review and harmonize the laws that provide 
for the surveillance and intercep�on of 
communica�on in view of the new data 
protec�on law provisions.

Security, Stability and Resilience 
of the Internet
The principle requires that everyone has the right to 
enjoy secure connec�ons to and on the Internet 
including protec�ng from services and protocols that 
threaten the security, stability, and resilience of the 
Internet.

States are therefore urged to recognize in their 
legisla�on and prac�ces that encryp�on is a basic 
requirement for the protec�on of the confiden�ality 
and security of informa�on. States should promote 

end-to-end encryp�on as the basic standard for the 
protec�on of the rights to freedom of expression and 
privacy online and promote the use of open-source 
so�ware.

However sec�on 10 of the Regula�on of Intercep�on 
of Communica�ons Act 2010, provides for disclosure 
of protected (encrypted) informa�on with failure to 
comply with the disclosure no�ce a�rac�ng a fine 
not exceeding one hundred and twenty currency 
points or to imprisonment for a period not exceeding 
five years, or both upon convic�on.
 
Although a January 2019 report on the State of 
Privacy in Uganda68 by Privacy Interna�onal notes 
that there does not appear to be any restric�on on 
the use of encryp�on in Uganda. And that the use of 
end-to-end encrypted messaging applica�ons, 
par�cularly WhatsApp, are popular.

Recommenda�ons
1. The government should consider repealing 

sec�on 10 of the RICA that criminalizes the 
failure to disclose encrypted informa�on.

Marginalized Groups and Groups at Risk
Despite the recent advances in the ICT and internet, 
with a greater number of people now having access 
to and using these, many marginalized groups of 
people, including persons with disabili�es, rural 
communi�es, the elderly, and women s�ll find it hard 
to access and use digital technologies and thus 
con�nue to miss out on the benefits that the 
technologies bring.

Several factors, including high literacy levels, the 
s�ll-high costs of the internet, poor implementa�on 
of enabling policies among others.

Under this principle, states and non-state actors are 
required to respect and protect the right of all 

individuals to have access to and use the Internet. 
However, recent prac�ces, including the introduc�on 
of the OTT tax have instead served to widen the 
digital divide gap. It has been reported that the social 
media tax has raised the internet connec�on costs by 
10% for Uganda’s poorest residents, and in turn le� 
them with less access to informa�on.69

 
The situa�on is however much worse for persons 
with disabili�es, as the costs of assis�ve technologies 
that would aid them access to and use the internet 
and other ICT is quite high.70 

Recommenda�ons
1. Review and consider amending the social 

media tax to reduce the exclusion
2. Reduce ICT access costs for marginalized 

groups, especially the elderly and persons 
with disabili�es

3. Introduce incen�ves to services providers to 
expand their networks to rural areas

Gender Equality
As earlier discussed, women are among the 
marginalized groups that con�nue to lag behind 
when accessing and using ICT, especially the internet. 
A survey carried out in 2014 by the Uganda 
Communica�ons Commission found that only 6% of 
women in Uganda are online. And only 21% of 
women reported having used the internet, versus 
61% for men.71 

Like the other marginalized groups, the gender gap in 
internet access is also perpetuated by several factors 
including limited access to the internet, lack of digital 
skills and empowerment of women, affordability of 
ICT services especially broadband connec�vity, 

relevant content as well as safety of women online.72

The AfDEC principle on gender equity calls upon key 
stakeholders to ensure that the processes and 
mechanisms that enable the full, ac�ve and equal 
par�cipa�on of women and girls in decision making 
about how the Internet is shaped and governed are 
developed and strengthened.

Recommenda�ons
1. The laws enacted and any bill to be passed 

must-have women’s unique perspec�ves 
and views integrated to produce a robust law 
that is gender-sensi�ve73

2. Women should be trained and skilled in how 
to access and use the internet safely and 
securely

3. The government should set up a Monitoring 
and Evalua�on Framework for all gender and 
ICT policies so that actual benefit accrues to 
the common person74

Conclusion
There indeed some posi�ve steps, especially the legal 
framework that Uganda has adopted to ensure 
compliance to the key principles as laid out in the 
African Declara�on on Internet Rights and Freedoms 
– including the ICT Policies, the Access to Informa�on 
Laws, the Cons�tu�onal provisions, the Data 
Protec�on Act, the Income Tax Act of 2018 that 
introduced the social media tax among others. There 
are however other laws whose provisions are quite 
retrogressive and these need to be amended, 
especially those that infringe on privacy and personal 
data protec�on such as the Regula�on of 
Intercep�on of Communica�ons Act, the Computer 
Misuse Act among others.
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Introduc�on

The Internet is considered the most disrup�ve 
informa�on and communica�on technology that has 
revolu�onized the free flow of informa�on between 
individuals by offering anyone with an Internet 
connec�on, the ability to gather and disseminate 
news, informa�on, and opinions.1 

In the light of its accessibility and its capacity to store 
and communicate vast amounts of informa�on, the 
Internet plays an important role in enhancing the 
public’s access to news and facilita�ng the 
dissemina�on of informa�on in general.2

As of December 2018, Uganda had an es�mated 19 
million internet users, about 42% of the total 
popula�on.3 This growth in internet penetra�on has 
partly been aided by the increase in mobile telephony 
penetra�on which stood at 22 million subscribers, 
with almost 10 million accessing the internet through 
the mobile as of June 2018.4

The internet is helping develop spaces that can 
empower people, helping them communicate, 
collaborate and exchange views and informa�on, and 
this represents, the ‘democra�za�on’ of freedom of 
expression as it is no longer necessary to rely upon 
professional journalists or gatekeepers to act as public 
spokespeople for our views.5

Uganda has passed several laws and policies, some of 
which contain progressive provisions that advance the 
rights to freedom of expression. Principally, the right 
to freedom of expression and access to informa�on is 
cons�tu�onally guaranteed under Ar�cles 29 (1) (a) 
and 41, respec�vely. Other legal framework include; 

the Access to Informa�on Act, 2005 that seeks to 
promote an efficient, effec�ve, transparent and 
accountable government as well as to give effect to 
Ar�cle 41 of the Cons�tu�on by providing the right of 
access to informa�on held by organs of the State; the 
Computer Misuse Act, 2011 that seeks to make 
provision for the safety and security of electronic 
transac�ons and informa�on systems; to prevent 
unlawful access, abuse or misuse of informa�on 
systems6; the Uganda Communica�ons Commission 
(UCC) Act, 2013 that mandates the Commission, 
under Sec�on 5(L) to promote research into the 
development and use of new communica�ons 
techniques and technologies, including those which 
promote accessibility to communica�ons services for 
persons with disabili�es, as well as the Uganda 
Na�onal Vision 2040 which clearly iden�fies ICT 
access and u�liza�on not just as a cross-cu�ng 
development enabler but also as a major business 
opportunity, providing the highest policy level 
underpinning to the impera�ve for universality of ICT 
in Uganda.7

Unfortunately, even with these progressive legal 
frameworks, there are a number of other laws, 
policies, and prac�ces that have been adopted and 
have had a nega�ve effect on the ci�zens’ enjoyment 
of their rights to freedom of expression and online 
expression; for example, the An�-Terrorism Act of 
2002, under which intercep�on of communica�ons 
may be conducted on grounds such as safeguarding of 
the public interest; preven�on of the viola�on of the 
fundamental and other human rights and freedoms of 
any person from terrorism; preven�on or detec�ng 
the commission of any offence; and safeguarding the 
na�onal economy from terrorism,8 the 2011 
Computer Misuse Act, which criminalised cyber 
harassment (sec�on 24)  and “offensive 
communica�on under sec�on 25. 

Addi�onally, several provisions within these laws 
have been used to increasingly put pressure on 
private actors to censor content which the state 
deems illegal or simply “harmful to na�onal 
security.”9 

In 2016, UCC ordered the shutdown of internet 
access on the eve of the presiden�al elec�ons vo�ng 
day in February, ci�ng “na�onal security”, as well as 
during the inaugura�on in May 2016, affec�ng social 
media pla�orms including Facebook, Whatsapp, 
Twi�er, and mobile money transfer services.10

In April 2018, the Ugandan communica�ons 
regulator directed online data communica�on 
service providers, that include; online publishers, 
online news pla�orms and online radio and 
television operators, to apply and obtain 
authorisa�on from the commission within a period of 
one month or risk having their websites and/or 
streams being blocked by Internet Service Providers 
(ISPs).11 The regulator later published a list of the 
licenced providers, who were each required to pay 
USD 20. 

On 29, April 2019, UCC ordered internet service 
providers to shut down all unauthorized news sites 
following a direc�ve requiring online data 
communica�on service providers, including 
publishers, news pla�orms, radio and television 
operators to obtain authoriza�on.12

Later in 2019, another direc�ve was issued by UCC 
requiring all “online publishers and influencers who 
have reached a capacity of sharing communica�on 
content and also using the online publica�on for 
commercial business” to register with regulator and 
pay a USD 20 levy.13

In May 2017, a famous movie translator, Marysmats 
Matovu alias VJ Junior and his colleague, Geoffrey 
Bbosa, were arrested and charged with cyber 
harassment and offensive communica�on based on 
allegedly provoca�ve messages sent in a group 
message chain about the Uganda Film Producers 
Associa�on.14

Interna�onal Legal Framework 
on Internet Rights and Freedom
The right to freedom of expression (including on the 
internet) has been provided for under Ar�cle 19 of 
the Universal Declara�on of Human Rights, that 
states that; “Everyone has the right to freedom of 
opinion and expression; this right includes freedom 
to hold opinions without interference and to seek, 
receive and impart informa�on and ideas through 
any media and regardless of fron�ers.”15 

This right is further ar�culated within Ar�cle 19 (2) of 
the Interna�onal Covenant on Civil and Poli�cal 
Rights (ICCPR), sta�ng that; Everyone shall have the 
right to freedom of expression; this right shall include 
freedom to seek, receive and impart informa�on and 
ideas of all kinds, regardless of fron�ers, either 
orally, in wri�ng or in print, in the form of art, or 
through any other media of his choice. 

The General Comment 34 on State par�es’ 
obliga�ons under Ar�cle 19 of the Interna�onal 
Covenant on Civil and Poli�cal Rights adopted on July 
21, 2011 holds that the same rights an individual 
enjoys on line must be the same rights enjoyed 
online16. 

In 2016, the United Na�ons passed a non-binding 
resolu�on on “the promo�on, protec�on, and 
enjoyment of human rights on the Internet.”17 The 
resolu�on specifically condemns measures to 
prevent or disrupt access and calls on all States to 
refrain from and cease such measures. It further 
recognizes the importance of access to informa�on 
and privacy online for the realiza�on of the right to 
freedom of expression and to hold opinions without 
interference.18

Although there is no express right of access to the 
internet under interna�onal law, the 2016 United 
Na�ons Resolu�on urges states to “consider 
formula�ng, through transparent and inclusive 

processes with all stakeholders, and adop�ng 
na�onal Internet-related public policies that have the 
objec�ve of universal access and enjoyment of 
human rights at their core.”

On the African con�nent, Ar�cle 9 of the African 
Charter on Human and Peoples’ Rights (ACHPR) 
states that; “Every individual shall have the right to 
receive informa�on” (9(1); and “Every individual shall 
have the right to express and disseminate his opinion 
within the law.” (9(2). 

The ACHPR has also adopted several resolu�ons 
aimed at promo�ng the right to informa�on and 
freedom of expression in Africa amongst which 
include; ACHPR/Res. 362 (LIX) 2016, adopted in 
Banjul on 4 November 2016. The resolu�on reaffirms 
the fundamental right to freedom of informa�on and 
expression enshrined under Ar�cle 9 of the African 
Charter on Human and People’s Rights and in other 
interna�onal human rights instruments and 
recognizes the role of the internet in advancing 
human and people’s rights in Africa. This resolu�on 
came at a cri�cal �me when the region was 
witnessing regular internet shutdowns which 
impacted directly on freedom of expression and 
access to informa�on.

Limita�ons on the Right to 
Freedom of Expression
Both the ICCPR and ACHPR have within their 
provisions, limita�ons to the rights to freedom of 
expression. Specifically, Ar�cle 19 (3) of the ICCPR 
notes that; the exercise of the rights provided for in 
paragraph 2 of this Ar�cle carries with it special 
du�es and responsibili�es. It may, therefore, be 
subject to certain restric�ons, but these shall only be 
such as are provided by law and are necessary: (a) For 
respect of the rights or reputa�ons of others; (b) For 
the protec�on of na�onal security or of public order 
(ordre public), or of public health or morals.19 
On 21 July 2011, the UN Human Rights Commi�ee 
adopted General Comment 34 on States par�es' 
obliga�ons under Ar�cle 19 of the (ICCPR), with 
guidance to States on what the freedoms of opinion 

and expression mean in prac�ce, and therefore 
strengthens the protec�on provided by interna�onal 
law. In reference to any restric�ons, General 
Comment 34 (para 35) highlights that “When a State 
party invokes a legi�mate ground for restric�on of 
freedom of expression, it must demonstrate in 
specific and individualized fashion the precise nature 
of the threat, and the necessity and propor�onality 
of the specific ac�on taken, in par�cular by 
establishing a direct and immediate connec�on 
between the expression and the threat”.20

In Uganda, the right to freedom of expression, like 
other rights are also limited within the Cons�tu�on 
by Ar�cle 43(1) which states that; (1) In the 
enjoyment of the rights and freedoms prescribed in 
this Chapter, no person shall prejudice the 
fundamental or other human rights and freedoms of 
others or the public interest. But as noted above, any 
limita�on must pass the three-part test as provided 
for under Ar�cle 19(3) of the ICCPR.
As a signatory to various interna�onal human rights 
instruments such as the Interna�onal Covenant on 
Civil and Poli�cal Rights, the African Charter on 
Human and Peoples’ Rights and having incorporated 
progressive ar�cles within the Cons�tu�on, 
specifically on the Bill of Rights, Uganda has a duty to 
promote and advance peoples’ fundamental human 
rights online, including access to and use of the 
internet through progressive legisla�on and 
prac�ces.

About the African Declara�on on 
Internet Rights and Freedoms
The African Declara�on on Internet Rights and 
Freedoms (AfDEC) is a Pan-African ini�a�ve to 
promote human rights standards and principles of 
openness in internet policy formula�on and 
implementa�on on the con�nent. The Declara�on is 
intended to elaborate on the principles which are 
necessary to uphold human and people’s rights on 
the Internet, and to cul�vate an Internet 
environment that can best meet Africa’s social and 
economic development needs and goals.
The Declara�on builds on well-established African 
human rights documents including the African 
Charter on Human and Peoples’ Rights of 1981, the 

Windhoek Declara�on on Promo�ng an Independent 
and Pluralis�c African Press of 1991, the African 
Charter on Broadcas�ng of 2001, the Declara�on of 
Principles on Freedom of Expression in Africa of 
2002, and the African Pla�orm on Access to 
Informa�on Declara�on of 2011.

The Declara�on has iden�fied 13 key principles that

 include; Openness; Internet Access and Affordability; 
Freedom of Expression; Right to Informa�on; 
Freedom of Assembly and Associa�on on the 
Internet; Cultural and Linguis�c Diversity; Right to 
Development and Access to Knowledge; Privacy and 
Personal Data Protec�on; Security, Stability, and 
Resilience of the Internet; Marginalised Groups at 
Risk; Due Process; Democra�c Mul�-stakeholder 
Internet Governance; and Gender Equity.

This report, therefore, provides an assessment of 
Uganda’s Compliance with 11 out of the 13 Principles 
of the African Declara�on on Internet Rights and 
Freedoms. The report examines both the legal 
environment (laws and policies) and prac�ces by the 
state regarding internet freedom and rights.

Findings: Uganda’s Compliance 
to the AfDEC Principles

Openness
The AfDEC Principle on Openness requires that the 
Internet should have an open and distributed 
architecture and should con�nue to be based on 
open standards and applica�on interfaces and 
guarantee interoperability so as to enable a common 
exchange of informa�on and informa�on.

In 2014, the government, through the Na�onal 
Informa�on Technology Authority, issued guidelines 
for developing government websites that 
emphasized the need to use open standard-based 
tools and technologies for the development of 
websites as well as content to ensure interoperability 
and accessibility of websites. The web guidelines 
adhered to the Web Content Accessibility Guidelines 
(WCAG) of the World Wide Web Consor�um (W3C). 
W3C is an interna�onal body working towards 
defining standards in web technologies and formats 
for publishing content on the web.21

Sec�on 1.4 of Guidelines on Development and 
Management of Government Websites requires all 
government MDAs to “consider the needs of a broad 
spectrum of visitors, including the general public, 
specialised audiences, people with disabili�es, those 
without access to advanced technologies, and those 
with limited English proficiency and ICT skills.”

However, a 2007 survey on Web Accessibility in 
Uganda22 established that 100% of the government 
websites whose webmasters responded to the 
survey were not accessible to users with visual 
disabili�es. Addi�onally, the majority of government 
MDA websites are in English, making them 
inaccessible to many Ugandans who cannot read and 
write in this language.23

The Openness principle also seeks to advance the 
principle of network neutrality, which requires that 
all data on the Internet must be treated in an equal 
and non-discriminatory manner, and shall not be 
charged differen�ally, according to user, content, 
site, pla�orm, applica�on, type of a�ached 
equipment, and modes of communica�on.

However, it has been reported that Uganda does not 

have robust and implementable legal protec�ons for net neutrality24, and because of this, both the government 
and telecom companies have violated the principle in the past, with �ered pricing of the communica�on 
services and social media blocking.25 In 2005, UCC passed the Telecommunica�ons (Tariffs and Accoun�ng) 
Regula�ons,26 to regulate the pricing of telecommunica�ons services and accoun�ng by telecommunica�ons 
operators. Unfortunately, as noted earlier, the regula�ons are largely unenforceable.
The AfDEC Principle on Openness also demands that there should be no special privileges for, or obstacles 
against, the exchange of informa�on online or any party or content on economic, social, cultural or poli�cal 
grounds.

There have been a number of policies and prac�ces that have however served to undermine these principles. 
Specifically, the passage of the Uganda Excise Duty (Amendment) Bill 2018, which introduced taxa�on of 
“over-the-top” (OTT) services, and raised taxes on other telecommunica�ons services violated this principle 
which requires service providers to treat all internet traffic equally, and not block or thro�le access to online 
content and services. 

According to figures from the UCC, the number of subscribers reduced by two and a half million from 16 million 
to 13.5 million subscribers between July and September 2018. The same trend was noted in the amount of 
revenue falling from Uganda Shillings (UGX) 5.6 billion in July 2018, to UGX 3.96 billion in September 2018 (see 
table below). 

Recommenda�ons
1. The Government of Uganda should consider the expansion of the scope of the guidelines27 for 

developing and managing government websites to cover the private sector.
2. Given the nega�ve impact that the OTT tax has had on the ability of the majority of users to access and 

use the internet, the government should consider amending the Excise Duty (Amendment) law to 
consider other avenues of raising revenue rather than imposing a tax on the internet. 

Internet Access and Affordability

Access to the Internet plays a vital role in the full 
realiza�on of human development and facilitates the 
exercise and enjoyment of a number of human rights 
and freedoms, including the right to freedom of 
expression and informa�on, the right to educa�on, 
the right to assembly and associa�on, the right to full 
par�cipa�on in social, cultural and poli�cal life and 
the right to social and economic development.

Accordingly, access and affordability policies and 
regula�ons that foster universal and equal access to 
the Internet, including fair and transparent market 
regula�on, universal service requirements and 
licensing agreements, must be adopted, according to 
the AfDEC. 

The government has put up various policies and 
strategies in place in order to foster a conducive 
environment through which users can maximize the 
social and economic benefits enabled by ICT.

In 2014, the government passed the Na�onal 
Informa�on and Communica�ons Technology Policy, 
with broad policy objec�ves of; building a 
knowledge-based human capital; promo�ng 
innova�on in economic and social systems; 
expanding ICT infrastructure and its integra�on 
throughout the country; deepening u�liza�on of ICT 
services by government, private sector, 
Non-Government Organiza�ons and ci�zenry; 
enhancing research and innova�on in ICT products, 
applica�ons, and services; and improving ICT 
governance and environment in Uganda.28

Addi�onally, Uganda’s Na�onal Vision 2040 very 
clearly iden�fies ICT access and u�liza�on not just as 
a cross-cu�ng development enabler but also as a 
major business opportunity. This provides the 
highest policy level underpinning to the impera�ve 
for universality of ICT in Uganda.29

The AfDEC principle also calls for the establishment 
of na�onal and regional Internet exchange points 

(IXPs) to ra�onalize and reduce the cost of Internet 
traffic at na�onal, local and sub-regional levels, as 
well as addressing the gender digital divide, with 
factors such as level of employment, educa�on, 
poverty, literacy and geographical loca�on resul�ng 
in African women having lower levels of access than 
men.

In 2016, the government is reported to have 
embarked on the provision of “free internet access” 
to residents within the capital city, Kampala through 
the MYUG, a new applica�on that has been 
developed by the Na�onal Informa�on and 
Communica�ons Technology (NITAU).30 The services 
have however experienced some challenges and 
don’t cover all the intended hotspots as had been 
envisaged.31 

Addi�onally, in December 2019, MTN, the largest 
telecommunica�on service provider in Uganda also 
announced the introduc�on of a range of data 
bundles that do not expire32, a�er many complaints 
from clients for loss of unused internet bundles. 
Previously, customer internet bundles would expire 
a�er 24 hours.

It is also refreshing to note that within the new 
guidelines for the Rural Communica�on 
Development Fund (RCDFII)33, the government has 
commi�ed to improving on the Connec�vity, Access, 
Affordability, and Equity for the target groups.

To date, UCC through RCDF has implemented ICT 
Computer Labs in over 1000 Secondary Schools, 
Ter�ary ins�tu�ons and Universi�es.34 The schools 
with Computer laboratory infrastructure have also 
acted as a pla�orm to provide digital literacy skills to 
the communi�es around the schools, which has 
drama�cally reduced the digital divide in the country

The Na�onal Broadband Strategy for Uganda35 
(2016-2020) defines the minimum requirements for 
high-speed transmission and access for voice, data, 

and video to homes and businesses and sets the 
target to be achieved within the five-year period. 
Some of the key targets defined for the five-year 
period include raising the minimum broadband 
speeds from 512kbps (in 2014/15) to 3Mbps and 
reducing the cost per Mbps of broadband in rela�on 
to average income by 10%. The strategy also seeks to 
achieve 100% broadband connec�vity at all district 
and sub-county headquarters, health centre IVs, 
ter�ary ins�tu�ons and secondary schools by 2020.36

Unfortunately, internet access and affordability is 
s�ll a challenge for large sec�ons of the popula�on 
especially the poor, rural popula�ons, women, and 
persons with disabili�es. This is because while 
internet access has become more affordable, 
par�cularly on mobile phones, costs are s�ll 
expensive for many Ugandans.37 Within East Africa, 
Ugandans are reported to be paying the highest 
prices to access mobile internet, at an average of 
$4.69 (Shs 17, 231) for 1GB [gigabyte] of data, 
compared to her neighbors in Rwanda who are 
paying an average of $0.56 or (Shs 2,057) for 1GB of 
data, with Burundi and Kenya, paying $2 (Shs7,344) 
and $2.73 (Shs10,024) for 1GB, respec�vely.38 The 
introduc�on of a daily UGX 200 (USD $0.05) tax on 
social media use in July 2018 is reported to have le� 
millions unconnected due to the increased costs.39 

Other factors that have affected access and 
affordability include limited access to electricity as it 
is mostly concentrated in urban areas and further 
impedes access to ICTs.40

Recommenda�ons
1. The government should review and expedite 

the full implementa�on of the Na�onal 
Broadband Strategy, which expires within 
less than a year, 2020.

2. The government should expand the free 
Wi-Fi program to other areas outside of 
Kampala and Entebbe. 

3. The government should work with and 
incen�vize telecommunica�on companies to 
provide special rates for the rural poor so as 
to reduce the costs of mobile internet in the 
country.

4. Review the revenue collec�on concept as the 
OTT tax has definitely had a nega�ve effect 
on both revenue and internet access and 
affordability.

Freedom of Expression

Principle 3 of the African Declara�on on Internet 
Rights and Freedoms notes that; “Everyone has the 
right to hold opinions without interferences. 
Everyone has a right to freedom of expression which 
includes the freedom to seek, receive, impart 
informa�on and ideas of all kinds through the 
internet and digital technologies, regardless of 
fron�ers”. The principle acknowledges the 
non-absoluteness of the rights but however notes 
that any restric�ons must be provided for by law, 
pursue a legi�mate aim as expressly listed under 
interna�onal law. 

In Uganda, the right to freedom of expression, and 

access to informa�on are provided for under the 
Cons�tu�on41, and although not explicitly defined 
within the cons�tu�on, this right includes the 
“freedom to seek, receive and impart informa�on 
and ideas of all kinds, regardless of fron�ers, either 
orally, in wri�ng or in print, in the form of art, or 
through any other media (including the internet) of 
his choice.”42 

Although the right to freedom of expression, 
especially online, like many others is not absolute, 
under both interna�onal law and the Ugandan 
Cons�tu�on, the AfDEC notes that “Content 
blocking, filtering, removal and other technical or 
legal limits on access to content cons�tute serious 
restric�ons on freedom of expression and can only 
be jus�fied if they strictly comply with interna�onal 
human rights law, which says that any restric�ons 
should be; (a) Prescribed by law; (b) Serve a 
legi�mate purpose for the protec�on of reputa�on, 
na�onal security, public order, public health or 
morals; and, (c)  It must be necessary to achieve the 
prescribed purpose.43

However, at the height of what came to be known as 
the Arab Spring, the government is reported to have 
ordered Telecom companies to block and regulate 
text messages that could ins�gate hatred, violence, 
and unrest during the presiden�al elec�on period, 
February 2011.44 A few months later, in April 2011, 
UCC instructed ISPs to temporarily block access to 
Facebook and Twi�er for 24 hours “to eliminate the 
connec�on and sharing of informa�on that incites 
the public.” The order came in the heat of the ‘walk 
to work’ protests in various towns over rising fuel and 
food prices.45

In 2016, there were to be two addi�onal episodes of 
internet shutdowns, in February 2016 during the 
elec�ons and May 2016, during the swearing-in of 
the President. In ordering the shutdowns, the 
government cited na�onal security concerns as the 
main reason. The president is reported to have told 
journalists that he ordered the shutdowns because; 
“Steps must be taken for security to stop so many 
ge�ng in trouble, it is temporary because some 

people use those pathways for telling lies,”46

The AfDEC principle on Freedom of Expression also 
requires that “No-one should be held liable for 
content on the Internet of which they are not the 
author” and seeks to limit the liability of 
intermediaries. Under sec�on 29 of the 2011 
Electronic Transac�ons Act,  intermediaries are 
protected from any liability on content shared by 
third par�es, sta�ng that “a service provider shall not 
be subject to civil or criminal liability in respect of 
third-party material which is in the form of electronic 
records to which he or she merely provides access.”47 
This is a posi�ve provision that should be protected 
by the state.

The AfDEC Principle on Freedom of Expression also 
emphasizes the important role that a safe and secure 
opera�ng environment for internet users if they are 
to meaningfully par�cipate in online expression – 
sharing opinions and ideas. The government has put 
in place a number of commendable measures to curb 
online, safety especially among children and youths. 
The Computer Misuse Act (2011) under sec�on 23 
criminalizes child online sexual exploita�on. This 
scope covers any person who par�cipates in the 
development, sharing, transmission or storage of 
child sexual abuse material.48

 
In addi�on, the Na�onal Informa�on Technology 
Authority – Uganda (NITA-U) in collabora�on with 
the Internet Society Uganda Chapter led to the 
development of an Online Safety Educa�on Toolkit as 
a useful and convenient learning resource for 
children and youth on how best to stay safe online in 
their daily use of the internet.49

The same Act also criminalizes cyber harassment 
(Art. 23), offensive communica�on (Art. 24) as well as 
cyberstalking (Art. 26). Specifically, Ar�cle 26 states 
that; “Any person who willfully, maliciously, and 
repeatedly uses electronic communica�on to harass 
another person and makes a threat with the intent to 
place that person in reasonable fear for his or her 
safety or to a member of that person's immediate 

family commits the crime of cyberstalking and is 
liable on convic�on to a fine not exceeding one 
hundred and twenty currency points or 
imprisonment not exceeding five years or both.”

Unfortunately, the majority of those affected, 
especially the vic�ms whose pictures and videos 
have been leaked online are the first persons to be 
interrogated by law enforcement agencies. In 2018, 
when Ugandan model Judith Heard had her pictures 
published without her consent, she not only found 
herself under arrest but also under a�ack in the 
media and online.50

Recommenda�ons

1. The government should ensure that any 
orders to shut or slow down the internet 
must be done in accordance with the law and 
due process should be followed as laid down 
in Ar�cle 3 of the AfDEC Principle and other 
interna�onal human rights laws.

2. The government should amend laws, such as 
the Computer Misuse Act, to bring them into 
line with Uganda’s cons�tu�on and its 
obliga�ons under interna�onal law regarding 
freedom of expression and access to 
informa�on.

Right to Informa�on
This AfDEc principle notes that “The Internet offers 
new opportuni�es to access informa�on, and for 
governments to communicate with people, using 
open data. Open data and new forms of online 
consulta�on can empower people to take a more 
ac�ve part in public affairs.

Data and informa�on held by governments should be 

made publicly accessible, including being released 
proac�vely and rou�nely, except where legi�mate 
grounds for restric�ng access comply with the rule of 
law, including relevant freedom of informa�on 
legisla�on.

Freedom of informa�on is an integral part of the 
fundamental right of freedom of expression, as 
recognized by Resolu�on 59 of the United Na�ons 
General Assembly adopted in 1946, as well as by 
Ar�cle 19 of the Universal Declara�on of Human 
Rights (1948), which states that Everyone has the 
right to freedom of opinion and expression; this right 
includes freedom to hold opinions without 
interference and to seek, receive and impart 
information and ideas through any media and 
regardless of frontiers”.

Although the 1995 Cons�tu�on of the Republic of 
Uganda guarantees the right of access to 
informa�on,51 with an enabling Act and regula�ons 
providing for the same, the spirit of the current 
legisla�on is more restric�ve, with ci�zens required 
to submit informa�on requests as opposed to 
requiring informa�on officers to proac�vely 
disseminate informa�on.

In 2014, the Government of Uganda with support 
from civil society (AFIC and CIPESA) established an 
online portal for receiving and responding to 
informa�on requests52. However, despite being a 
great ini�a�ve, AFIC’s recent analysis of the pla�orm 
indicated that since 2014, the pla�orm has 6,123 
users registered, 4,059 requests were made to 110 
MDAs. Of 4,059 requests, 80.9% were awai�ng a 
response, 5.2 % were under review, and only 4.5% 
had been par�ally responded to, while 4.3% were 
successful, in that order.

The AfDEC requires exis�ng obliga�on on public 
bodies to share all informa�on produced with the 

support of public funds, subject only to clearly 
defined rules set out in law, as established by the 
Declara�on of Principles on Freedom of Expression in 
Africa, shall extend to the proac�ve release of such 
informa�on on the Internet in openly licensed, freely 
re-usable formats.

According to sec�on 3 (d) of the Access to 
Informa�on Act, every ci�zen is supposed to access 
informa�on easily and in a �mely manner. The Act 
provides for a maximum of 21 days within which a 
ci�zen’s informa�on request is responded to. 
However, the delayed release of informa�on due to 
fear and/or bureaucracy coupled with ignorance 
have made the right to informa�on imprac�cable in 
some circumstances.53

Addi�onally, while ar�cle 41 o�he Ugandan 
Cons�tu�on provides for the right of access to 
informa�on with two excep�ons: where the release 
of the informa�on is likely to prejudice the security 
or sovereignty of the State or interfere with the right 
to privacy of any other person, the Access to 
Informa�on Law, itself in Part III (sec�on 23 - 34) lists 
exemp�ons which are too wide in scope and 
contradict the cons�tu�on. These exemp�ons, which 
include cabinet minutes and those of its commi�ees, 
limit the enjoyment of the right to informa�on by 
restric�ng access to vital records.54

Recommenda�ons
1. The government should amend the 

retrogressive restric�ons within the enabling 
laws such as the Access to Informa�on Act, 
and the Official Secrets Act that undermine 
proac�ve disclosure of informa�on, 
especially online.

2. The government should equip their staff with 
the skills and knowledge as well as tools to 
proac�vely use online pla�orms to share 
data held by government public bodies.

3. Parliament should amend the Access to 
Informa�on Act to provide for online 
informa�on requests

4. Government should undertake promo�onal 

measures for the effec�ve implementa�on 
of the Access to Informa�on Act

5. The Uganda Human Rights Commission 
should undertake measures to promote 
ci�zens’ enjoyment of their right to 
informa�on through online and offline 
channels. 

Freedom of Assembly and 
Associa�on and the Internet
This AfDEC principle states that; “Everyone has the 
right to use the Internet and digital technologies in 
rela�on to freedom of assembly and associa�on, 
including through social networks and pla�orms. It 
further notes; “The Internet can augment the 
opportuni�es and capabili�es of individuals and 
groups to form associa�ons and to manage 
organiza�ons and associa�ons.”

Addi�onally, “It can increase the membership and 
reach of associa�ons by allowing groups of people to 
communicate despite physical boundaries. It 
provides new tools for those organizing assemblies 
offline, as well as the possibility of conduc�ng 
assemblies and protests online.”

African states are therefore called upon to limit the 
shu�ng down or blocking of access to social 
networking pla�orms, and in fact, the Internet in 
general, as these ac�ons cons�tute direct 
interference with this right. 

But as highlighted above, under Freedom of 
Expression, the government has on several occasions 
been reported to have ordered the shutdown of the 
internet and access to other social media pla�orms 
such as Facebook, Twi�er, and WhatsApp, greatly 
affec�ng ci�zens access and use of the internet.

Recommenda�ons
1. Any a�empts by the Government should be 

done within the parameters of interna�onal 
human rights law - (a) Prescribed by law; (b) 
Serve a legi�mate purpose for protec�on of 
reputa�on, na�onal security, public order, 

public health or morals; and, (c)  It must be 
necessary to achieve the prescribed 
purpose.55 

2. The government should con�nue with efforts 
to expand access and affordability of the 
internet and digital technologies to a wider 
majority of the popula�on for them to enjoy 
the benefits brought about by these 
technological advances, including freedom of 
assembly and associa�on. 

Cultural and Linguis�c Diversity
This AfDEC Principle is cognizant of the rich linguis�c 
and cultural diversity which exists on the African 
con�nent and calls for its promo�on, especially 
online. Specifically, the principle calls upon states to 
put in place comprehensive policies, and alloca�on of 
resources, to support the development and use of 
tools to facilitate linguis�c diversity on the Internet. 
This includes the promo�on of technology and 
content required to access and use domain names, 
so�ware, services, and content in all languages and 
scripts. 

In 2006, Uganda passed the Na�onal Culture Policy 
that sought to among other things; To promote and 
strengthen Uganda’s diverse cultural iden��es; 
enhance social cohesion, collabora�on, and 
par�cipa�on of all people in cultural life; promote 
community ac�on on cultural prac�ces that promote 
and that impinge on human dignity; and conserve, 
protect and promote Uganda’s tangible and 
intangible cultural heritage.56

Government also commi�ed to foster the crea�on of 
varied local and na�onal content, including that 
available in the language of users, and give 
recogni�on and support to ICT-based work in all 
ar�s�c fields through public/private partnerships as 
well as support efforts to develop and use ICTs for 
the preserva�on of natural and, cultural heritage, 
keeping ICT accessible as a living part of today’s 
culture through the Na�onal ICT Policy of 2014.57 

The government also commi�ed to developing 
systems that ensure con�nued access to archived 
digital informa�on and mul�media content in digital 
repositories, and support archives, cultural 

collec�ons, and libraries58

There has however been very slow progress in the 
promo�on of indigenous languages online as only a 
few local languages are represented online. For 
example, news on websites owned by the Vision 
group is only available in four local languages (out of 
40 languages and 56 na�ve dialects) Bukedde 
(Luganda); Etop (Ateso); Rupiny (Acholi) and Orumuri 
(Runyankore).59 

According to the 2018 Freedom House report on 
Internet freedom in Uganda, the Google Uganda 
domain is available in five local languages, while the 
Firefox web browser can be accessed in two 
languages, Luganda and Acholi. The report notes that 
as of early 2018, Wikipedia can be accessed in 
Luganda, with about 1,000 ar�cles translated.60 

Recommenda�ons
1. The government should work with key 

providers – Google, Firefox and others to 
have more local languages on their domains

2. The government should expedite the 
implementa�on of Na�onal ICT Policy, 2014, 
especially the provisions of culture diversity

Right to Development and 
Access to Knowledge
The AfDEC Principle notes that “Developing media 
and informa�on literacy is essen�al in ensuring that 
consumers of media products have the skills to find 
evaluate and engage with various types of 
informa�on, including those relevant for their social, 
economic, cultural and poli�cal development.

The principle also calls upon the government to 
priori�es policies that improve girls’ access to quality 
educa�on and ICT, gender mainstreaming in Science, 
Technology, Engineering and Mathema�cs (STEM) 
policies, and family-friendly policies in STEM 
workplaces.
In 2017, the Ministry of ICT and Na�onal Guidance 
embarked on the Digital Vision Uganda ini�a�ve61 

that aims to leverage technological innova�ons to 
meet various na�onal and interna�onal goals 
including universal inclusion, sustainable 
development, economic progress, and poverty 
eradica�on. 

This campaign aims to achieve a unified ac�on plan 
that draws on various ini�a�ves from all sectors and 
focuses on technology-based empowerment, thus 
fostering relevant ICT use62. While the Digital Vision 
Uganda campaign aims to address per�nent ICT 
development issues that will improve ICT access, 
usage and, penetra�on, the strategy is s�ll under 
development with implementa�on yet to start.63

Recommenda�ons
1. The government should fully implement the 

Digital Vision Uganda campaign and other 
policy frameworks, including the ICT policy, 
broadband policy.

Privacy and Personal Data 
Protec�on
The growth and penetra�on of informa�on and 
communica�on technologies, especially the internet 
partly aided by an increase in mobile phone 
subscrip�ons and increased use of smartphones has 
resulted in increased collec�on, processing and 
sharing of personal biometric data, including by 
business enterprises. Unfortunately, many internet 
users are not aware of the implica�ons of their use of 
the web and how their rights are compromised by 
their internet usage or how their data is 
automa�cally gathered or processed without their 
knowledge and sold or linked with other sources to 
produce a complex record of several aspects of their 
lives.64

AfDEC Principles requires that “Personal data or 
informa�on shall only be collected and/or processed 

by states and non-state actors such as access 
providers, mail providers, hosts, and other 
intermediaries, in compliance with well-established 
data protec�on principles, including the following: 
personal data or informa�on must be processed 
fairly and lawfully; personal data or informa�on must 
be obtained only for one or more specified and lawful 
purposes; among others. 

Although the Uganda Cons�tu�on provides for the 
right to privacy and data protec�on65, it wasn’t un�l 
December 2018 that parliament passed the Privacy 
and Data Protec�on Act that was assented to by the 
President in February 2019.66

The principle notes that “Mass or indiscriminate 
surveillance of individuals or the monitoring of their 
communica�ons, cons�tutes a dispropor�onate 
interference, and thus a viola�on, of the right to 
privacy, freedom of expression and other human 
rights”. 

It is further noted that “targeted surveillance of 
online communica�ons must be governed by clear 
and transparent laws which, at a minimum, comply 
with the following basic principles: first, 
communica�ons surveillance must be both targeted 
and based on reasonable suspicion of commission or 
involvement in the commission of serious crime; 
second, communica�ons surveillance must be 
judicially authorized and individuals placed under 
surveillance must be no�fied that their 
communica�ons have been monitored as soon as 
prac�cable a�er the conclusion of the surveillance 
opera�on; third, the applica�on of surveillance laws 
must be subject to strong parliamentary oversight to 
prevent abuse and ensure the accountability of 
intelligence services and law enforcement agencies.”

Unfortunately, once again the legal environment and 
prac�ces regarding communica�on surveillance and 
intercep�on of communica�on in Uganda go against 
the provisions of the principle. 

The Regula�on of Intercep�on of Communica�ons 
Act, 201067 provides for lawful intercep�on and 
monitoring of communica�ons in the course of their 
transmission through telecommunica�ons, postal or 
any other related services or systems in Uganda. 
Specifically, Sec�on 8 of this Act requires service 
providers to ensure that their telecommunica�on 
systems are always technically capable of suppor�ng 
lawful intercep�on. 

The right to privacy is further limited by the 
An�-Terrorism Act, 2002, which provides for 
intercep�on of communica�ons, specifically, sec�on 
19 (1) which states that “… an authorized officer shall 
have the right to intercept the communica�ons or a 
person and otherwise conduct surveillance of a 
person under this Act.”

Recommenda�ons
1. Expedite the implementa�on of the Data 

Protec�on Act 
2. Reduce the opportuni�es for mass 

surveillance to guard against infringement 
on peoples’ right to privacy and protec�on of 
their personal data.

3. Review and harmonize the laws that provide 
for the surveillance and intercep�on of 
communica�on in view of the new data 
protec�on law provisions.

Security, Stability and Resilience 
of the Internet
The principle requires that everyone has the right to 
enjoy secure connec�ons to and on the Internet 
including protec�ng from services and protocols that 
threaten the security, stability, and resilience of the 
Internet.

States are therefore urged to recognize in their 
legisla�on and prac�ces that encryp�on is a basic 
requirement for the protec�on of the confiden�ality 
and security of informa�on. States should promote 

end-to-end encryp�on as the basic standard for the 
protec�on of the rights to freedom of expression and 
privacy online and promote the use of open-source 
so�ware.

However sec�on 10 of the Regula�on of Intercep�on 
of Communica�ons Act 2010, provides for disclosure 
of protected (encrypted) informa�on with failure to 
comply with the disclosure no�ce a�rac�ng a fine 
not exceeding one hundred and twenty currency 
points or to imprisonment for a period not exceeding 
five years, or both upon convic�on.
 
Although a January 2019 report on the State of 
Privacy in Uganda68 by Privacy Interna�onal notes 
that there does not appear to be any restric�on on 
the use of encryp�on in Uganda. And that the use of 
end-to-end encrypted messaging applica�ons, 
par�cularly WhatsApp, are popular.

Recommenda�ons
1. The government should consider repealing 

sec�on 10 of the RICA that criminalizes the 
failure to disclose encrypted informa�on.

Marginalized Groups and Groups at Risk
Despite the recent advances in the ICT and internet, 
with a greater number of people now having access 
to and using these, many marginalized groups of 
people, including persons with disabili�es, rural 
communi�es, the elderly, and women s�ll find it hard 
to access and use digital technologies and thus 
con�nue to miss out on the benefits that the 
technologies bring.

Several factors, including high literacy levels, the 
s�ll-high costs of the internet, poor implementa�on 
of enabling policies among others.

Under this principle, states and non-state actors are 
required to respect and protect the right of all 

individuals to have access to and use the Internet. 
However, recent prac�ces, including the introduc�on 
of the OTT tax have instead served to widen the 
digital divide gap. It has been reported that the social 
media tax has raised the internet connec�on costs by 
10% for Uganda’s poorest residents, and in turn le� 
them with less access to informa�on.69

 
The situa�on is however much worse for persons 
with disabili�es, as the costs of assis�ve technologies 
that would aid them access to and use the internet 
and other ICT is quite high.70 

Recommenda�ons
1. Review and consider amending the social 

media tax to reduce the exclusion
2. Reduce ICT access costs for marginalized 

groups, especially the elderly and persons 
with disabili�es

3. Introduce incen�ves to services providers to 
expand their networks to rural areas

Gender Equality
As earlier discussed, women are among the 
marginalized groups that con�nue to lag behind 
when accessing and using ICT, especially the internet. 
A survey carried out in 2014 by the Uganda 
Communica�ons Commission found that only 6% of 
women in Uganda are online. And only 21% of 
women reported having used the internet, versus 
61% for men.71 

Like the other marginalized groups, the gender gap in 
internet access is also perpetuated by several factors 
including limited access to the internet, lack of digital 
skills and empowerment of women, affordability of 
ICT services especially broadband connec�vity, 

relevant content as well as safety of women online.72

The AfDEC principle on gender equity calls upon key 
stakeholders to ensure that the processes and 
mechanisms that enable the full, ac�ve and equal 
par�cipa�on of women and girls in decision making 
about how the Internet is shaped and governed are 
developed and strengthened.

Recommenda�ons
1. The laws enacted and any bill to be passed 

must-have women’s unique perspec�ves 
and views integrated to produce a robust law 
that is gender-sensi�ve73

2. Women should be trained and skilled in how 
to access and use the internet safely and 
securely

3. The government should set up a Monitoring 
and Evalua�on Framework for all gender and 
ICT policies so that actual benefit accrues to 
the common person74

Conclusion
There indeed some posi�ve steps, especially the legal 
framework that Uganda has adopted to ensure 
compliance to the key principles as laid out in the 
African Declara�on on Internet Rights and Freedoms 
– including the ICT Policies, the Access to Informa�on 
Laws, the Cons�tu�onal provisions, the Data 
Protec�on Act, the Income Tax Act of 2018 that 
introduced the social media tax among others. There 
are however other laws whose provisions are quite 
retrogressive and these need to be amended, 
especially those that infringe on privacy and personal 
data protec�on such as the Regula�on of 
Intercep�on of Communica�ons Act, the Computer 
Misuse Act among others.
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Introduc�on

The Internet is considered the most disrup�ve 
informa�on and communica�on technology that has 
revolu�onized the free flow of informa�on between 
individuals by offering anyone with an Internet 
connec�on, the ability to gather and disseminate 
news, informa�on, and opinions.1 

In the light of its accessibility and its capacity to store 
and communicate vast amounts of informa�on, the 
Internet plays an important role in enhancing the 
public’s access to news and facilita�ng the 
dissemina�on of informa�on in general.2

As of December 2018, Uganda had an es�mated 19 
million internet users, about 42% of the total 
popula�on.3 This growth in internet penetra�on has 
partly been aided by the increase in mobile telephony 
penetra�on which stood at 22 million subscribers, 
with almost 10 million accessing the internet through 
the mobile as of June 2018.4

The internet is helping develop spaces that can 
empower people, helping them communicate, 
collaborate and exchange views and informa�on, and 
this represents, the ‘democra�za�on’ of freedom of 
expression as it is no longer necessary to rely upon 
professional journalists or gatekeepers to act as public 
spokespeople for our views.5

Uganda has passed several laws and policies, some of 
which contain progressive provisions that advance the 
rights to freedom of expression. Principally, the right 
to freedom of expression and access to informa�on is 
cons�tu�onally guaranteed under Ar�cles 29 (1) (a) 
and 41, respec�vely. Other legal framework include; 

the Access to Informa�on Act, 2005 that seeks to 
promote an efficient, effec�ve, transparent and 
accountable government as well as to give effect to 
Ar�cle 41 of the Cons�tu�on by providing the right of 
access to informa�on held by organs of the State; the 
Computer Misuse Act, 2011 that seeks to make 
provision for the safety and security of electronic 
transac�ons and informa�on systems; to prevent 
unlawful access, abuse or misuse of informa�on 
systems6; the Uganda Communica�ons Commission 
(UCC) Act, 2013 that mandates the Commission, 
under Sec�on 5(L) to promote research into the 
development and use of new communica�ons 
techniques and technologies, including those which 
promote accessibility to communica�ons services for 
persons with disabili�es, as well as the Uganda 
Na�onal Vision 2040 which clearly iden�fies ICT 
access and u�liza�on not just as a cross-cu�ng 
development enabler but also as a major business 
opportunity, providing the highest policy level 
underpinning to the impera�ve for universality of ICT 
in Uganda.7

Unfortunately, even with these progressive legal 
frameworks, there are a number of other laws, 
policies, and prac�ces that have been adopted and 
have had a nega�ve effect on the ci�zens’ enjoyment 
of their rights to freedom of expression and online 
expression; for example, the An�-Terrorism Act of 
2002, under which intercep�on of communica�ons 
may be conducted on grounds such as safeguarding of 
the public interest; preven�on of the viola�on of the 
fundamental and other human rights and freedoms of 
any person from terrorism; preven�on or detec�ng 
the commission of any offence; and safeguarding the 
na�onal economy from terrorism,8 the 2011 
Computer Misuse Act, which criminalised cyber 
harassment (sec�on 24)  and “offensive 
communica�on under sec�on 25. 

Addi�onally, several provisions within these laws 
have been used to increasingly put pressure on 
private actors to censor content which the state 
deems illegal or simply “harmful to na�onal 
security.”9 

In 2016, UCC ordered the shutdown of internet 
access on the eve of the presiden�al elec�ons vo�ng 
day in February, ci�ng “na�onal security”, as well as 
during the inaugura�on in May 2016, affec�ng social 
media pla�orms including Facebook, Whatsapp, 
Twi�er, and mobile money transfer services.10

In April 2018, the Ugandan communica�ons 
regulator directed online data communica�on 
service providers, that include; online publishers, 
online news pla�orms and online radio and 
television operators, to apply and obtain 
authorisa�on from the commission within a period of 
one month or risk having their websites and/or 
streams being blocked by Internet Service Providers 
(ISPs).11 The regulator later published a list of the 
licenced providers, who were each required to pay 
USD 20. 

On 29, April 2019, UCC ordered internet service 
providers to shut down all unauthorized news sites 
following a direc�ve requiring online data 
communica�on service providers, including 
publishers, news pla�orms, radio and television 
operators to obtain authoriza�on.12

Later in 2019, another direc�ve was issued by UCC 
requiring all “online publishers and influencers who 
have reached a capacity of sharing communica�on 
content and also using the online publica�on for 
commercial business” to register with regulator and 
pay a USD 20 levy.13

In May 2017, a famous movie translator, Marysmats 
Matovu alias VJ Junior and his colleague, Geoffrey 
Bbosa, were arrested and charged with cyber 
harassment and offensive communica�on based on 
allegedly provoca�ve messages sent in a group 
message chain about the Uganda Film Producers 
Associa�on.14

Interna�onal Legal Framework 
on Internet Rights and Freedom
The right to freedom of expression (including on the 
internet) has been provided for under Ar�cle 19 of 
the Universal Declara�on of Human Rights, that 
states that; “Everyone has the right to freedom of 
opinion and expression; this right includes freedom 
to hold opinions without interference and to seek, 
receive and impart informa�on and ideas through 
any media and regardless of fron�ers.”15 

This right is further ar�culated within Ar�cle 19 (2) of 
the Interna�onal Covenant on Civil and Poli�cal 
Rights (ICCPR), sta�ng that; Everyone shall have the 
right to freedom of expression; this right shall include 
freedom to seek, receive and impart informa�on and 
ideas of all kinds, regardless of fron�ers, either 
orally, in wri�ng or in print, in the form of art, or 
through any other media of his choice. 

The General Comment 34 on State par�es’ 
obliga�ons under Ar�cle 19 of the Interna�onal 
Covenant on Civil and Poli�cal Rights adopted on July 
21, 2011 holds that the same rights an individual 
enjoys on line must be the same rights enjoyed 
online16. 

In 2016, the United Na�ons passed a non-binding 
resolu�on on “the promo�on, protec�on, and 
enjoyment of human rights on the Internet.”17 The 
resolu�on specifically condemns measures to 
prevent or disrupt access and calls on all States to 
refrain from and cease such measures. It further 
recognizes the importance of access to informa�on 
and privacy online for the realiza�on of the right to 
freedom of expression and to hold opinions without 
interference.18

Although there is no express right of access to the 
internet under interna�onal law, the 2016 United 
Na�ons Resolu�on urges states to “consider 
formula�ng, through transparent and inclusive 

processes with all stakeholders, and adop�ng 
na�onal Internet-related public policies that have the 
objec�ve of universal access and enjoyment of 
human rights at their core.”

On the African con�nent, Ar�cle 9 of the African 
Charter on Human and Peoples’ Rights (ACHPR) 
states that; “Every individual shall have the right to 
receive informa�on” (9(1); and “Every individual shall 
have the right to express and disseminate his opinion 
within the law.” (9(2). 

The ACHPR has also adopted several resolu�ons 
aimed at promo�ng the right to informa�on and 
freedom of expression in Africa amongst which 
include; ACHPR/Res. 362 (LIX) 2016, adopted in 
Banjul on 4 November 2016. The resolu�on reaffirms 
the fundamental right to freedom of informa�on and 
expression enshrined under Ar�cle 9 of the African 
Charter on Human and People’s Rights and in other 
interna�onal human rights instruments and 
recognizes the role of the internet in advancing 
human and people’s rights in Africa. This resolu�on 
came at a cri�cal �me when the region was 
witnessing regular internet shutdowns which 
impacted directly on freedom of expression and 
access to informa�on.

Limita�ons on the Right to 
Freedom of Expression
Both the ICCPR and ACHPR have within their 
provisions, limita�ons to the rights to freedom of 
expression. Specifically, Ar�cle 19 (3) of the ICCPR 
notes that; the exercise of the rights provided for in 
paragraph 2 of this Ar�cle carries with it special 
du�es and responsibili�es. It may, therefore, be 
subject to certain restric�ons, but these shall only be 
such as are provided by law and are necessary: (a) For 
respect of the rights or reputa�ons of others; (b) For 
the protec�on of na�onal security or of public order 
(ordre public), or of public health or morals.19 
On 21 July 2011, the UN Human Rights Commi�ee 
adopted General Comment 34 on States par�es' 
obliga�ons under Ar�cle 19 of the (ICCPR), with 
guidance to States on what the freedoms of opinion 

and expression mean in prac�ce, and therefore 
strengthens the protec�on provided by interna�onal 
law. In reference to any restric�ons, General 
Comment 34 (para 35) highlights that “When a State 
party invokes a legi�mate ground for restric�on of 
freedom of expression, it must demonstrate in 
specific and individualized fashion the precise nature 
of the threat, and the necessity and propor�onality 
of the specific ac�on taken, in par�cular by 
establishing a direct and immediate connec�on 
between the expression and the threat”.20

In Uganda, the right to freedom of expression, like 
other rights are also limited within the Cons�tu�on 
by Ar�cle 43(1) which states that; (1) In the 
enjoyment of the rights and freedoms prescribed in 
this Chapter, no person shall prejudice the 
fundamental or other human rights and freedoms of 
others or the public interest. But as noted above, any 
limita�on must pass the three-part test as provided 
for under Ar�cle 19(3) of the ICCPR.
As a signatory to various interna�onal human rights 
instruments such as the Interna�onal Covenant on 
Civil and Poli�cal Rights, the African Charter on 
Human and Peoples’ Rights and having incorporated 
progressive ar�cles within the Cons�tu�on, 
specifically on the Bill of Rights, Uganda has a duty to 
promote and advance peoples’ fundamental human 
rights online, including access to and use of the 
internet through progressive legisla�on and 
prac�ces.

About the African Declara�on on 
Internet Rights and Freedoms
The African Declara�on on Internet Rights and 
Freedoms (AfDEC) is a Pan-African ini�a�ve to 
promote human rights standards and principles of 
openness in internet policy formula�on and 
implementa�on on the con�nent. The Declara�on is 
intended to elaborate on the principles which are 
necessary to uphold human and people’s rights on 
the Internet, and to cul�vate an Internet 
environment that can best meet Africa’s social and 
economic development needs and goals.
The Declara�on builds on well-established African 
human rights documents including the African 
Charter on Human and Peoples’ Rights of 1981, the 

Windhoek Declara�on on Promo�ng an Independent 
and Pluralis�c African Press of 1991, the African 
Charter on Broadcas�ng of 2001, the Declara�on of 
Principles on Freedom of Expression in Africa of 
2002, and the African Pla�orm on Access to 
Informa�on Declara�on of 2011.

The Declara�on has iden�fied 13 key principles that

 include; Openness; Internet Access and Affordability; 
Freedom of Expression; Right to Informa�on; 
Freedom of Assembly and Associa�on on the 
Internet; Cultural and Linguis�c Diversity; Right to 
Development and Access to Knowledge; Privacy and 
Personal Data Protec�on; Security, Stability, and 
Resilience of the Internet; Marginalised Groups at 
Risk; Due Process; Democra�c Mul�-stakeholder 
Internet Governance; and Gender Equity.

This report, therefore, provides an assessment of 
Uganda’s Compliance with 11 out of the 13 Principles 
of the African Declara�on on Internet Rights and 
Freedoms. The report examines both the legal 
environment (laws and policies) and prac�ces by the 
state regarding internet freedom and rights.

Findings: Uganda’s Compliance 
to the AfDEC Principles

Openness
The AfDEC Principle on Openness requires that the 
Internet should have an open and distributed 
architecture and should con�nue to be based on 
open standards and applica�on interfaces and 
guarantee interoperability so as to enable a common 
exchange of informa�on and informa�on.

In 2014, the government, through the Na�onal 
Informa�on Technology Authority, issued guidelines 
for developing government websites that 
emphasized the need to use open standard-based 
tools and technologies for the development of 
websites as well as content to ensure interoperability 
and accessibility of websites. The web guidelines 
adhered to the Web Content Accessibility Guidelines 
(WCAG) of the World Wide Web Consor�um (W3C). 
W3C is an interna�onal body working towards 
defining standards in web technologies and formats 
for publishing content on the web.21

Sec�on 1.4 of Guidelines on Development and 
Management of Government Websites requires all 
government MDAs to “consider the needs of a broad 
spectrum of visitors, including the general public, 
specialised audiences, people with disabili�es, those 
without access to advanced technologies, and those 
with limited English proficiency and ICT skills.”

However, a 2007 survey on Web Accessibility in 
Uganda22 established that 100% of the government 
websites whose webmasters responded to the 
survey were not accessible to users with visual 
disabili�es. Addi�onally, the majority of government 
MDA websites are in English, making them 
inaccessible to many Ugandans who cannot read and 
write in this language.23

The Openness principle also seeks to advance the 
principle of network neutrality, which requires that 
all data on the Internet must be treated in an equal 
and non-discriminatory manner, and shall not be 
charged differen�ally, according to user, content, 
site, pla�orm, applica�on, type of a�ached 
equipment, and modes of communica�on.

However, it has been reported that Uganda does not 

have robust and implementable legal protec�ons for net neutrality24, and because of this, both the government 
and telecom companies have violated the principle in the past, with �ered pricing of the communica�on 
services and social media blocking.25 In 2005, UCC passed the Telecommunica�ons (Tariffs and Accoun�ng) 
Regula�ons,26 to regulate the pricing of telecommunica�ons services and accoun�ng by telecommunica�ons 
operators. Unfortunately, as noted earlier, the regula�ons are largely unenforceable.
The AfDEC Principle on Openness also demands that there should be no special privileges for, or obstacles 
against, the exchange of informa�on online or any party or content on economic, social, cultural or poli�cal 
grounds.

There have been a number of policies and prac�ces that have however served to undermine these principles. 
Specifically, the passage of the Uganda Excise Duty (Amendment) Bill 2018, which introduced taxa�on of 
“over-the-top” (OTT) services, and raised taxes on other telecommunica�ons services violated this principle 
which requires service providers to treat all internet traffic equally, and not block or thro�le access to online 
content and services. 

According to figures from the UCC, the number of subscribers reduced by two and a half million from 16 million 
to 13.5 million subscribers between July and September 2018. The same trend was noted in the amount of 
revenue falling from Uganda Shillings (UGX) 5.6 billion in July 2018, to UGX 3.96 billion in September 2018 (see 
table below). 

Recommenda�ons
1. The Government of Uganda should consider the expansion of the scope of the guidelines27 for 

developing and managing government websites to cover the private sector.
2. Given the nega�ve impact that the OTT tax has had on the ability of the majority of users to access and 

use the internet, the government should consider amending the Excise Duty (Amendment) law to 
consider other avenues of raising revenue rather than imposing a tax on the internet. 

Internet Access and Affordability

Access to the Internet plays a vital role in the full 
realiza�on of human development and facilitates the 
exercise and enjoyment of a number of human rights 
and freedoms, including the right to freedom of 
expression and informa�on, the right to educa�on, 
the right to assembly and associa�on, the right to full 
par�cipa�on in social, cultural and poli�cal life and 
the right to social and economic development.

Accordingly, access and affordability policies and 
regula�ons that foster universal and equal access to 
the Internet, including fair and transparent market 
regula�on, universal service requirements and 
licensing agreements, must be adopted, according to 
the AfDEC. 

The government has put up various policies and 
strategies in place in order to foster a conducive 
environment through which users can maximize the 
social and economic benefits enabled by ICT.

In 2014, the government passed the Na�onal 
Informa�on and Communica�ons Technology Policy, 
with broad policy objec�ves of; building a 
knowledge-based human capital; promo�ng 
innova�on in economic and social systems; 
expanding ICT infrastructure and its integra�on 
throughout the country; deepening u�liza�on of ICT 
services by government, private sector, 
Non-Government Organiza�ons and ci�zenry; 
enhancing research and innova�on in ICT products, 
applica�ons, and services; and improving ICT 
governance and environment in Uganda.28

Addi�onally, Uganda’s Na�onal Vision 2040 very 
clearly iden�fies ICT access and u�liza�on not just as 
a cross-cu�ng development enabler but also as a 
major business opportunity. This provides the 
highest policy level underpinning to the impera�ve 
for universality of ICT in Uganda.29

The AfDEC principle also calls for the establishment 
of na�onal and regional Internet exchange points 

(IXPs) to ra�onalize and reduce the cost of Internet 
traffic at na�onal, local and sub-regional levels, as 
well as addressing the gender digital divide, with 
factors such as level of employment, educa�on, 
poverty, literacy and geographical loca�on resul�ng 
in African women having lower levels of access than 
men.

In 2016, the government is reported to have 
embarked on the provision of “free internet access” 
to residents within the capital city, Kampala through 
the MYUG, a new applica�on that has been 
developed by the Na�onal Informa�on and 
Communica�ons Technology (NITAU).30 The services 
have however experienced some challenges and 
don’t cover all the intended hotspots as had been 
envisaged.31 

Addi�onally, in December 2019, MTN, the largest 
telecommunica�on service provider in Uganda also 
announced the introduc�on of a range of data 
bundles that do not expire32, a�er many complaints 
from clients for loss of unused internet bundles. 
Previously, customer internet bundles would expire 
a�er 24 hours.

It is also refreshing to note that within the new 
guidelines for the Rural Communica�on 
Development Fund (RCDFII)33, the government has 
commi�ed to improving on the Connec�vity, Access, 
Affordability, and Equity for the target groups.

To date, UCC through RCDF has implemented ICT 
Computer Labs in over 1000 Secondary Schools, 
Ter�ary ins�tu�ons and Universi�es.34 The schools 
with Computer laboratory infrastructure have also 
acted as a pla�orm to provide digital literacy skills to 
the communi�es around the schools, which has 
drama�cally reduced the digital divide in the country

The Na�onal Broadband Strategy for Uganda35 
(2016-2020) defines the minimum requirements for 
high-speed transmission and access for voice, data, 

and video to homes and businesses and sets the 
target to be achieved within the five-year period. 
Some of the key targets defined for the five-year 
period include raising the minimum broadband 
speeds from 512kbps (in 2014/15) to 3Mbps and 
reducing the cost per Mbps of broadband in rela�on 
to average income by 10%. The strategy also seeks to 
achieve 100% broadband connec�vity at all district 
and sub-county headquarters, health centre IVs, 
ter�ary ins�tu�ons and secondary schools by 2020.36

Unfortunately, internet access and affordability is 
s�ll a challenge for large sec�ons of the popula�on 
especially the poor, rural popula�ons, women, and 
persons with disabili�es. This is because while 
internet access has become more affordable, 
par�cularly on mobile phones, costs are s�ll 
expensive for many Ugandans.37 Within East Africa, 
Ugandans are reported to be paying the highest 
prices to access mobile internet, at an average of 
$4.69 (Shs 17, 231) for 1GB [gigabyte] of data, 
compared to her neighbors in Rwanda who are 
paying an average of $0.56 or (Shs 2,057) for 1GB of 
data, with Burundi and Kenya, paying $2 (Shs7,344) 
and $2.73 (Shs10,024) for 1GB, respec�vely.38 The 
introduc�on of a daily UGX 200 (USD $0.05) tax on 
social media use in July 2018 is reported to have le� 
millions unconnected due to the increased costs.39 

Other factors that have affected access and 
affordability include limited access to electricity as it 
is mostly concentrated in urban areas and further 
impedes access to ICTs.40

Recommenda�ons
1. The government should review and expedite 

the full implementa�on of the Na�onal 
Broadband Strategy, which expires within 
less than a year, 2020.

2. The government should expand the free 
Wi-Fi program to other areas outside of 
Kampala and Entebbe. 

3. The government should work with and 
incen�vize telecommunica�on companies to 
provide special rates for the rural poor so as 
to reduce the costs of mobile internet in the 
country.

4. Review the revenue collec�on concept as the 
OTT tax has definitely had a nega�ve effect 
on both revenue and internet access and 
affordability.

Freedom of Expression

Principle 3 of the African Declara�on on Internet 
Rights and Freedoms notes that; “Everyone has the 
right to hold opinions without interferences. 
Everyone has a right to freedom of expression which 
includes the freedom to seek, receive, impart 
informa�on and ideas of all kinds through the 
internet and digital technologies, regardless of 
fron�ers”. The principle acknowledges the 
non-absoluteness of the rights but however notes 
that any restric�ons must be provided for by law, 
pursue a legi�mate aim as expressly listed under 
interna�onal law. 

In Uganda, the right to freedom of expression, and 

access to informa�on are provided for under the 
Cons�tu�on41, and although not explicitly defined 
within the cons�tu�on, this right includes the 
“freedom to seek, receive and impart informa�on 
and ideas of all kinds, regardless of fron�ers, either 
orally, in wri�ng or in print, in the form of art, or 
through any other media (including the internet) of 
his choice.”42 

Although the right to freedom of expression, 
especially online, like many others is not absolute, 
under both interna�onal law and the Ugandan 
Cons�tu�on, the AfDEC notes that “Content 
blocking, filtering, removal and other technical or 
legal limits on access to content cons�tute serious 
restric�ons on freedom of expression and can only 
be jus�fied if they strictly comply with interna�onal 
human rights law, which says that any restric�ons 
should be; (a) Prescribed by law; (b) Serve a 
legi�mate purpose for the protec�on of reputa�on, 
na�onal security, public order, public health or 
morals; and, (c)  It must be necessary to achieve the 
prescribed purpose.43

However, at the height of what came to be known as 
the Arab Spring, the government is reported to have 
ordered Telecom companies to block and regulate 
text messages that could ins�gate hatred, violence, 
and unrest during the presiden�al elec�on period, 
February 2011.44 A few months later, in April 2011, 
UCC instructed ISPs to temporarily block access to 
Facebook and Twi�er for 24 hours “to eliminate the 
connec�on and sharing of informa�on that incites 
the public.” The order came in the heat of the ‘walk 
to work’ protests in various towns over rising fuel and 
food prices.45

In 2016, there were to be two addi�onal episodes of 
internet shutdowns, in February 2016 during the 
elec�ons and May 2016, during the swearing-in of 
the President. In ordering the shutdowns, the 
government cited na�onal security concerns as the 
main reason. The president is reported to have told 
journalists that he ordered the shutdowns because; 
“Steps must be taken for security to stop so many 
ge�ng in trouble, it is temporary because some 

people use those pathways for telling lies,”46

The AfDEC principle on Freedom of Expression also 
requires that “No-one should be held liable for 
content on the Internet of which they are not the 
author” and seeks to limit the liability of 
intermediaries. Under sec�on 29 of the 2011 
Electronic Transac�ons Act,  intermediaries are 
protected from any liability on content shared by 
third par�es, sta�ng that “a service provider shall not 
be subject to civil or criminal liability in respect of 
third-party material which is in the form of electronic 
records to which he or she merely provides access.”47 
This is a posi�ve provision that should be protected 
by the state.

The AfDEC Principle on Freedom of Expression also 
emphasizes the important role that a safe and secure 
opera�ng environment for internet users if they are 
to meaningfully par�cipate in online expression – 
sharing opinions and ideas. The government has put 
in place a number of commendable measures to curb 
online, safety especially among children and youths. 
The Computer Misuse Act (2011) under sec�on 23 
criminalizes child online sexual exploita�on. This 
scope covers any person who par�cipates in the 
development, sharing, transmission or storage of 
child sexual abuse material.48

 
In addi�on, the Na�onal Informa�on Technology 
Authority – Uganda (NITA-U) in collabora�on with 
the Internet Society Uganda Chapter led to the 
development of an Online Safety Educa�on Toolkit as 
a useful and convenient learning resource for 
children and youth on how best to stay safe online in 
their daily use of the internet.49

The same Act also criminalizes cyber harassment 
(Art. 23), offensive communica�on (Art. 24) as well as 
cyberstalking (Art. 26). Specifically, Ar�cle 26 states 
that; “Any person who willfully, maliciously, and 
repeatedly uses electronic communica�on to harass 
another person and makes a threat with the intent to 
place that person in reasonable fear for his or her 
safety or to a member of that person's immediate 

family commits the crime of cyberstalking and is 
liable on convic�on to a fine not exceeding one 
hundred and twenty currency points or 
imprisonment not exceeding five years or both.”

Unfortunately, the majority of those affected, 
especially the vic�ms whose pictures and videos 
have been leaked online are the first persons to be 
interrogated by law enforcement agencies. In 2018, 
when Ugandan model Judith Heard had her pictures 
published without her consent, she not only found 
herself under arrest but also under a�ack in the 
media and online.50

Recommenda�ons

1. The government should ensure that any 
orders to shut or slow down the internet 
must be done in accordance with the law and 
due process should be followed as laid down 
in Ar�cle 3 of the AfDEC Principle and other 
interna�onal human rights laws.

2. The government should amend laws, such as 
the Computer Misuse Act, to bring them into 
line with Uganda’s cons�tu�on and its 
obliga�ons under interna�onal law regarding 
freedom of expression and access to 
informa�on.

Right to Informa�on
This AfDEc principle notes that “The Internet offers 
new opportuni�es to access informa�on, and for 
governments to communicate with people, using 
open data. Open data and new forms of online 
consulta�on can empower people to take a more 
ac�ve part in public affairs.

Data and informa�on held by governments should be 

made publicly accessible, including being released 
proac�vely and rou�nely, except where legi�mate 
grounds for restric�ng access comply with the rule of 
law, including relevant freedom of informa�on 
legisla�on.

Freedom of informa�on is an integral part of the 
fundamental right of freedom of expression, as 
recognized by Resolu�on 59 of the United Na�ons 
General Assembly adopted in 1946, as well as by 
Ar�cle 19 of the Universal Declara�on of Human 
Rights (1948), which states that Everyone has the 
right to freedom of opinion and expression; this right 
includes freedom to hold opinions without 
interference and to seek, receive and impart 
information and ideas through any media and 
regardless of frontiers”.

Although the 1995 Cons�tu�on of the Republic of 
Uganda guarantees the right of access to 
informa�on,51 with an enabling Act and regula�ons 
providing for the same, the spirit of the current 
legisla�on is more restric�ve, with ci�zens required 
to submit informa�on requests as opposed to 
requiring informa�on officers to proac�vely 
disseminate informa�on.

In 2014, the Government of Uganda with support 
from civil society (AFIC and CIPESA) established an 
online portal for receiving and responding to 
informa�on requests52. However, despite being a 
great ini�a�ve, AFIC’s recent analysis of the pla�orm 
indicated that since 2014, the pla�orm has 6,123 
users registered, 4,059 requests were made to 110 
MDAs. Of 4,059 requests, 80.9% were awai�ng a 
response, 5.2 % were under review, and only 4.5% 
had been par�ally responded to, while 4.3% were 
successful, in that order.

The AfDEC requires exis�ng obliga�on on public 
bodies to share all informa�on produced with the 

support of public funds, subject only to clearly 
defined rules set out in law, as established by the 
Declara�on of Principles on Freedom of Expression in 
Africa, shall extend to the proac�ve release of such 
informa�on on the Internet in openly licensed, freely 
re-usable formats.

According to sec�on 3 (d) of the Access to 
Informa�on Act, every ci�zen is supposed to access 
informa�on easily and in a �mely manner. The Act 
provides for a maximum of 21 days within which a 
ci�zen’s informa�on request is responded to. 
However, the delayed release of informa�on due to 
fear and/or bureaucracy coupled with ignorance 
have made the right to informa�on imprac�cable in 
some circumstances.53

Addi�onally, while ar�cle 41 o�he Ugandan 
Cons�tu�on provides for the right of access to 
informa�on with two excep�ons: where the release 
of the informa�on is likely to prejudice the security 
or sovereignty of the State or interfere with the right 
to privacy of any other person, the Access to 
Informa�on Law, itself in Part III (sec�on 23 - 34) lists 
exemp�ons which are too wide in scope and 
contradict the cons�tu�on. These exemp�ons, which 
include cabinet minutes and those of its commi�ees, 
limit the enjoyment of the right to informa�on by 
restric�ng access to vital records.54

Recommenda�ons
1. The government should amend the 

retrogressive restric�ons within the enabling 
laws such as the Access to Informa�on Act, 
and the Official Secrets Act that undermine 
proac�ve disclosure of informa�on, 
especially online.

2. The government should equip their staff with 
the skills and knowledge as well as tools to 
proac�vely use online pla�orms to share 
data held by government public bodies.

3. Parliament should amend the Access to 
Informa�on Act to provide for online 
informa�on requests

4. Government should undertake promo�onal 

measures for the effec�ve implementa�on 
of the Access to Informa�on Act

5. The Uganda Human Rights Commission 
should undertake measures to promote 
ci�zens’ enjoyment of their right to 
informa�on through online and offline 
channels. 

Freedom of Assembly and 
Associa�on and the Internet
This AfDEC principle states that; “Everyone has the 
right to use the Internet and digital technologies in 
rela�on to freedom of assembly and associa�on, 
including through social networks and pla�orms. It 
further notes; “The Internet can augment the 
opportuni�es and capabili�es of individuals and 
groups to form associa�ons and to manage 
organiza�ons and associa�ons.”

Addi�onally, “It can increase the membership and 
reach of associa�ons by allowing groups of people to 
communicate despite physical boundaries. It 
provides new tools for those organizing assemblies 
offline, as well as the possibility of conduc�ng 
assemblies and protests online.”

African states are therefore called upon to limit the 
shu�ng down or blocking of access to social 
networking pla�orms, and in fact, the Internet in 
general, as these ac�ons cons�tute direct 
interference with this right. 

But as highlighted above, under Freedom of 
Expression, the government has on several occasions 
been reported to have ordered the shutdown of the 
internet and access to other social media pla�orms 
such as Facebook, Twi�er, and WhatsApp, greatly 
affec�ng ci�zens access and use of the internet.

Recommenda�ons
1. Any a�empts by the Government should be 

done within the parameters of interna�onal 
human rights law - (a) Prescribed by law; (b) 
Serve a legi�mate purpose for protec�on of 
reputa�on, na�onal security, public order, 

public health or morals; and, (c)  It must be 
necessary to achieve the prescribed 
purpose.55 

2. The government should con�nue with efforts 
to expand access and affordability of the 
internet and digital technologies to a wider 
majority of the popula�on for them to enjoy 
the benefits brought about by these 
technological advances, including freedom of 
assembly and associa�on. 

Cultural and Linguis�c Diversity
This AfDEC Principle is cognizant of the rich linguis�c 
and cultural diversity which exists on the African 
con�nent and calls for its promo�on, especially 
online. Specifically, the principle calls upon states to 
put in place comprehensive policies, and alloca�on of 
resources, to support the development and use of 
tools to facilitate linguis�c diversity on the Internet. 
This includes the promo�on of technology and 
content required to access and use domain names, 
so�ware, services, and content in all languages and 
scripts. 

In 2006, Uganda passed the Na�onal Culture Policy 
that sought to among other things; To promote and 
strengthen Uganda’s diverse cultural iden��es; 
enhance social cohesion, collabora�on, and 
par�cipa�on of all people in cultural life; promote 
community ac�on on cultural prac�ces that promote 
and that impinge on human dignity; and conserve, 
protect and promote Uganda’s tangible and 
intangible cultural heritage.56

Government also commi�ed to foster the crea�on of 
varied local and na�onal content, including that 
available in the language of users, and give 
recogni�on and support to ICT-based work in all 
ar�s�c fields through public/private partnerships as 
well as support efforts to develop and use ICTs for 
the preserva�on of natural and, cultural heritage, 
keeping ICT accessible as a living part of today’s 
culture through the Na�onal ICT Policy of 2014.57 

The government also commi�ed to developing 
systems that ensure con�nued access to archived 
digital informa�on and mul�media content in digital 
repositories, and support archives, cultural 

collec�ons, and libraries58

There has however been very slow progress in the 
promo�on of indigenous languages online as only a 
few local languages are represented online. For 
example, news on websites owned by the Vision 
group is only available in four local languages (out of 
40 languages and 56 na�ve dialects) Bukedde 
(Luganda); Etop (Ateso); Rupiny (Acholi) and Orumuri 
(Runyankore).59 

According to the 2018 Freedom House report on 
Internet freedom in Uganda, the Google Uganda 
domain is available in five local languages, while the 
Firefox web browser can be accessed in two 
languages, Luganda and Acholi. The report notes that 
as of early 2018, Wikipedia can be accessed in 
Luganda, with about 1,000 ar�cles translated.60 

Recommenda�ons
1. The government should work with key 

providers – Google, Firefox and others to 
have more local languages on their domains

2. The government should expedite the 
implementa�on of Na�onal ICT Policy, 2014, 
especially the provisions of culture diversity

Right to Development and 
Access to Knowledge
The AfDEC Principle notes that “Developing media 
and informa�on literacy is essen�al in ensuring that 
consumers of media products have the skills to find 
evaluate and engage with various types of 
informa�on, including those relevant for their social, 
economic, cultural and poli�cal development.

The principle also calls upon the government to 
priori�es policies that improve girls’ access to quality 
educa�on and ICT, gender mainstreaming in Science, 
Technology, Engineering and Mathema�cs (STEM) 
policies, and family-friendly policies in STEM 
workplaces.
In 2017, the Ministry of ICT and Na�onal Guidance 
embarked on the Digital Vision Uganda ini�a�ve61 

that aims to leverage technological innova�ons to 
meet various na�onal and interna�onal goals 
including universal inclusion, sustainable 
development, economic progress, and poverty 
eradica�on. 

This campaign aims to achieve a unified ac�on plan 
that draws on various ini�a�ves from all sectors and 
focuses on technology-based empowerment, thus 
fostering relevant ICT use62. While the Digital Vision 
Uganda campaign aims to address per�nent ICT 
development issues that will improve ICT access, 
usage and, penetra�on, the strategy is s�ll under 
development with implementa�on yet to start.63

Recommenda�ons
1. The government should fully implement the 

Digital Vision Uganda campaign and other 
policy frameworks, including the ICT policy, 
broadband policy.

Privacy and Personal Data 
Protec�on
The growth and penetra�on of informa�on and 
communica�on technologies, especially the internet 
partly aided by an increase in mobile phone 
subscrip�ons and increased use of smartphones has 
resulted in increased collec�on, processing and 
sharing of personal biometric data, including by 
business enterprises. Unfortunately, many internet 
users are not aware of the implica�ons of their use of 
the web and how their rights are compromised by 
their internet usage or how their data is 
automa�cally gathered or processed without their 
knowledge and sold or linked with other sources to 
produce a complex record of several aspects of their 
lives.64

AfDEC Principles requires that “Personal data or 
informa�on shall only be collected and/or processed 

by states and non-state actors such as access 
providers, mail providers, hosts, and other 
intermediaries, in compliance with well-established 
data protec�on principles, including the following: 
personal data or informa�on must be processed 
fairly and lawfully; personal data or informa�on must 
be obtained only for one or more specified and lawful 
purposes; among others. 

Although the Uganda Cons�tu�on provides for the 
right to privacy and data protec�on65, it wasn’t un�l 
December 2018 that parliament passed the Privacy 
and Data Protec�on Act that was assented to by the 
President in February 2019.66

The principle notes that “Mass or indiscriminate 
surveillance of individuals or the monitoring of their 
communica�ons, cons�tutes a dispropor�onate 
interference, and thus a viola�on, of the right to 
privacy, freedom of expression and other human 
rights”. 

It is further noted that “targeted surveillance of 
online communica�ons must be governed by clear 
and transparent laws which, at a minimum, comply 
with the following basic principles: first, 
communica�ons surveillance must be both targeted 
and based on reasonable suspicion of commission or 
involvement in the commission of serious crime; 
second, communica�ons surveillance must be 
judicially authorized and individuals placed under 
surveillance must be no�fied that their 
communica�ons have been monitored as soon as 
prac�cable a�er the conclusion of the surveillance 
opera�on; third, the applica�on of surveillance laws 
must be subject to strong parliamentary oversight to 
prevent abuse and ensure the accountability of 
intelligence services and law enforcement agencies.”

Unfortunately, once again the legal environment and 
prac�ces regarding communica�on surveillance and 
intercep�on of communica�on in Uganda go against 
the provisions of the principle. 

The Regula�on of Intercep�on of Communica�ons 
Act, 201067 provides for lawful intercep�on and 
monitoring of communica�ons in the course of their 
transmission through telecommunica�ons, postal or 
any other related services or systems in Uganda. 
Specifically, Sec�on 8 of this Act requires service 
providers to ensure that their telecommunica�on 
systems are always technically capable of suppor�ng 
lawful intercep�on. 

The right to privacy is further limited by the 
An�-Terrorism Act, 2002, which provides for 
intercep�on of communica�ons, specifically, sec�on 
19 (1) which states that “… an authorized officer shall 
have the right to intercept the communica�ons or a 
person and otherwise conduct surveillance of a 
person under this Act.”

Recommenda�ons
1. Expedite the implementa�on of the Data 

Protec�on Act 
2. Reduce the opportuni�es for mass 

surveillance to guard against infringement 
on peoples’ right to privacy and protec�on of 
their personal data.

3. Review and harmonize the laws that provide 
for the surveillance and intercep�on of 
communica�on in view of the new data 
protec�on law provisions.

Security, Stability and Resilience 
of the Internet
The principle requires that everyone has the right to 
enjoy secure connec�ons to and on the Internet 
including protec�ng from services and protocols that 
threaten the security, stability, and resilience of the 
Internet.

States are therefore urged to recognize in their 
legisla�on and prac�ces that encryp�on is a basic 
requirement for the protec�on of the confiden�ality 
and security of informa�on. States should promote 

end-to-end encryp�on as the basic standard for the 
protec�on of the rights to freedom of expression and 
privacy online and promote the use of open-source 
so�ware.

However sec�on 10 of the Regula�on of Intercep�on 
of Communica�ons Act 2010, provides for disclosure 
of protected (encrypted) informa�on with failure to 
comply with the disclosure no�ce a�rac�ng a fine 
not exceeding one hundred and twenty currency 
points or to imprisonment for a period not exceeding 
five years, or both upon convic�on.
 
Although a January 2019 report on the State of 
Privacy in Uganda68 by Privacy Interna�onal notes 
that there does not appear to be any restric�on on 
the use of encryp�on in Uganda. And that the use of 
end-to-end encrypted messaging applica�ons, 
par�cularly WhatsApp, are popular.

Recommenda�ons
1. The government should consider repealing 

sec�on 10 of the RICA that criminalizes the 
failure to disclose encrypted informa�on.

Marginalized Groups and Groups at Risk
Despite the recent advances in the ICT and internet, 
with a greater number of people now having access 
to and using these, many marginalized groups of 
people, including persons with disabili�es, rural 
communi�es, the elderly, and women s�ll find it hard 
to access and use digital technologies and thus 
con�nue to miss out on the benefits that the 
technologies bring.

Several factors, including high literacy levels, the 
s�ll-high costs of the internet, poor implementa�on 
of enabling policies among others.

Under this principle, states and non-state actors are 
required to respect and protect the right of all 

individuals to have access to and use the Internet. 
However, recent prac�ces, including the introduc�on 
of the OTT tax have instead served to widen the 
digital divide gap. It has been reported that the social 
media tax has raised the internet connec�on costs by 
10% for Uganda’s poorest residents, and in turn le� 
them with less access to informa�on.69

 
The situa�on is however much worse for persons 
with disabili�es, as the costs of assis�ve technologies 
that would aid them access to and use the internet 
and other ICT is quite high.70 

Recommenda�ons
1. Review and consider amending the social 

media tax to reduce the exclusion
2. Reduce ICT access costs for marginalized 

groups, especially the elderly and persons 
with disabili�es

3. Introduce incen�ves to services providers to 
expand their networks to rural areas

Gender Equality
As earlier discussed, women are among the 
marginalized groups that con�nue to lag behind 
when accessing and using ICT, especially the internet. 
A survey carried out in 2014 by the Uganda 
Communica�ons Commission found that only 6% of 
women in Uganda are online. And only 21% of 
women reported having used the internet, versus 
61% for men.71 

Like the other marginalized groups, the gender gap in 
internet access is also perpetuated by several factors 
including limited access to the internet, lack of digital 
skills and empowerment of women, affordability of 
ICT services especially broadband connec�vity, 

relevant content as well as safety of women online.72

The AfDEC principle on gender equity calls upon key 
stakeholders to ensure that the processes and 
mechanisms that enable the full, ac�ve and equal 
par�cipa�on of women and girls in decision making 
about how the Internet is shaped and governed are 
developed and strengthened.

Recommenda�ons
1. The laws enacted and any bill to be passed 

must-have women’s unique perspec�ves 
and views integrated to produce a robust law 
that is gender-sensi�ve73

2. Women should be trained and skilled in how 
to access and use the internet safely and 
securely

3. The government should set up a Monitoring 
and Evalua�on Framework for all gender and 
ICT policies so that actual benefit accrues to 
the common person74

Conclusion
There indeed some posi�ve steps, especially the legal 
framework that Uganda has adopted to ensure 
compliance to the key principles as laid out in the 
African Declara�on on Internet Rights and Freedoms 
– including the ICT Policies, the Access to Informa�on 
Laws, the Cons�tu�onal provisions, the Data 
Protec�on Act, the Income Tax Act of 2018 that 
introduced the social media tax among others. There 
are however other laws whose provisions are quite 
retrogressive and these need to be amended, 
especially those that infringe on privacy and personal 
data protec�on such as the Regula�on of 
Intercep�on of Communica�ons Act, the Computer 
Misuse Act among others.
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26  Telecommunica�ons (Tariffs and Accoun�ng) Regula�ons, 2005 at 
h�ps://ulii.org/ug/legisla�on/statutory-instrument/2005/27, accessed on 13th January 2020
27  NITA-U (2014) Guidelines for Developing and Managing Government Websites at 
h�ps://www.nita.go.ug/sites/default/files/publica�ons/GOU-Website-Standards-2014-06-11-Ver-final.pdf
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Introduc�on

The Internet is considered the most disrup�ve 
informa�on and communica�on technology that has 
revolu�onized the free flow of informa�on between 
individuals by offering anyone with an Internet 
connec�on, the ability to gather and disseminate 
news, informa�on, and opinions.1 

In the light of its accessibility and its capacity to store 
and communicate vast amounts of informa�on, the 
Internet plays an important role in enhancing the 
public’s access to news and facilita�ng the 
dissemina�on of informa�on in general.2

As of December 2018, Uganda had an es�mated 19 
million internet users, about 42% of the total 
popula�on.3 This growth in internet penetra�on has 
partly been aided by the increase in mobile telephony 
penetra�on which stood at 22 million subscribers, 
with almost 10 million accessing the internet through 
the mobile as of June 2018.4

The internet is helping develop spaces that can 
empower people, helping them communicate, 
collaborate and exchange views and informa�on, and 
this represents, the ‘democra�za�on’ of freedom of 
expression as it is no longer necessary to rely upon 
professional journalists or gatekeepers to act as public 
spokespeople for our views.5

Uganda has passed several laws and policies, some of 
which contain progressive provisions that advance the 
rights to freedom of expression. Principally, the right 
to freedom of expression and access to informa�on is 
cons�tu�onally guaranteed under Ar�cles 29 (1) (a) 
and 41, respec�vely. Other legal framework include; 

the Access to Informa�on Act, 2005 that seeks to 
promote an efficient, effec�ve, transparent and 
accountable government as well as to give effect to 
Ar�cle 41 of the Cons�tu�on by providing the right of 
access to informa�on held by organs of the State; the 
Computer Misuse Act, 2011 that seeks to make 
provision for the safety and security of electronic 
transac�ons and informa�on systems; to prevent 
unlawful access, abuse or misuse of informa�on 
systems6; the Uganda Communica�ons Commission 
(UCC) Act, 2013 that mandates the Commission, 
under Sec�on 5(L) to promote research into the 
development and use of new communica�ons 
techniques and technologies, including those which 
promote accessibility to communica�ons services for 
persons with disabili�es, as well as the Uganda 
Na�onal Vision 2040 which clearly iden�fies ICT 
access and u�liza�on not just as a cross-cu�ng 
development enabler but also as a major business 
opportunity, providing the highest policy level 
underpinning to the impera�ve for universality of ICT 
in Uganda.7

Unfortunately, even with these progressive legal 
frameworks, there are a number of other laws, 
policies, and prac�ces that have been adopted and 
have had a nega�ve effect on the ci�zens’ enjoyment 
of their rights to freedom of expression and online 
expression; for example, the An�-Terrorism Act of 
2002, under which intercep�on of communica�ons 
may be conducted on grounds such as safeguarding of 
the public interest; preven�on of the viola�on of the 
fundamental and other human rights and freedoms of 
any person from terrorism; preven�on or detec�ng 
the commission of any offence; and safeguarding the 
na�onal economy from terrorism,8 the 2011 
Computer Misuse Act, which criminalised cyber 
harassment (sec�on 24)  and “offensive 
communica�on under sec�on 25. 

Addi�onally, several provisions within these laws 
have been used to increasingly put pressure on 
private actors to censor content which the state 
deems illegal or simply “harmful to na�onal 
security.”9 

In 2016, UCC ordered the shutdown of internet 
access on the eve of the presiden�al elec�ons vo�ng 
day in February, ci�ng “na�onal security”, as well as 
during the inaugura�on in May 2016, affec�ng social 
media pla�orms including Facebook, Whatsapp, 
Twi�er, and mobile money transfer services.10

In April 2018, the Ugandan communica�ons 
regulator directed online data communica�on 
service providers, that include; online publishers, 
online news pla�orms and online radio and 
television operators, to apply and obtain 
authorisa�on from the commission within a period of 
one month or risk having their websites and/or 
streams being blocked by Internet Service Providers 
(ISPs).11 The regulator later published a list of the 
licenced providers, who were each required to pay 
USD 20. 

On 29, April 2019, UCC ordered internet service 
providers to shut down all unauthorized news sites 
following a direc�ve requiring online data 
communica�on service providers, including 
publishers, news pla�orms, radio and television 
operators to obtain authoriza�on.12

Later in 2019, another direc�ve was issued by UCC 
requiring all “online publishers and influencers who 
have reached a capacity of sharing communica�on 
content and also using the online publica�on for 
commercial business” to register with regulator and 
pay a USD 20 levy.13

In May 2017, a famous movie translator, Marysmats 
Matovu alias VJ Junior and his colleague, Geoffrey 
Bbosa, were arrested and charged with cyber 
harassment and offensive communica�on based on 
allegedly provoca�ve messages sent in a group 
message chain about the Uganda Film Producers 
Associa�on.14

Interna�onal Legal Framework 
on Internet Rights and Freedom
The right to freedom of expression (including on the 
internet) has been provided for under Ar�cle 19 of 
the Universal Declara�on of Human Rights, that 
states that; “Everyone has the right to freedom of 
opinion and expression; this right includes freedom 
to hold opinions without interference and to seek, 
receive and impart informa�on and ideas through 
any media and regardless of fron�ers.”15 

This right is further ar�culated within Ar�cle 19 (2) of 
the Interna�onal Covenant on Civil and Poli�cal 
Rights (ICCPR), sta�ng that; Everyone shall have the 
right to freedom of expression; this right shall include 
freedom to seek, receive and impart informa�on and 
ideas of all kinds, regardless of fron�ers, either 
orally, in wri�ng or in print, in the form of art, or 
through any other media of his choice. 

The General Comment 34 on State par�es’ 
obliga�ons under Ar�cle 19 of the Interna�onal 
Covenant on Civil and Poli�cal Rights adopted on July 
21, 2011 holds that the same rights an individual 
enjoys on line must be the same rights enjoyed 
online16. 

In 2016, the United Na�ons passed a non-binding 
resolu�on on “the promo�on, protec�on, and 
enjoyment of human rights on the Internet.”17 The 
resolu�on specifically condemns measures to 
prevent or disrupt access and calls on all States to 
refrain from and cease such measures. It further 
recognizes the importance of access to informa�on 
and privacy online for the realiza�on of the right to 
freedom of expression and to hold opinions without 
interference.18

Although there is no express right of access to the 
internet under interna�onal law, the 2016 United 
Na�ons Resolu�on urges states to “consider 
formula�ng, through transparent and inclusive 

processes with all stakeholders, and adop�ng 
na�onal Internet-related public policies that have the 
objec�ve of universal access and enjoyment of 
human rights at their core.”

On the African con�nent, Ar�cle 9 of the African 
Charter on Human and Peoples’ Rights (ACHPR) 
states that; “Every individual shall have the right to 
receive informa�on” (9(1); and “Every individual shall 
have the right to express and disseminate his opinion 
within the law.” (9(2). 

The ACHPR has also adopted several resolu�ons 
aimed at promo�ng the right to informa�on and 
freedom of expression in Africa amongst which 
include; ACHPR/Res. 362 (LIX) 2016, adopted in 
Banjul on 4 November 2016. The resolu�on reaffirms 
the fundamental right to freedom of informa�on and 
expression enshrined under Ar�cle 9 of the African 
Charter on Human and People’s Rights and in other 
interna�onal human rights instruments and 
recognizes the role of the internet in advancing 
human and people’s rights in Africa. This resolu�on 
came at a cri�cal �me when the region was 
witnessing regular internet shutdowns which 
impacted directly on freedom of expression and 
access to informa�on.

Limita�ons on the Right to 
Freedom of Expression
Both the ICCPR and ACHPR have within their 
provisions, limita�ons to the rights to freedom of 
expression. Specifically, Ar�cle 19 (3) of the ICCPR 
notes that; the exercise of the rights provided for in 
paragraph 2 of this Ar�cle carries with it special 
du�es and responsibili�es. It may, therefore, be 
subject to certain restric�ons, but these shall only be 
such as are provided by law and are necessary: (a) For 
respect of the rights or reputa�ons of others; (b) For 
the protec�on of na�onal security or of public order 
(ordre public), or of public health or morals.19 
On 21 July 2011, the UN Human Rights Commi�ee 
adopted General Comment 34 on States par�es' 
obliga�ons under Ar�cle 19 of the (ICCPR), with 
guidance to States on what the freedoms of opinion 

and expression mean in prac�ce, and therefore 
strengthens the protec�on provided by interna�onal 
law. In reference to any restric�ons, General 
Comment 34 (para 35) highlights that “When a State 
party invokes a legi�mate ground for restric�on of 
freedom of expression, it must demonstrate in 
specific and individualized fashion the precise nature 
of the threat, and the necessity and propor�onality 
of the specific ac�on taken, in par�cular by 
establishing a direct and immediate connec�on 
between the expression and the threat”.20

In Uganda, the right to freedom of expression, like 
other rights are also limited within the Cons�tu�on 
by Ar�cle 43(1) which states that; (1) In the 
enjoyment of the rights and freedoms prescribed in 
this Chapter, no person shall prejudice the 
fundamental or other human rights and freedoms of 
others or the public interest. But as noted above, any 
limita�on must pass the three-part test as provided 
for under Ar�cle 19(3) of the ICCPR.
As a signatory to various interna�onal human rights 
instruments such as the Interna�onal Covenant on 
Civil and Poli�cal Rights, the African Charter on 
Human and Peoples’ Rights and having incorporated 
progressive ar�cles within the Cons�tu�on, 
specifically on the Bill of Rights, Uganda has a duty to 
promote and advance peoples’ fundamental human 
rights online, including access to and use of the 
internet through progressive legisla�on and 
prac�ces.

About the African Declara�on on 
Internet Rights and Freedoms
The African Declara�on on Internet Rights and 
Freedoms (AfDEC) is a Pan-African ini�a�ve to 
promote human rights standards and principles of 
openness in internet policy formula�on and 
implementa�on on the con�nent. The Declara�on is 
intended to elaborate on the principles which are 
necessary to uphold human and people’s rights on 
the Internet, and to cul�vate an Internet 
environment that can best meet Africa’s social and 
economic development needs and goals.
The Declara�on builds on well-established African 
human rights documents including the African 
Charter on Human and Peoples’ Rights of 1981, the 

Windhoek Declara�on on Promo�ng an Independent 
and Pluralis�c African Press of 1991, the African 
Charter on Broadcas�ng of 2001, the Declara�on of 
Principles on Freedom of Expression in Africa of 
2002, and the African Pla�orm on Access to 
Informa�on Declara�on of 2011.

The Declara�on has iden�fied 13 key principles that

 include; Openness; Internet Access and Affordability; 
Freedom of Expression; Right to Informa�on; 
Freedom of Assembly and Associa�on on the 
Internet; Cultural and Linguis�c Diversity; Right to 
Development and Access to Knowledge; Privacy and 
Personal Data Protec�on; Security, Stability, and 
Resilience of the Internet; Marginalised Groups at 
Risk; Due Process; Democra�c Mul�-stakeholder 
Internet Governance; and Gender Equity.

This report, therefore, provides an assessment of 
Uganda’s Compliance with 11 out of the 13 Principles 
of the African Declara�on on Internet Rights and 
Freedoms. The report examines both the legal 
environment (laws and policies) and prac�ces by the 
state regarding internet freedom and rights.

Findings: Uganda’s Compliance 
to the AfDEC Principles

Openness
The AfDEC Principle on Openness requires that the 
Internet should have an open and distributed 
architecture and should con�nue to be based on 
open standards and applica�on interfaces and 
guarantee interoperability so as to enable a common 
exchange of informa�on and informa�on.

In 2014, the government, through the Na�onal 
Informa�on Technology Authority, issued guidelines 
for developing government websites that 
emphasized the need to use open standard-based 
tools and technologies for the development of 
websites as well as content to ensure interoperability 
and accessibility of websites. The web guidelines 
adhered to the Web Content Accessibility Guidelines 
(WCAG) of the World Wide Web Consor�um (W3C). 
W3C is an interna�onal body working towards 
defining standards in web technologies and formats 
for publishing content on the web.21

Sec�on 1.4 of Guidelines on Development and 
Management of Government Websites requires all 
government MDAs to “consider the needs of a broad 
spectrum of visitors, including the general public, 
specialised audiences, people with disabili�es, those 
without access to advanced technologies, and those 
with limited English proficiency and ICT skills.”

However, a 2007 survey on Web Accessibility in 
Uganda22 established that 100% of the government 
websites whose webmasters responded to the 
survey were not accessible to users with visual 
disabili�es. Addi�onally, the majority of government 
MDA websites are in English, making them 
inaccessible to many Ugandans who cannot read and 
write in this language.23

The Openness principle also seeks to advance the 
principle of network neutrality, which requires that 
all data on the Internet must be treated in an equal 
and non-discriminatory manner, and shall not be 
charged differen�ally, according to user, content, 
site, pla�orm, applica�on, type of a�ached 
equipment, and modes of communica�on.

However, it has been reported that Uganda does not 

have robust and implementable legal protec�ons for net neutrality24, and because of this, both the government 
and telecom companies have violated the principle in the past, with �ered pricing of the communica�on 
services and social media blocking.25 In 2005, UCC passed the Telecommunica�ons (Tariffs and Accoun�ng) 
Regula�ons,26 to regulate the pricing of telecommunica�ons services and accoun�ng by telecommunica�ons 
operators. Unfortunately, as noted earlier, the regula�ons are largely unenforceable.
The AfDEC Principle on Openness also demands that there should be no special privileges for, or obstacles 
against, the exchange of informa�on online or any party or content on economic, social, cultural or poli�cal 
grounds.

There have been a number of policies and prac�ces that have however served to undermine these principles. 
Specifically, the passage of the Uganda Excise Duty (Amendment) Bill 2018, which introduced taxa�on of 
“over-the-top” (OTT) services, and raised taxes on other telecommunica�ons services violated this principle 
which requires service providers to treat all internet traffic equally, and not block or thro�le access to online 
content and services. 

According to figures from the UCC, the number of subscribers reduced by two and a half million from 16 million 
to 13.5 million subscribers between July and September 2018. The same trend was noted in the amount of 
revenue falling from Uganda Shillings (UGX) 5.6 billion in July 2018, to UGX 3.96 billion in September 2018 (see 
table below). 

Recommenda�ons
1. The Government of Uganda should consider the expansion of the scope of the guidelines27 for 

developing and managing government websites to cover the private sector.
2. Given the nega�ve impact that the OTT tax has had on the ability of the majority of users to access and 

use the internet, the government should consider amending the Excise Duty (Amendment) law to 
consider other avenues of raising revenue rather than imposing a tax on the internet. 

Internet Access and Affordability

Access to the Internet plays a vital role in the full 
realiza�on of human development and facilitates the 
exercise and enjoyment of a number of human rights 
and freedoms, including the right to freedom of 
expression and informa�on, the right to educa�on, 
the right to assembly and associa�on, the right to full 
par�cipa�on in social, cultural and poli�cal life and 
the right to social and economic development.

Accordingly, access and affordability policies and 
regula�ons that foster universal and equal access to 
the Internet, including fair and transparent market 
regula�on, universal service requirements and 
licensing agreements, must be adopted, according to 
the AfDEC. 

The government has put up various policies and 
strategies in place in order to foster a conducive 
environment through which users can maximize the 
social and economic benefits enabled by ICT.

In 2014, the government passed the Na�onal 
Informa�on and Communica�ons Technology Policy, 
with broad policy objec�ves of; building a 
knowledge-based human capital; promo�ng 
innova�on in economic and social systems; 
expanding ICT infrastructure and its integra�on 
throughout the country; deepening u�liza�on of ICT 
services by government, private sector, 
Non-Government Organiza�ons and ci�zenry; 
enhancing research and innova�on in ICT products, 
applica�ons, and services; and improving ICT 
governance and environment in Uganda.28

Addi�onally, Uganda’s Na�onal Vision 2040 very 
clearly iden�fies ICT access and u�liza�on not just as 
a cross-cu�ng development enabler but also as a 
major business opportunity. This provides the 
highest policy level underpinning to the impera�ve 
for universality of ICT in Uganda.29

The AfDEC principle also calls for the establishment 
of na�onal and regional Internet exchange points 

(IXPs) to ra�onalize and reduce the cost of Internet 
traffic at na�onal, local and sub-regional levels, as 
well as addressing the gender digital divide, with 
factors such as level of employment, educa�on, 
poverty, literacy and geographical loca�on resul�ng 
in African women having lower levels of access than 
men.

In 2016, the government is reported to have 
embarked on the provision of “free internet access” 
to residents within the capital city, Kampala through 
the MYUG, a new applica�on that has been 
developed by the Na�onal Informa�on and 
Communica�ons Technology (NITAU).30 The services 
have however experienced some challenges and 
don’t cover all the intended hotspots as had been 
envisaged.31 

Addi�onally, in December 2019, MTN, the largest 
telecommunica�on service provider in Uganda also 
announced the introduc�on of a range of data 
bundles that do not expire32, a�er many complaints 
from clients for loss of unused internet bundles. 
Previously, customer internet bundles would expire 
a�er 24 hours.

It is also refreshing to note that within the new 
guidelines for the Rural Communica�on 
Development Fund (RCDFII)33, the government has 
commi�ed to improving on the Connec�vity, Access, 
Affordability, and Equity for the target groups.

To date, UCC through RCDF has implemented ICT 
Computer Labs in over 1000 Secondary Schools, 
Ter�ary ins�tu�ons and Universi�es.34 The schools 
with Computer laboratory infrastructure have also 
acted as a pla�orm to provide digital literacy skills to 
the communi�es around the schools, which has 
drama�cally reduced the digital divide in the country

The Na�onal Broadband Strategy for Uganda35 
(2016-2020) defines the minimum requirements for 
high-speed transmission and access for voice, data, 

and video to homes and businesses and sets the 
target to be achieved within the five-year period. 
Some of the key targets defined for the five-year 
period include raising the minimum broadband 
speeds from 512kbps (in 2014/15) to 3Mbps and 
reducing the cost per Mbps of broadband in rela�on 
to average income by 10%. The strategy also seeks to 
achieve 100% broadband connec�vity at all district 
and sub-county headquarters, health centre IVs, 
ter�ary ins�tu�ons and secondary schools by 2020.36

Unfortunately, internet access and affordability is 
s�ll a challenge for large sec�ons of the popula�on 
especially the poor, rural popula�ons, women, and 
persons with disabili�es. This is because while 
internet access has become more affordable, 
par�cularly on mobile phones, costs are s�ll 
expensive for many Ugandans.37 Within East Africa, 
Ugandans are reported to be paying the highest 
prices to access mobile internet, at an average of 
$4.69 (Shs 17, 231) for 1GB [gigabyte] of data, 
compared to her neighbors in Rwanda who are 
paying an average of $0.56 or (Shs 2,057) for 1GB of 
data, with Burundi and Kenya, paying $2 (Shs7,344) 
and $2.73 (Shs10,024) for 1GB, respec�vely.38 The 
introduc�on of a daily UGX 200 (USD $0.05) tax on 
social media use in July 2018 is reported to have le� 
millions unconnected due to the increased costs.39 

Other factors that have affected access and 
affordability include limited access to electricity as it 
is mostly concentrated in urban areas and further 
impedes access to ICTs.40

Recommenda�ons
1. The government should review and expedite 

the full implementa�on of the Na�onal 
Broadband Strategy, which expires within 
less than a year, 2020.

2. The government should expand the free 
Wi-Fi program to other areas outside of 
Kampala and Entebbe. 

3. The government should work with and 
incen�vize telecommunica�on companies to 
provide special rates for the rural poor so as 
to reduce the costs of mobile internet in the 
country.

4. Review the revenue collec�on concept as the 
OTT tax has definitely had a nega�ve effect 
on both revenue and internet access and 
affordability.

Freedom of Expression

Principle 3 of the African Declara�on on Internet 
Rights and Freedoms notes that; “Everyone has the 
right to hold opinions without interferences. 
Everyone has a right to freedom of expression which 
includes the freedom to seek, receive, impart 
informa�on and ideas of all kinds through the 
internet and digital technologies, regardless of 
fron�ers”. The principle acknowledges the 
non-absoluteness of the rights but however notes 
that any restric�ons must be provided for by law, 
pursue a legi�mate aim as expressly listed under 
interna�onal law. 

In Uganda, the right to freedom of expression, and 

access to informa�on are provided for under the 
Cons�tu�on41, and although not explicitly defined 
within the cons�tu�on, this right includes the 
“freedom to seek, receive and impart informa�on 
and ideas of all kinds, regardless of fron�ers, either 
orally, in wri�ng or in print, in the form of art, or 
through any other media (including the internet) of 
his choice.”42 

Although the right to freedom of expression, 
especially online, like many others is not absolute, 
under both interna�onal law and the Ugandan 
Cons�tu�on, the AfDEC notes that “Content 
blocking, filtering, removal and other technical or 
legal limits on access to content cons�tute serious 
restric�ons on freedom of expression and can only 
be jus�fied if they strictly comply with interna�onal 
human rights law, which says that any restric�ons 
should be; (a) Prescribed by law; (b) Serve a 
legi�mate purpose for the protec�on of reputa�on, 
na�onal security, public order, public health or 
morals; and, (c)  It must be necessary to achieve the 
prescribed purpose.43

However, at the height of what came to be known as 
the Arab Spring, the government is reported to have 
ordered Telecom companies to block and regulate 
text messages that could ins�gate hatred, violence, 
and unrest during the presiden�al elec�on period, 
February 2011.44 A few months later, in April 2011, 
UCC instructed ISPs to temporarily block access to 
Facebook and Twi�er for 24 hours “to eliminate the 
connec�on and sharing of informa�on that incites 
the public.” The order came in the heat of the ‘walk 
to work’ protests in various towns over rising fuel and 
food prices.45

In 2016, there were to be two addi�onal episodes of 
internet shutdowns, in February 2016 during the 
elec�ons and May 2016, during the swearing-in of 
the President. In ordering the shutdowns, the 
government cited na�onal security concerns as the 
main reason. The president is reported to have told 
journalists that he ordered the shutdowns because; 
“Steps must be taken for security to stop so many 
ge�ng in trouble, it is temporary because some 

people use those pathways for telling lies,”46

The AfDEC principle on Freedom of Expression also 
requires that “No-one should be held liable for 
content on the Internet of which they are not the 
author” and seeks to limit the liability of 
intermediaries. Under sec�on 29 of the 2011 
Electronic Transac�ons Act,  intermediaries are 
protected from any liability on content shared by 
third par�es, sta�ng that “a service provider shall not 
be subject to civil or criminal liability in respect of 
third-party material which is in the form of electronic 
records to which he or she merely provides access.”47 
This is a posi�ve provision that should be protected 
by the state.

The AfDEC Principle on Freedom of Expression also 
emphasizes the important role that a safe and secure 
opera�ng environment for internet users if they are 
to meaningfully par�cipate in online expression – 
sharing opinions and ideas. The government has put 
in place a number of commendable measures to curb 
online, safety especially among children and youths. 
The Computer Misuse Act (2011) under sec�on 23 
criminalizes child online sexual exploita�on. This 
scope covers any person who par�cipates in the 
development, sharing, transmission or storage of 
child sexual abuse material.48

 
In addi�on, the Na�onal Informa�on Technology 
Authority – Uganda (NITA-U) in collabora�on with 
the Internet Society Uganda Chapter led to the 
development of an Online Safety Educa�on Toolkit as 
a useful and convenient learning resource for 
children and youth on how best to stay safe online in 
their daily use of the internet.49

The same Act also criminalizes cyber harassment 
(Art. 23), offensive communica�on (Art. 24) as well as 
cyberstalking (Art. 26). Specifically, Ar�cle 26 states 
that; “Any person who willfully, maliciously, and 
repeatedly uses electronic communica�on to harass 
another person and makes a threat with the intent to 
place that person in reasonable fear for his or her 
safety or to a member of that person's immediate 

family commits the crime of cyberstalking and is 
liable on convic�on to a fine not exceeding one 
hundred and twenty currency points or 
imprisonment not exceeding five years or both.”

Unfortunately, the majority of those affected, 
especially the vic�ms whose pictures and videos 
have been leaked online are the first persons to be 
interrogated by law enforcement agencies. In 2018, 
when Ugandan model Judith Heard had her pictures 
published without her consent, she not only found 
herself under arrest but also under a�ack in the 
media and online.50

Recommenda�ons

1. The government should ensure that any 
orders to shut or slow down the internet 
must be done in accordance with the law and 
due process should be followed as laid down 
in Ar�cle 3 of the AfDEC Principle and other 
interna�onal human rights laws.

2. The government should amend laws, such as 
the Computer Misuse Act, to bring them into 
line with Uganda’s cons�tu�on and its 
obliga�ons under interna�onal law regarding 
freedom of expression and access to 
informa�on.

Right to Informa�on
This AfDEc principle notes that “The Internet offers 
new opportuni�es to access informa�on, and for 
governments to communicate with people, using 
open data. Open data and new forms of online 
consulta�on can empower people to take a more 
ac�ve part in public affairs.

Data and informa�on held by governments should be 

made publicly accessible, including being released 
proac�vely and rou�nely, except where legi�mate 
grounds for restric�ng access comply with the rule of 
law, including relevant freedom of informa�on 
legisla�on.

Freedom of informa�on is an integral part of the 
fundamental right of freedom of expression, as 
recognized by Resolu�on 59 of the United Na�ons 
General Assembly adopted in 1946, as well as by 
Ar�cle 19 of the Universal Declara�on of Human 
Rights (1948), which states that Everyone has the 
right to freedom of opinion and expression; this right 
includes freedom to hold opinions without 
interference and to seek, receive and impart 
information and ideas through any media and 
regardless of frontiers”.

Although the 1995 Cons�tu�on of the Republic of 
Uganda guarantees the right of access to 
informa�on,51 with an enabling Act and regula�ons 
providing for the same, the spirit of the current 
legisla�on is more restric�ve, with ci�zens required 
to submit informa�on requests as opposed to 
requiring informa�on officers to proac�vely 
disseminate informa�on.

In 2014, the Government of Uganda with support 
from civil society (AFIC and CIPESA) established an 
online portal for receiving and responding to 
informa�on requests52. However, despite being a 
great ini�a�ve, AFIC’s recent analysis of the pla�orm 
indicated that since 2014, the pla�orm has 6,123 
users registered, 4,059 requests were made to 110 
MDAs. Of 4,059 requests, 80.9% were awai�ng a 
response, 5.2 % were under review, and only 4.5% 
had been par�ally responded to, while 4.3% were 
successful, in that order.

The AfDEC requires exis�ng obliga�on on public 
bodies to share all informa�on produced with the 

support of public funds, subject only to clearly 
defined rules set out in law, as established by the 
Declara�on of Principles on Freedom of Expression in 
Africa, shall extend to the proac�ve release of such 
informa�on on the Internet in openly licensed, freely 
re-usable formats.

According to sec�on 3 (d) of the Access to 
Informa�on Act, every ci�zen is supposed to access 
informa�on easily and in a �mely manner. The Act 
provides for a maximum of 21 days within which a 
ci�zen’s informa�on request is responded to. 
However, the delayed release of informa�on due to 
fear and/or bureaucracy coupled with ignorance 
have made the right to informa�on imprac�cable in 
some circumstances.53

Addi�onally, while ar�cle 41 o�he Ugandan 
Cons�tu�on provides for the right of access to 
informa�on with two excep�ons: where the release 
of the informa�on is likely to prejudice the security 
or sovereignty of the State or interfere with the right 
to privacy of any other person, the Access to 
Informa�on Law, itself in Part III (sec�on 23 - 34) lists 
exemp�ons which are too wide in scope and 
contradict the cons�tu�on. These exemp�ons, which 
include cabinet minutes and those of its commi�ees, 
limit the enjoyment of the right to informa�on by 
restric�ng access to vital records.54

Recommenda�ons
1. The government should amend the 

retrogressive restric�ons within the enabling 
laws such as the Access to Informa�on Act, 
and the Official Secrets Act that undermine 
proac�ve disclosure of informa�on, 
especially online.

2. The government should equip their staff with 
the skills and knowledge as well as tools to 
proac�vely use online pla�orms to share 
data held by government public bodies.

3. Parliament should amend the Access to 
Informa�on Act to provide for online 
informa�on requests

4. Government should undertake promo�onal 

measures for the effec�ve implementa�on 
of the Access to Informa�on Act

5. The Uganda Human Rights Commission 
should undertake measures to promote 
ci�zens’ enjoyment of their right to 
informa�on through online and offline 
channels. 

Freedom of Assembly and 
Associa�on and the Internet
This AfDEC principle states that; “Everyone has the 
right to use the Internet and digital technologies in 
rela�on to freedom of assembly and associa�on, 
including through social networks and pla�orms. It 
further notes; “The Internet can augment the 
opportuni�es and capabili�es of individuals and 
groups to form associa�ons and to manage 
organiza�ons and associa�ons.”

Addi�onally, “It can increase the membership and 
reach of associa�ons by allowing groups of people to 
communicate despite physical boundaries. It 
provides new tools for those organizing assemblies 
offline, as well as the possibility of conduc�ng 
assemblies and protests online.”

African states are therefore called upon to limit the 
shu�ng down or blocking of access to social 
networking pla�orms, and in fact, the Internet in 
general, as these ac�ons cons�tute direct 
interference with this right. 

But as highlighted above, under Freedom of 
Expression, the government has on several occasions 
been reported to have ordered the shutdown of the 
internet and access to other social media pla�orms 
such as Facebook, Twi�er, and WhatsApp, greatly 
affec�ng ci�zens access and use of the internet.

Recommenda�ons
1. Any a�empts by the Government should be 

done within the parameters of interna�onal 
human rights law - (a) Prescribed by law; (b) 
Serve a legi�mate purpose for protec�on of 
reputa�on, na�onal security, public order, 

public health or morals; and, (c)  It must be 
necessary to achieve the prescribed 
purpose.55 

2. The government should con�nue with efforts 
to expand access and affordability of the 
internet and digital technologies to a wider 
majority of the popula�on for them to enjoy 
the benefits brought about by these 
technological advances, including freedom of 
assembly and associa�on. 

Cultural and Linguis�c Diversity
This AfDEC Principle is cognizant of the rich linguis�c 
and cultural diversity which exists on the African 
con�nent and calls for its promo�on, especially 
online. Specifically, the principle calls upon states to 
put in place comprehensive policies, and alloca�on of 
resources, to support the development and use of 
tools to facilitate linguis�c diversity on the Internet. 
This includes the promo�on of technology and 
content required to access and use domain names, 
so�ware, services, and content in all languages and 
scripts. 

In 2006, Uganda passed the Na�onal Culture Policy 
that sought to among other things; To promote and 
strengthen Uganda’s diverse cultural iden��es; 
enhance social cohesion, collabora�on, and 
par�cipa�on of all people in cultural life; promote 
community ac�on on cultural prac�ces that promote 
and that impinge on human dignity; and conserve, 
protect and promote Uganda’s tangible and 
intangible cultural heritage.56

Government also commi�ed to foster the crea�on of 
varied local and na�onal content, including that 
available in the language of users, and give 
recogni�on and support to ICT-based work in all 
ar�s�c fields through public/private partnerships as 
well as support efforts to develop and use ICTs for 
the preserva�on of natural and, cultural heritage, 
keeping ICT accessible as a living part of today’s 
culture through the Na�onal ICT Policy of 2014.57 

The government also commi�ed to developing 
systems that ensure con�nued access to archived 
digital informa�on and mul�media content in digital 
repositories, and support archives, cultural 

collec�ons, and libraries58

There has however been very slow progress in the 
promo�on of indigenous languages online as only a 
few local languages are represented online. For 
example, news on websites owned by the Vision 
group is only available in four local languages (out of 
40 languages and 56 na�ve dialects) Bukedde 
(Luganda); Etop (Ateso); Rupiny (Acholi) and Orumuri 
(Runyankore).59 

According to the 2018 Freedom House report on 
Internet freedom in Uganda, the Google Uganda 
domain is available in five local languages, while the 
Firefox web browser can be accessed in two 
languages, Luganda and Acholi. The report notes that 
as of early 2018, Wikipedia can be accessed in 
Luganda, with about 1,000 ar�cles translated.60 

Recommenda�ons
1. The government should work with key 

providers – Google, Firefox and others to 
have more local languages on their domains

2. The government should expedite the 
implementa�on of Na�onal ICT Policy, 2014, 
especially the provisions of culture diversity

Right to Development and 
Access to Knowledge
The AfDEC Principle notes that “Developing media 
and informa�on literacy is essen�al in ensuring that 
consumers of media products have the skills to find 
evaluate and engage with various types of 
informa�on, including those relevant for their social, 
economic, cultural and poli�cal development.

The principle also calls upon the government to 
priori�es policies that improve girls’ access to quality 
educa�on and ICT, gender mainstreaming in Science, 
Technology, Engineering and Mathema�cs (STEM) 
policies, and family-friendly policies in STEM 
workplaces.
In 2017, the Ministry of ICT and Na�onal Guidance 
embarked on the Digital Vision Uganda ini�a�ve61 

that aims to leverage technological innova�ons to 
meet various na�onal and interna�onal goals 
including universal inclusion, sustainable 
development, economic progress, and poverty 
eradica�on. 

This campaign aims to achieve a unified ac�on plan 
that draws on various ini�a�ves from all sectors and 
focuses on technology-based empowerment, thus 
fostering relevant ICT use62. While the Digital Vision 
Uganda campaign aims to address per�nent ICT 
development issues that will improve ICT access, 
usage and, penetra�on, the strategy is s�ll under 
development with implementa�on yet to start.63

Recommenda�ons
1. The government should fully implement the 

Digital Vision Uganda campaign and other 
policy frameworks, including the ICT policy, 
broadband policy.

Privacy and Personal Data 
Protec�on
The growth and penetra�on of informa�on and 
communica�on technologies, especially the internet 
partly aided by an increase in mobile phone 
subscrip�ons and increased use of smartphones has 
resulted in increased collec�on, processing and 
sharing of personal biometric data, including by 
business enterprises. Unfortunately, many internet 
users are not aware of the implica�ons of their use of 
the web and how their rights are compromised by 
their internet usage or how their data is 
automa�cally gathered or processed without their 
knowledge and sold or linked with other sources to 
produce a complex record of several aspects of their 
lives.64

AfDEC Principles requires that “Personal data or 
informa�on shall only be collected and/or processed 

by states and non-state actors such as access 
providers, mail providers, hosts, and other 
intermediaries, in compliance with well-established 
data protec�on principles, including the following: 
personal data or informa�on must be processed 
fairly and lawfully; personal data or informa�on must 
be obtained only for one or more specified and lawful 
purposes; among others. 

Although the Uganda Cons�tu�on provides for the 
right to privacy and data protec�on65, it wasn’t un�l 
December 2018 that parliament passed the Privacy 
and Data Protec�on Act that was assented to by the 
President in February 2019.66

The principle notes that “Mass or indiscriminate 
surveillance of individuals or the monitoring of their 
communica�ons, cons�tutes a dispropor�onate 
interference, and thus a viola�on, of the right to 
privacy, freedom of expression and other human 
rights”. 

It is further noted that “targeted surveillance of 
online communica�ons must be governed by clear 
and transparent laws which, at a minimum, comply 
with the following basic principles: first, 
communica�ons surveillance must be both targeted 
and based on reasonable suspicion of commission or 
involvement in the commission of serious crime; 
second, communica�ons surveillance must be 
judicially authorized and individuals placed under 
surveillance must be no�fied that their 
communica�ons have been monitored as soon as 
prac�cable a�er the conclusion of the surveillance 
opera�on; third, the applica�on of surveillance laws 
must be subject to strong parliamentary oversight to 
prevent abuse and ensure the accountability of 
intelligence services and law enforcement agencies.”

Unfortunately, once again the legal environment and 
prac�ces regarding communica�on surveillance and 
intercep�on of communica�on in Uganda go against 
the provisions of the principle. 

The Regula�on of Intercep�on of Communica�ons 
Act, 201067 provides for lawful intercep�on and 
monitoring of communica�ons in the course of their 
transmission through telecommunica�ons, postal or 
any other related services or systems in Uganda. 
Specifically, Sec�on 8 of this Act requires service 
providers to ensure that their telecommunica�on 
systems are always technically capable of suppor�ng 
lawful intercep�on. 

The right to privacy is further limited by the 
An�-Terrorism Act, 2002, which provides for 
intercep�on of communica�ons, specifically, sec�on 
19 (1) which states that “… an authorized officer shall 
have the right to intercept the communica�ons or a 
person and otherwise conduct surveillance of a 
person under this Act.”

Recommenda�ons
1. Expedite the implementa�on of the Data 

Protec�on Act 
2. Reduce the opportuni�es for mass 

surveillance to guard against infringement 
on peoples’ right to privacy and protec�on of 
their personal data.

3. Review and harmonize the laws that provide 
for the surveillance and intercep�on of 
communica�on in view of the new data 
protec�on law provisions.

Security, Stability and Resilience 
of the Internet
The principle requires that everyone has the right to 
enjoy secure connec�ons to and on the Internet 
including protec�ng from services and protocols that 
threaten the security, stability, and resilience of the 
Internet.

States are therefore urged to recognize in their 
legisla�on and prac�ces that encryp�on is a basic 
requirement for the protec�on of the confiden�ality 
and security of informa�on. States should promote 

end-to-end encryp�on as the basic standard for the 
protec�on of the rights to freedom of expression and 
privacy online and promote the use of open-source 
so�ware.

However sec�on 10 of the Regula�on of Intercep�on 
of Communica�ons Act 2010, provides for disclosure 
of protected (encrypted) informa�on with failure to 
comply with the disclosure no�ce a�rac�ng a fine 
not exceeding one hundred and twenty currency 
points or to imprisonment for a period not exceeding 
five years, or both upon convic�on.
 
Although a January 2019 report on the State of 
Privacy in Uganda68 by Privacy Interna�onal notes 
that there does not appear to be any restric�on on 
the use of encryp�on in Uganda. And that the use of 
end-to-end encrypted messaging applica�ons, 
par�cularly WhatsApp, are popular.

Recommenda�ons
1. The government should consider repealing 

sec�on 10 of the RICA that criminalizes the 
failure to disclose encrypted informa�on.

Marginalized Groups and Groups at Risk
Despite the recent advances in the ICT and internet, 
with a greater number of people now having access 
to and using these, many marginalized groups of 
people, including persons with disabili�es, rural 
communi�es, the elderly, and women s�ll find it hard 
to access and use digital technologies and thus 
con�nue to miss out on the benefits that the 
technologies bring.

Several factors, including high literacy levels, the 
s�ll-high costs of the internet, poor implementa�on 
of enabling policies among others.

Under this principle, states and non-state actors are 
required to respect and protect the right of all 

individuals to have access to and use the Internet. 
However, recent prac�ces, including the introduc�on 
of the OTT tax have instead served to widen the 
digital divide gap. It has been reported that the social 
media tax has raised the internet connec�on costs by 
10% for Uganda’s poorest residents, and in turn le� 
them with less access to informa�on.69

 
The situa�on is however much worse for persons 
with disabili�es, as the costs of assis�ve technologies 
that would aid them access to and use the internet 
and other ICT is quite high.70 

Recommenda�ons
1. Review and consider amending the social 

media tax to reduce the exclusion
2. Reduce ICT access costs for marginalized 

groups, especially the elderly and persons 
with disabili�es

3. Introduce incen�ves to services providers to 
expand their networks to rural areas

Gender Equality
As earlier discussed, women are among the 
marginalized groups that con�nue to lag behind 
when accessing and using ICT, especially the internet. 
A survey carried out in 2014 by the Uganda 
Communica�ons Commission found that only 6% of 
women in Uganda are online. And only 21% of 
women reported having used the internet, versus 
61% for men.71 

Like the other marginalized groups, the gender gap in 
internet access is also perpetuated by several factors 
including limited access to the internet, lack of digital 
skills and empowerment of women, affordability of 
ICT services especially broadband connec�vity, 

relevant content as well as safety of women online.72

The AfDEC principle on gender equity calls upon key 
stakeholders to ensure that the processes and 
mechanisms that enable the full, ac�ve and equal 
par�cipa�on of women and girls in decision making 
about how the Internet is shaped and governed are 
developed and strengthened.

Recommenda�ons
1. The laws enacted and any bill to be passed 

must-have women’s unique perspec�ves 
and views integrated to produce a robust law 
that is gender-sensi�ve73

2. Women should be trained and skilled in how 
to access and use the internet safely and 
securely

3. The government should set up a Monitoring 
and Evalua�on Framework for all gender and 
ICT policies so that actual benefit accrues to 
the common person74

Conclusion
There indeed some posi�ve steps, especially the legal 
framework that Uganda has adopted to ensure 
compliance to the key principles as laid out in the 
African Declara�on on Internet Rights and Freedoms 
– including the ICT Policies, the Access to Informa�on 
Laws, the Cons�tu�onal provisions, the Data 
Protec�on Act, the Income Tax Act of 2018 that 
introduced the social media tax among others. There 
are however other laws whose provisions are quite 
retrogressive and these need to be amended, 
especially those that infringe on privacy and personal 
data protec�on such as the Regula�on of 
Intercep�on of Communica�ons Act, the Computer 
Misuse Act among others.
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Introduc�on

The Internet is considered the most disrup�ve 
informa�on and communica�on technology that has 
revolu�onized the free flow of informa�on between 
individuals by offering anyone with an Internet 
connec�on, the ability to gather and disseminate 
news, informa�on, and opinions.1 

In the light of its accessibility and its capacity to store 
and communicate vast amounts of informa�on, the 
Internet plays an important role in enhancing the 
public’s access to news and facilita�ng the 
dissemina�on of informa�on in general.2

As of December 2018, Uganda had an es�mated 19 
million internet users, about 42% of the total 
popula�on.3 This growth in internet penetra�on has 
partly been aided by the increase in mobile telephony 
penetra�on which stood at 22 million subscribers, 
with almost 10 million accessing the internet through 
the mobile as of June 2018.4

The internet is helping develop spaces that can 
empower people, helping them communicate, 
collaborate and exchange views and informa�on, and 
this represents, the ‘democra�za�on’ of freedom of 
expression as it is no longer necessary to rely upon 
professional journalists or gatekeepers to act as public 
spokespeople for our views.5

Uganda has passed several laws and policies, some of 
which contain progressive provisions that advance the 
rights to freedom of expression. Principally, the right 
to freedom of expression and access to informa�on is 
cons�tu�onally guaranteed under Ar�cles 29 (1) (a) 
and 41, respec�vely. Other legal framework include; 

the Access to Informa�on Act, 2005 that seeks to 
promote an efficient, effec�ve, transparent and 
accountable government as well as to give effect to 
Ar�cle 41 of the Cons�tu�on by providing the right of 
access to informa�on held by organs of the State; the 
Computer Misuse Act, 2011 that seeks to make 
provision for the safety and security of electronic 
transac�ons and informa�on systems; to prevent 
unlawful access, abuse or misuse of informa�on 
systems6; the Uganda Communica�ons Commission 
(UCC) Act, 2013 that mandates the Commission, 
under Sec�on 5(L) to promote research into the 
development and use of new communica�ons 
techniques and technologies, including those which 
promote accessibility to communica�ons services for 
persons with disabili�es, as well as the Uganda 
Na�onal Vision 2040 which clearly iden�fies ICT 
access and u�liza�on not just as a cross-cu�ng 
development enabler but also as a major business 
opportunity, providing the highest policy level 
underpinning to the impera�ve for universality of ICT 
in Uganda.7

Unfortunately, even with these progressive legal 
frameworks, there are a number of other laws, 
policies, and prac�ces that have been adopted and 
have had a nega�ve effect on the ci�zens’ enjoyment 
of their rights to freedom of expression and online 
expression; for example, the An�-Terrorism Act of 
2002, under which intercep�on of communica�ons 
may be conducted on grounds such as safeguarding of 
the public interest; preven�on of the viola�on of the 
fundamental and other human rights and freedoms of 
any person from terrorism; preven�on or detec�ng 
the commission of any offence; and safeguarding the 
na�onal economy from terrorism,8 the 2011 
Computer Misuse Act, which criminalised cyber 
harassment (sec�on 24)  and “offensive 
communica�on under sec�on 25. 

Addi�onally, several provisions within these laws 
have been used to increasingly put pressure on 
private actors to censor content which the state 
deems illegal or simply “harmful to na�onal 
security.”9 

In 2016, UCC ordered the shutdown of internet 
access on the eve of the presiden�al elec�ons vo�ng 
day in February, ci�ng “na�onal security”, as well as 
during the inaugura�on in May 2016, affec�ng social 
media pla�orms including Facebook, Whatsapp, 
Twi�er, and mobile money transfer services.10

In April 2018, the Ugandan communica�ons 
regulator directed online data communica�on 
service providers, that include; online publishers, 
online news pla�orms and online radio and 
television operators, to apply and obtain 
authorisa�on from the commission within a period of 
one month or risk having their websites and/or 
streams being blocked by Internet Service Providers 
(ISPs).11 The regulator later published a list of the 
licenced providers, who were each required to pay 
USD 20. 

On 29, April 2019, UCC ordered internet service 
providers to shut down all unauthorized news sites 
following a direc�ve requiring online data 
communica�on service providers, including 
publishers, news pla�orms, radio and television 
operators to obtain authoriza�on.12

Later in 2019, another direc�ve was issued by UCC 
requiring all “online publishers and influencers who 
have reached a capacity of sharing communica�on 
content and also using the online publica�on for 
commercial business” to register with regulator and 
pay a USD 20 levy.13

In May 2017, a famous movie translator, Marysmats 
Matovu alias VJ Junior and his colleague, Geoffrey 
Bbosa, were arrested and charged with cyber 
harassment and offensive communica�on based on 
allegedly provoca�ve messages sent in a group 
message chain about the Uganda Film Producers 
Associa�on.14

Interna�onal Legal Framework 
on Internet Rights and Freedom
The right to freedom of expression (including on the 
internet) has been provided for under Ar�cle 19 of 
the Universal Declara�on of Human Rights, that 
states that; “Everyone has the right to freedom of 
opinion and expression; this right includes freedom 
to hold opinions without interference and to seek, 
receive and impart informa�on and ideas through 
any media and regardless of fron�ers.”15 

This right is further ar�culated within Ar�cle 19 (2) of 
the Interna�onal Covenant on Civil and Poli�cal 
Rights (ICCPR), sta�ng that; Everyone shall have the 
right to freedom of expression; this right shall include 
freedom to seek, receive and impart informa�on and 
ideas of all kinds, regardless of fron�ers, either 
orally, in wri�ng or in print, in the form of art, or 
through any other media of his choice. 

The General Comment 34 on State par�es’ 
obliga�ons under Ar�cle 19 of the Interna�onal 
Covenant on Civil and Poli�cal Rights adopted on July 
21, 2011 holds that the same rights an individual 
enjoys on line must be the same rights enjoyed 
online16. 

In 2016, the United Na�ons passed a non-binding 
resolu�on on “the promo�on, protec�on, and 
enjoyment of human rights on the Internet.”17 The 
resolu�on specifically condemns measures to 
prevent or disrupt access and calls on all States to 
refrain from and cease such measures. It further 
recognizes the importance of access to informa�on 
and privacy online for the realiza�on of the right to 
freedom of expression and to hold opinions without 
interference.18

Although there is no express right of access to the 
internet under interna�onal law, the 2016 United 
Na�ons Resolu�on urges states to “consider 
formula�ng, through transparent and inclusive 

processes with all stakeholders, and adop�ng 
na�onal Internet-related public policies that have the 
objec�ve of universal access and enjoyment of 
human rights at their core.”

On the African con�nent, Ar�cle 9 of the African 
Charter on Human and Peoples’ Rights (ACHPR) 
states that; “Every individual shall have the right to 
receive informa�on” (9(1); and “Every individual shall 
have the right to express and disseminate his opinion 
within the law.” (9(2). 

The ACHPR has also adopted several resolu�ons 
aimed at promo�ng the right to informa�on and 
freedom of expression in Africa amongst which 
include; ACHPR/Res. 362 (LIX) 2016, adopted in 
Banjul on 4 November 2016. The resolu�on reaffirms 
the fundamental right to freedom of informa�on and 
expression enshrined under Ar�cle 9 of the African 
Charter on Human and People’s Rights and in other 
interna�onal human rights instruments and 
recognizes the role of the internet in advancing 
human and people’s rights in Africa. This resolu�on 
came at a cri�cal �me when the region was 
witnessing regular internet shutdowns which 
impacted directly on freedom of expression and 
access to informa�on.

Limita�ons on the Right to 
Freedom of Expression
Both the ICCPR and ACHPR have within their 
provisions, limita�ons to the rights to freedom of 
expression. Specifically, Ar�cle 19 (3) of the ICCPR 
notes that; the exercise of the rights provided for in 
paragraph 2 of this Ar�cle carries with it special 
du�es and responsibili�es. It may, therefore, be 
subject to certain restric�ons, but these shall only be 
such as are provided by law and are necessary: (a) For 
respect of the rights or reputa�ons of others; (b) For 
the protec�on of na�onal security or of public order 
(ordre public), or of public health or morals.19 
On 21 July 2011, the UN Human Rights Commi�ee 
adopted General Comment 34 on States par�es' 
obliga�ons under Ar�cle 19 of the (ICCPR), with 
guidance to States on what the freedoms of opinion 

and expression mean in prac�ce, and therefore 
strengthens the protec�on provided by interna�onal 
law. In reference to any restric�ons, General 
Comment 34 (para 35) highlights that “When a State 
party invokes a legi�mate ground for restric�on of 
freedom of expression, it must demonstrate in 
specific and individualized fashion the precise nature 
of the threat, and the necessity and propor�onality 
of the specific ac�on taken, in par�cular by 
establishing a direct and immediate connec�on 
between the expression and the threat”.20

In Uganda, the right to freedom of expression, like 
other rights are also limited within the Cons�tu�on 
by Ar�cle 43(1) which states that; (1) In the 
enjoyment of the rights and freedoms prescribed in 
this Chapter, no person shall prejudice the 
fundamental or other human rights and freedoms of 
others or the public interest. But as noted above, any 
limita�on must pass the three-part test as provided 
for under Ar�cle 19(3) of the ICCPR.
As a signatory to various interna�onal human rights 
instruments such as the Interna�onal Covenant on 
Civil and Poli�cal Rights, the African Charter on 
Human and Peoples’ Rights and having incorporated 
progressive ar�cles within the Cons�tu�on, 
specifically on the Bill of Rights, Uganda has a duty to 
promote and advance peoples’ fundamental human 
rights online, including access to and use of the 
internet through progressive legisla�on and 
prac�ces.

About the African Declara�on on 
Internet Rights and Freedoms
The African Declara�on on Internet Rights and 
Freedoms (AfDEC) is a Pan-African ini�a�ve to 
promote human rights standards and principles of 
openness in internet policy formula�on and 
implementa�on on the con�nent. The Declara�on is 
intended to elaborate on the principles which are 
necessary to uphold human and people’s rights on 
the Internet, and to cul�vate an Internet 
environment that can best meet Africa’s social and 
economic development needs and goals.
The Declara�on builds on well-established African 
human rights documents including the African 
Charter on Human and Peoples’ Rights of 1981, the 

Windhoek Declara�on on Promo�ng an Independent 
and Pluralis�c African Press of 1991, the African 
Charter on Broadcas�ng of 2001, the Declara�on of 
Principles on Freedom of Expression in Africa of 
2002, and the African Pla�orm on Access to 
Informa�on Declara�on of 2011.

The Declara�on has iden�fied 13 key principles that

 include; Openness; Internet Access and Affordability; 
Freedom of Expression; Right to Informa�on; 
Freedom of Assembly and Associa�on on the 
Internet; Cultural and Linguis�c Diversity; Right to 
Development and Access to Knowledge; Privacy and 
Personal Data Protec�on; Security, Stability, and 
Resilience of the Internet; Marginalised Groups at 
Risk; Due Process; Democra�c Mul�-stakeholder 
Internet Governance; and Gender Equity.

This report, therefore, provides an assessment of 
Uganda’s Compliance with 11 out of the 13 Principles 
of the African Declara�on on Internet Rights and 
Freedoms. The report examines both the legal 
environment (laws and policies) and prac�ces by the 
state regarding internet freedom and rights.

Findings: Uganda’s Compliance 
to the AfDEC Principles

Openness
The AfDEC Principle on Openness requires that the 
Internet should have an open and distributed 
architecture and should con�nue to be based on 
open standards and applica�on interfaces and 
guarantee interoperability so as to enable a common 
exchange of informa�on and informa�on.

In 2014, the government, through the Na�onal 
Informa�on Technology Authority, issued guidelines 
for developing government websites that 
emphasized the need to use open standard-based 
tools and technologies for the development of 
websites as well as content to ensure interoperability 
and accessibility of websites. The web guidelines 
adhered to the Web Content Accessibility Guidelines 
(WCAG) of the World Wide Web Consor�um (W3C). 
W3C is an interna�onal body working towards 
defining standards in web technologies and formats 
for publishing content on the web.21

Sec�on 1.4 of Guidelines on Development and 
Management of Government Websites requires all 
government MDAs to “consider the needs of a broad 
spectrum of visitors, including the general public, 
specialised audiences, people with disabili�es, those 
without access to advanced technologies, and those 
with limited English proficiency and ICT skills.”

However, a 2007 survey on Web Accessibility in 
Uganda22 established that 100% of the government 
websites whose webmasters responded to the 
survey were not accessible to users with visual 
disabili�es. Addi�onally, the majority of government 
MDA websites are in English, making them 
inaccessible to many Ugandans who cannot read and 
write in this language.23

The Openness principle also seeks to advance the 
principle of network neutrality, which requires that 
all data on the Internet must be treated in an equal 
and non-discriminatory manner, and shall not be 
charged differen�ally, according to user, content, 
site, pla�orm, applica�on, type of a�ached 
equipment, and modes of communica�on.

However, it has been reported that Uganda does not 

have robust and implementable legal protec�ons for net neutrality24, and because of this, both the government 
and telecom companies have violated the principle in the past, with �ered pricing of the communica�on 
services and social media blocking.25 In 2005, UCC passed the Telecommunica�ons (Tariffs and Accoun�ng) 
Regula�ons,26 to regulate the pricing of telecommunica�ons services and accoun�ng by telecommunica�ons 
operators. Unfortunately, as noted earlier, the regula�ons are largely unenforceable.
The AfDEC Principle on Openness also demands that there should be no special privileges for, or obstacles 
against, the exchange of informa�on online or any party or content on economic, social, cultural or poli�cal 
grounds.

There have been a number of policies and prac�ces that have however served to undermine these principles. 
Specifically, the passage of the Uganda Excise Duty (Amendment) Bill 2018, which introduced taxa�on of 
“over-the-top” (OTT) services, and raised taxes on other telecommunica�ons services violated this principle 
which requires service providers to treat all internet traffic equally, and not block or thro�le access to online 
content and services. 

According to figures from the UCC, the number of subscribers reduced by two and a half million from 16 million 
to 13.5 million subscribers between July and September 2018. The same trend was noted in the amount of 
revenue falling from Uganda Shillings (UGX) 5.6 billion in July 2018, to UGX 3.96 billion in September 2018 (see 
table below). 

Recommenda�ons
1. The Government of Uganda should consider the expansion of the scope of the guidelines27 for 

developing and managing government websites to cover the private sector.
2. Given the nega�ve impact that the OTT tax has had on the ability of the majority of users to access and 

use the internet, the government should consider amending the Excise Duty (Amendment) law to 
consider other avenues of raising revenue rather than imposing a tax on the internet. 

Internet Access and Affordability

Access to the Internet plays a vital role in the full 
realiza�on of human development and facilitates the 
exercise and enjoyment of a number of human rights 
and freedoms, including the right to freedom of 
expression and informa�on, the right to educa�on, 
the right to assembly and associa�on, the right to full 
par�cipa�on in social, cultural and poli�cal life and 
the right to social and economic development.

Accordingly, access and affordability policies and 
regula�ons that foster universal and equal access to 
the Internet, including fair and transparent market 
regula�on, universal service requirements and 
licensing agreements, must be adopted, according to 
the AfDEC. 

The government has put up various policies and 
strategies in place in order to foster a conducive 
environment through which users can maximize the 
social and economic benefits enabled by ICT.

In 2014, the government passed the Na�onal 
Informa�on and Communica�ons Technology Policy, 
with broad policy objec�ves of; building a 
knowledge-based human capital; promo�ng 
innova�on in economic and social systems; 
expanding ICT infrastructure and its integra�on 
throughout the country; deepening u�liza�on of ICT 
services by government, private sector, 
Non-Government Organiza�ons and ci�zenry; 
enhancing research and innova�on in ICT products, 
applica�ons, and services; and improving ICT 
governance and environment in Uganda.28

Addi�onally, Uganda’s Na�onal Vision 2040 very 
clearly iden�fies ICT access and u�liza�on not just as 
a cross-cu�ng development enabler but also as a 
major business opportunity. This provides the 
highest policy level underpinning to the impera�ve 
for universality of ICT in Uganda.29

The AfDEC principle also calls for the establishment 
of na�onal and regional Internet exchange points 

(IXPs) to ra�onalize and reduce the cost of Internet 
traffic at na�onal, local and sub-regional levels, as 
well as addressing the gender digital divide, with 
factors such as level of employment, educa�on, 
poverty, literacy and geographical loca�on resul�ng 
in African women having lower levels of access than 
men.

In 2016, the government is reported to have 
embarked on the provision of “free internet access” 
to residents within the capital city, Kampala through 
the MYUG, a new applica�on that has been 
developed by the Na�onal Informa�on and 
Communica�ons Technology (NITAU).30 The services 
have however experienced some challenges and 
don’t cover all the intended hotspots as had been 
envisaged.31 

Addi�onally, in December 2019, MTN, the largest 
telecommunica�on service provider in Uganda also 
announced the introduc�on of a range of data 
bundles that do not expire32, a�er many complaints 
from clients for loss of unused internet bundles. 
Previously, customer internet bundles would expire 
a�er 24 hours.

It is also refreshing to note that within the new 
guidelines for the Rural Communica�on 
Development Fund (RCDFII)33, the government has 
commi�ed to improving on the Connec�vity, Access, 
Affordability, and Equity for the target groups.

To date, UCC through RCDF has implemented ICT 
Computer Labs in over 1000 Secondary Schools, 
Ter�ary ins�tu�ons and Universi�es.34 The schools 
with Computer laboratory infrastructure have also 
acted as a pla�orm to provide digital literacy skills to 
the communi�es around the schools, which has 
drama�cally reduced the digital divide in the country

The Na�onal Broadband Strategy for Uganda35 
(2016-2020) defines the minimum requirements for 
high-speed transmission and access for voice, data, 

and video to homes and businesses and sets the 
target to be achieved within the five-year period. 
Some of the key targets defined for the five-year 
period include raising the minimum broadband 
speeds from 512kbps (in 2014/15) to 3Mbps and 
reducing the cost per Mbps of broadband in rela�on 
to average income by 10%. The strategy also seeks to 
achieve 100% broadband connec�vity at all district 
and sub-county headquarters, health centre IVs, 
ter�ary ins�tu�ons and secondary schools by 2020.36

Unfortunately, internet access and affordability is 
s�ll a challenge for large sec�ons of the popula�on 
especially the poor, rural popula�ons, women, and 
persons with disabili�es. This is because while 
internet access has become more affordable, 
par�cularly on mobile phones, costs are s�ll 
expensive for many Ugandans.37 Within East Africa, 
Ugandans are reported to be paying the highest 
prices to access mobile internet, at an average of 
$4.69 (Shs 17, 231) for 1GB [gigabyte] of data, 
compared to her neighbors in Rwanda who are 
paying an average of $0.56 or (Shs 2,057) for 1GB of 
data, with Burundi and Kenya, paying $2 (Shs7,344) 
and $2.73 (Shs10,024) for 1GB, respec�vely.38 The 
introduc�on of a daily UGX 200 (USD $0.05) tax on 
social media use in July 2018 is reported to have le� 
millions unconnected due to the increased costs.39 

Other factors that have affected access and 
affordability include limited access to electricity as it 
is mostly concentrated in urban areas and further 
impedes access to ICTs.40

Recommenda�ons
1. The government should review and expedite 

the full implementa�on of the Na�onal 
Broadband Strategy, which expires within 
less than a year, 2020.

2. The government should expand the free 
Wi-Fi program to other areas outside of 
Kampala and Entebbe. 

3. The government should work with and 
incen�vize telecommunica�on companies to 
provide special rates for the rural poor so as 
to reduce the costs of mobile internet in the 
country.

4. Review the revenue collec�on concept as the 
OTT tax has definitely had a nega�ve effect 
on both revenue and internet access and 
affordability.

Freedom of Expression

Principle 3 of the African Declara�on on Internet 
Rights and Freedoms notes that; “Everyone has the 
right to hold opinions without interferences. 
Everyone has a right to freedom of expression which 
includes the freedom to seek, receive, impart 
informa�on and ideas of all kinds through the 
internet and digital technologies, regardless of 
fron�ers”. The principle acknowledges the 
non-absoluteness of the rights but however notes 
that any restric�ons must be provided for by law, 
pursue a legi�mate aim as expressly listed under 
interna�onal law. 

In Uganda, the right to freedom of expression, and 

access to informa�on are provided for under the 
Cons�tu�on41, and although not explicitly defined 
within the cons�tu�on, this right includes the 
“freedom to seek, receive and impart informa�on 
and ideas of all kinds, regardless of fron�ers, either 
orally, in wri�ng or in print, in the form of art, or 
through any other media (including the internet) of 
his choice.”42 

Although the right to freedom of expression, 
especially online, like many others is not absolute, 
under both interna�onal law and the Ugandan 
Cons�tu�on, the AfDEC notes that “Content 
blocking, filtering, removal and other technical or 
legal limits on access to content cons�tute serious 
restric�ons on freedom of expression and can only 
be jus�fied if they strictly comply with interna�onal 
human rights law, which says that any restric�ons 
should be; (a) Prescribed by law; (b) Serve a 
legi�mate purpose for the protec�on of reputa�on, 
na�onal security, public order, public health or 
morals; and, (c)  It must be necessary to achieve the 
prescribed purpose.43

However, at the height of what came to be known as 
the Arab Spring, the government is reported to have 
ordered Telecom companies to block and regulate 
text messages that could ins�gate hatred, violence, 
and unrest during the presiden�al elec�on period, 
February 2011.44 A few months later, in April 2011, 
UCC instructed ISPs to temporarily block access to 
Facebook and Twi�er for 24 hours “to eliminate the 
connec�on and sharing of informa�on that incites 
the public.” The order came in the heat of the ‘walk 
to work’ protests in various towns over rising fuel and 
food prices.45

In 2016, there were to be two addi�onal episodes of 
internet shutdowns, in February 2016 during the 
elec�ons and May 2016, during the swearing-in of 
the President. In ordering the shutdowns, the 
government cited na�onal security concerns as the 
main reason. The president is reported to have told 
journalists that he ordered the shutdowns because; 
“Steps must be taken for security to stop so many 
ge�ng in trouble, it is temporary because some 

people use those pathways for telling lies,”46

The AfDEC principle on Freedom of Expression also 
requires that “No-one should be held liable for 
content on the Internet of which they are not the 
author” and seeks to limit the liability of 
intermediaries. Under sec�on 29 of the 2011 
Electronic Transac�ons Act,  intermediaries are 
protected from any liability on content shared by 
third par�es, sta�ng that “a service provider shall not 
be subject to civil or criminal liability in respect of 
third-party material which is in the form of electronic 
records to which he or she merely provides access.”47 
This is a posi�ve provision that should be protected 
by the state.

The AfDEC Principle on Freedom of Expression also 
emphasizes the important role that a safe and secure 
opera�ng environment for internet users if they are 
to meaningfully par�cipate in online expression – 
sharing opinions and ideas. The government has put 
in place a number of commendable measures to curb 
online, safety especially among children and youths. 
The Computer Misuse Act (2011) under sec�on 23 
criminalizes child online sexual exploita�on. This 
scope covers any person who par�cipates in the 
development, sharing, transmission or storage of 
child sexual abuse material.48

 
In addi�on, the Na�onal Informa�on Technology 
Authority – Uganda (NITA-U) in collabora�on with 
the Internet Society Uganda Chapter led to the 
development of an Online Safety Educa�on Toolkit as 
a useful and convenient learning resource for 
children and youth on how best to stay safe online in 
their daily use of the internet.49

The same Act also criminalizes cyber harassment 
(Art. 23), offensive communica�on (Art. 24) as well as 
cyberstalking (Art. 26). Specifically, Ar�cle 26 states 
that; “Any person who willfully, maliciously, and 
repeatedly uses electronic communica�on to harass 
another person and makes a threat with the intent to 
place that person in reasonable fear for his or her 
safety or to a member of that person's immediate 

family commits the crime of cyberstalking and is 
liable on convic�on to a fine not exceeding one 
hundred and twenty currency points or 
imprisonment not exceeding five years or both.”

Unfortunately, the majority of those affected, 
especially the vic�ms whose pictures and videos 
have been leaked online are the first persons to be 
interrogated by law enforcement agencies. In 2018, 
when Ugandan model Judith Heard had her pictures 
published without her consent, she not only found 
herself under arrest but also under a�ack in the 
media and online.50

Recommenda�ons

1. The government should ensure that any 
orders to shut or slow down the internet 
must be done in accordance with the law and 
due process should be followed as laid down 
in Ar�cle 3 of the AfDEC Principle and other 
interna�onal human rights laws.

2. The government should amend laws, such as 
the Computer Misuse Act, to bring them into 
line with Uganda’s cons�tu�on and its 
obliga�ons under interna�onal law regarding 
freedom of expression and access to 
informa�on.

Right to Informa�on
This AfDEc principle notes that “The Internet offers 
new opportuni�es to access informa�on, and for 
governments to communicate with people, using 
open data. Open data and new forms of online 
consulta�on can empower people to take a more 
ac�ve part in public affairs.

Data and informa�on held by governments should be 

made publicly accessible, including being released 
proac�vely and rou�nely, except where legi�mate 
grounds for restric�ng access comply with the rule of 
law, including relevant freedom of informa�on 
legisla�on.

Freedom of informa�on is an integral part of the 
fundamental right of freedom of expression, as 
recognized by Resolu�on 59 of the United Na�ons 
General Assembly adopted in 1946, as well as by 
Ar�cle 19 of the Universal Declara�on of Human 
Rights (1948), which states that Everyone has the 
right to freedom of opinion and expression; this right 
includes freedom to hold opinions without 
interference and to seek, receive and impart 
information and ideas through any media and 
regardless of frontiers”.

Although the 1995 Cons�tu�on of the Republic of 
Uganda guarantees the right of access to 
informa�on,51 with an enabling Act and regula�ons 
providing for the same, the spirit of the current 
legisla�on is more restric�ve, with ci�zens required 
to submit informa�on requests as opposed to 
requiring informa�on officers to proac�vely 
disseminate informa�on.

In 2014, the Government of Uganda with support 
from civil society (AFIC and CIPESA) established an 
online portal for receiving and responding to 
informa�on requests52. However, despite being a 
great ini�a�ve, AFIC’s recent analysis of the pla�orm 
indicated that since 2014, the pla�orm has 6,123 
users registered, 4,059 requests were made to 110 
MDAs. Of 4,059 requests, 80.9% were awai�ng a 
response, 5.2 % were under review, and only 4.5% 
had been par�ally responded to, while 4.3% were 
successful, in that order.

The AfDEC requires exis�ng obliga�on on public 
bodies to share all informa�on produced with the 

support of public funds, subject only to clearly 
defined rules set out in law, as established by the 
Declara�on of Principles on Freedom of Expression in 
Africa, shall extend to the proac�ve release of such 
informa�on on the Internet in openly licensed, freely 
re-usable formats.

According to sec�on 3 (d) of the Access to 
Informa�on Act, every ci�zen is supposed to access 
informa�on easily and in a �mely manner. The Act 
provides for a maximum of 21 days within which a 
ci�zen’s informa�on request is responded to. 
However, the delayed release of informa�on due to 
fear and/or bureaucracy coupled with ignorance 
have made the right to informa�on imprac�cable in 
some circumstances.53

Addi�onally, while ar�cle 41 o�he Ugandan 
Cons�tu�on provides for the right of access to 
informa�on with two excep�ons: where the release 
of the informa�on is likely to prejudice the security 
or sovereignty of the State or interfere with the right 
to privacy of any other person, the Access to 
Informa�on Law, itself in Part III (sec�on 23 - 34) lists 
exemp�ons which are too wide in scope and 
contradict the cons�tu�on. These exemp�ons, which 
include cabinet minutes and those of its commi�ees, 
limit the enjoyment of the right to informa�on by 
restric�ng access to vital records.54

Recommenda�ons
1. The government should amend the 

retrogressive restric�ons within the enabling 
laws such as the Access to Informa�on Act, 
and the Official Secrets Act that undermine 
proac�ve disclosure of informa�on, 
especially online.

2. The government should equip their staff with 
the skills and knowledge as well as tools to 
proac�vely use online pla�orms to share 
data held by government public bodies.

3. Parliament should amend the Access to 
Informa�on Act to provide for online 
informa�on requests

4. Government should undertake promo�onal 

measures for the effec�ve implementa�on 
of the Access to Informa�on Act

5. The Uganda Human Rights Commission 
should undertake measures to promote 
ci�zens’ enjoyment of their right to 
informa�on through online and offline 
channels. 

Freedom of Assembly and 
Associa�on and the Internet
This AfDEC principle states that; “Everyone has the 
right to use the Internet and digital technologies in 
rela�on to freedom of assembly and associa�on, 
including through social networks and pla�orms. It 
further notes; “The Internet can augment the 
opportuni�es and capabili�es of individuals and 
groups to form associa�ons and to manage 
organiza�ons and associa�ons.”

Addi�onally, “It can increase the membership and 
reach of associa�ons by allowing groups of people to 
communicate despite physical boundaries. It 
provides new tools for those organizing assemblies 
offline, as well as the possibility of conduc�ng 
assemblies and protests online.”

African states are therefore called upon to limit the 
shu�ng down or blocking of access to social 
networking pla�orms, and in fact, the Internet in 
general, as these ac�ons cons�tute direct 
interference with this right. 

But as highlighted above, under Freedom of 
Expression, the government has on several occasions 
been reported to have ordered the shutdown of the 
internet and access to other social media pla�orms 
such as Facebook, Twi�er, and WhatsApp, greatly 
affec�ng ci�zens access and use of the internet.

Recommenda�ons
1. Any a�empts by the Government should be 

done within the parameters of interna�onal 
human rights law - (a) Prescribed by law; (b) 
Serve a legi�mate purpose for protec�on of 
reputa�on, na�onal security, public order, 

public health or morals; and, (c)  It must be 
necessary to achieve the prescribed 
purpose.55 

2. The government should con�nue with efforts 
to expand access and affordability of the 
internet and digital technologies to a wider 
majority of the popula�on for them to enjoy 
the benefits brought about by these 
technological advances, including freedom of 
assembly and associa�on. 

Cultural and Linguis�c Diversity
This AfDEC Principle is cognizant of the rich linguis�c 
and cultural diversity which exists on the African 
con�nent and calls for its promo�on, especially 
online. Specifically, the principle calls upon states to 
put in place comprehensive policies, and alloca�on of 
resources, to support the development and use of 
tools to facilitate linguis�c diversity on the Internet. 
This includes the promo�on of technology and 
content required to access and use domain names, 
so�ware, services, and content in all languages and 
scripts. 

In 2006, Uganda passed the Na�onal Culture Policy 
that sought to among other things; To promote and 
strengthen Uganda’s diverse cultural iden��es; 
enhance social cohesion, collabora�on, and 
par�cipa�on of all people in cultural life; promote 
community ac�on on cultural prac�ces that promote 
and that impinge on human dignity; and conserve, 
protect and promote Uganda’s tangible and 
intangible cultural heritage.56

Government also commi�ed to foster the crea�on of 
varied local and na�onal content, including that 
available in the language of users, and give 
recogni�on and support to ICT-based work in all 
ar�s�c fields through public/private partnerships as 
well as support efforts to develop and use ICTs for 
the preserva�on of natural and, cultural heritage, 
keeping ICT accessible as a living part of today’s 
culture through the Na�onal ICT Policy of 2014.57 

The government also commi�ed to developing 
systems that ensure con�nued access to archived 
digital informa�on and mul�media content in digital 
repositories, and support archives, cultural 

collec�ons, and libraries58

There has however been very slow progress in the 
promo�on of indigenous languages online as only a 
few local languages are represented online. For 
example, news on websites owned by the Vision 
group is only available in four local languages (out of 
40 languages and 56 na�ve dialects) Bukedde 
(Luganda); Etop (Ateso); Rupiny (Acholi) and Orumuri 
(Runyankore).59 

According to the 2018 Freedom House report on 
Internet freedom in Uganda, the Google Uganda 
domain is available in five local languages, while the 
Firefox web browser can be accessed in two 
languages, Luganda and Acholi. The report notes that 
as of early 2018, Wikipedia can be accessed in 
Luganda, with about 1,000 ar�cles translated.60 

Recommenda�ons
1. The government should work with key 

providers – Google, Firefox and others to 
have more local languages on their domains

2. The government should expedite the 
implementa�on of Na�onal ICT Policy, 2014, 
especially the provisions of culture diversity

Right to Development and 
Access to Knowledge
The AfDEC Principle notes that “Developing media 
and informa�on literacy is essen�al in ensuring that 
consumers of media products have the skills to find 
evaluate and engage with various types of 
informa�on, including those relevant for their social, 
economic, cultural and poli�cal development.

The principle also calls upon the government to 
priori�es policies that improve girls’ access to quality 
educa�on and ICT, gender mainstreaming in Science, 
Technology, Engineering and Mathema�cs (STEM) 
policies, and family-friendly policies in STEM 
workplaces.
In 2017, the Ministry of ICT and Na�onal Guidance 
embarked on the Digital Vision Uganda ini�a�ve61 

that aims to leverage technological innova�ons to 
meet various na�onal and interna�onal goals 
including universal inclusion, sustainable 
development, economic progress, and poverty 
eradica�on. 

This campaign aims to achieve a unified ac�on plan 
that draws on various ini�a�ves from all sectors and 
focuses on technology-based empowerment, thus 
fostering relevant ICT use62. While the Digital Vision 
Uganda campaign aims to address per�nent ICT 
development issues that will improve ICT access, 
usage and, penetra�on, the strategy is s�ll under 
development with implementa�on yet to start.63

Recommenda�ons
1. The government should fully implement the 

Digital Vision Uganda campaign and other 
policy frameworks, including the ICT policy, 
broadband policy.

Privacy and Personal Data 
Protec�on
The growth and penetra�on of informa�on and 
communica�on technologies, especially the internet 
partly aided by an increase in mobile phone 
subscrip�ons and increased use of smartphones has 
resulted in increased collec�on, processing and 
sharing of personal biometric data, including by 
business enterprises. Unfortunately, many internet 
users are not aware of the implica�ons of their use of 
the web and how their rights are compromised by 
their internet usage or how their data is 
automa�cally gathered or processed without their 
knowledge and sold or linked with other sources to 
produce a complex record of several aspects of their 
lives.64

AfDEC Principles requires that “Personal data or 
informa�on shall only be collected and/or processed 

by states and non-state actors such as access 
providers, mail providers, hosts, and other 
intermediaries, in compliance with well-established 
data protec�on principles, including the following: 
personal data or informa�on must be processed 
fairly and lawfully; personal data or informa�on must 
be obtained only for one or more specified and lawful 
purposes; among others. 

Although the Uganda Cons�tu�on provides for the 
right to privacy and data protec�on65, it wasn’t un�l 
December 2018 that parliament passed the Privacy 
and Data Protec�on Act that was assented to by the 
President in February 2019.66

The principle notes that “Mass or indiscriminate 
surveillance of individuals or the monitoring of their 
communica�ons, cons�tutes a dispropor�onate 
interference, and thus a viola�on, of the right to 
privacy, freedom of expression and other human 
rights”. 

It is further noted that “targeted surveillance of 
online communica�ons must be governed by clear 
and transparent laws which, at a minimum, comply 
with the following basic principles: first, 
communica�ons surveillance must be both targeted 
and based on reasonable suspicion of commission or 
involvement in the commission of serious crime; 
second, communica�ons surveillance must be 
judicially authorized and individuals placed under 
surveillance must be no�fied that their 
communica�ons have been monitored as soon as 
prac�cable a�er the conclusion of the surveillance 
opera�on; third, the applica�on of surveillance laws 
must be subject to strong parliamentary oversight to 
prevent abuse and ensure the accountability of 
intelligence services and law enforcement agencies.”

Unfortunately, once again the legal environment and 
prac�ces regarding communica�on surveillance and 
intercep�on of communica�on in Uganda go against 
the provisions of the principle. 

The Regula�on of Intercep�on of Communica�ons 
Act, 201067 provides for lawful intercep�on and 
monitoring of communica�ons in the course of their 
transmission through telecommunica�ons, postal or 
any other related services or systems in Uganda. 
Specifically, Sec�on 8 of this Act requires service 
providers to ensure that their telecommunica�on 
systems are always technically capable of suppor�ng 
lawful intercep�on. 

The right to privacy is further limited by the 
An�-Terrorism Act, 2002, which provides for 
intercep�on of communica�ons, specifically, sec�on 
19 (1) which states that “… an authorized officer shall 
have the right to intercept the communica�ons or a 
person and otherwise conduct surveillance of a 
person under this Act.”

Recommenda�ons
1. Expedite the implementa�on of the Data 

Protec�on Act 
2. Reduce the opportuni�es for mass 

surveillance to guard against infringement 
on peoples’ right to privacy and protec�on of 
their personal data.

3. Review and harmonize the laws that provide 
for the surveillance and intercep�on of 
communica�on in view of the new data 
protec�on law provisions.

Security, Stability and Resilience 
of the Internet
The principle requires that everyone has the right to 
enjoy secure connec�ons to and on the Internet 
including protec�ng from services and protocols that 
threaten the security, stability, and resilience of the 
Internet.

States are therefore urged to recognize in their 
legisla�on and prac�ces that encryp�on is a basic 
requirement for the protec�on of the confiden�ality 
and security of informa�on. States should promote 

end-to-end encryp�on as the basic standard for the 
protec�on of the rights to freedom of expression and 
privacy online and promote the use of open-source 
so�ware.

However sec�on 10 of the Regula�on of Intercep�on 
of Communica�ons Act 2010, provides for disclosure 
of protected (encrypted) informa�on with failure to 
comply with the disclosure no�ce a�rac�ng a fine 
not exceeding one hundred and twenty currency 
points or to imprisonment for a period not exceeding 
five years, or both upon convic�on.
 
Although a January 2019 report on the State of 
Privacy in Uganda68 by Privacy Interna�onal notes 
that there does not appear to be any restric�on on 
the use of encryp�on in Uganda. And that the use of 
end-to-end encrypted messaging applica�ons, 
par�cularly WhatsApp, are popular.

Recommenda�ons
1. The government should consider repealing 

sec�on 10 of the RICA that criminalizes the 
failure to disclose encrypted informa�on.

Marginalized Groups and Groups at Risk
Despite the recent advances in the ICT and internet, 
with a greater number of people now having access 
to and using these, many marginalized groups of 
people, including persons with disabili�es, rural 
communi�es, the elderly, and women s�ll find it hard 
to access and use digital technologies and thus 
con�nue to miss out on the benefits that the 
technologies bring.

Several factors, including high literacy levels, the 
s�ll-high costs of the internet, poor implementa�on 
of enabling policies among others.

Under this principle, states and non-state actors are 
required to respect and protect the right of all 

individuals to have access to and use the Internet. 
However, recent prac�ces, including the introduc�on 
of the OTT tax have instead served to widen the 
digital divide gap. It has been reported that the social 
media tax has raised the internet connec�on costs by 
10% for Uganda’s poorest residents, and in turn le� 
them with less access to informa�on.69

 
The situa�on is however much worse for persons 
with disabili�es, as the costs of assis�ve technologies 
that would aid them access to and use the internet 
and other ICT is quite high.70 

Recommenda�ons
1. Review and consider amending the social 

media tax to reduce the exclusion
2. Reduce ICT access costs for marginalized 

groups, especially the elderly and persons 
with disabili�es

3. Introduce incen�ves to services providers to 
expand their networks to rural areas

Gender Equality
As earlier discussed, women are among the 
marginalized groups that con�nue to lag behind 
when accessing and using ICT, especially the internet. 
A survey carried out in 2014 by the Uganda 
Communica�ons Commission found that only 6% of 
women in Uganda are online. And only 21% of 
women reported having used the internet, versus 
61% for men.71 

Like the other marginalized groups, the gender gap in 
internet access is also perpetuated by several factors 
including limited access to the internet, lack of digital 
skills and empowerment of women, affordability of 
ICT services especially broadband connec�vity, 

relevant content as well as safety of women online.72

The AfDEC principle on gender equity calls upon key 
stakeholders to ensure that the processes and 
mechanisms that enable the full, ac�ve and equal 
par�cipa�on of women and girls in decision making 
about how the Internet is shaped and governed are 
developed and strengthened.

Recommenda�ons
1. The laws enacted and any bill to be passed 

must-have women’s unique perspec�ves 
and views integrated to produce a robust law 
that is gender-sensi�ve73

2. Women should be trained and skilled in how 
to access and use the internet safely and 
securely

3. The government should set up a Monitoring 
and Evalua�on Framework for all gender and 
ICT policies so that actual benefit accrues to 
the common person74

Conclusion
There indeed some posi�ve steps, especially the legal 
framework that Uganda has adopted to ensure 
compliance to the key principles as laid out in the 
African Declara�on on Internet Rights and Freedoms 
– including the ICT Policies, the Access to Informa�on 
Laws, the Cons�tu�onal provisions, the Data 
Protec�on Act, the Income Tax Act of 2018 that 
introduced the social media tax among others. There 
are however other laws whose provisions are quite 
retrogressive and these need to be amended, 
especially those that infringe on privacy and personal 
data protec�on such as the Regula�on of 
Intercep�on of Communica�ons Act, the Computer 
Misuse Act among others.
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Introduc�on

The Internet is considered the most disrup�ve 
informa�on and communica�on technology that has 
revolu�onized the free flow of informa�on between 
individuals by offering anyone with an Internet 
connec�on, the ability to gather and disseminate 
news, informa�on, and opinions.1 

In the light of its accessibility and its capacity to store 
and communicate vast amounts of informa�on, the 
Internet plays an important role in enhancing the 
public’s access to news and facilita�ng the 
dissemina�on of informa�on in general.2

As of December 2018, Uganda had an es�mated 19 
million internet users, about 42% of the total 
popula�on.3 This growth in internet penetra�on has 
partly been aided by the increase in mobile telephony 
penetra�on which stood at 22 million subscribers, 
with almost 10 million accessing the internet through 
the mobile as of June 2018.4

The internet is helping develop spaces that can 
empower people, helping them communicate, 
collaborate and exchange views and informa�on, and 
this represents, the ‘democra�za�on’ of freedom of 
expression as it is no longer necessary to rely upon 
professional journalists or gatekeepers to act as public 
spokespeople for our views.5

Uganda has passed several laws and policies, some of 
which contain progressive provisions that advance the 
rights to freedom of expression. Principally, the right 
to freedom of expression and access to informa�on is 
cons�tu�onally guaranteed under Ar�cles 29 (1) (a) 
and 41, respec�vely. Other legal framework include; 

the Access to Informa�on Act, 2005 that seeks to 
promote an efficient, effec�ve, transparent and 
accountable government as well as to give effect to 
Ar�cle 41 of the Cons�tu�on by providing the right of 
access to informa�on held by organs of the State; the 
Computer Misuse Act, 2011 that seeks to make 
provision for the safety and security of electronic 
transac�ons and informa�on systems; to prevent 
unlawful access, abuse or misuse of informa�on 
systems6; the Uganda Communica�ons Commission 
(UCC) Act, 2013 that mandates the Commission, 
under Sec�on 5(L) to promote research into the 
development and use of new communica�ons 
techniques and technologies, including those which 
promote accessibility to communica�ons services for 
persons with disabili�es, as well as the Uganda 
Na�onal Vision 2040 which clearly iden�fies ICT 
access and u�liza�on not just as a cross-cu�ng 
development enabler but also as a major business 
opportunity, providing the highest policy level 
underpinning to the impera�ve for universality of ICT 
in Uganda.7

Unfortunately, even with these progressive legal 
frameworks, there are a number of other laws, 
policies, and prac�ces that have been adopted and 
have had a nega�ve effect on the ci�zens’ enjoyment 
of their rights to freedom of expression and online 
expression; for example, the An�-Terrorism Act of 
2002, under which intercep�on of communica�ons 
may be conducted on grounds such as safeguarding of 
the public interest; preven�on of the viola�on of the 
fundamental and other human rights and freedoms of 
any person from terrorism; preven�on or detec�ng 
the commission of any offence; and safeguarding the 
na�onal economy from terrorism,8 the 2011 
Computer Misuse Act, which criminalised cyber 
harassment (sec�on 24)  and “offensive 
communica�on under sec�on 25. 

Addi�onally, several provisions within these laws 
have been used to increasingly put pressure on 
private actors to censor content which the state 
deems illegal or simply “harmful to na�onal 
security.”9 

In 2016, UCC ordered the shutdown of internet 
access on the eve of the presiden�al elec�ons vo�ng 
day in February, ci�ng “na�onal security”, as well as 
during the inaugura�on in May 2016, affec�ng social 
media pla�orms including Facebook, Whatsapp, 
Twi�er, and mobile money transfer services.10

In April 2018, the Ugandan communica�ons 
regulator directed online data communica�on 
service providers, that include; online publishers, 
online news pla�orms and online radio and 
television operators, to apply and obtain 
authorisa�on from the commission within a period of 
one month or risk having their websites and/or 
streams being blocked by Internet Service Providers 
(ISPs).11 The regulator later published a list of the 
licenced providers, who were each required to pay 
USD 20. 

On 29, April 2019, UCC ordered internet service 
providers to shut down all unauthorized news sites 
following a direc�ve requiring online data 
communica�on service providers, including 
publishers, news pla�orms, radio and television 
operators to obtain authoriza�on.12

Later in 2019, another direc�ve was issued by UCC 
requiring all “online publishers and influencers who 
have reached a capacity of sharing communica�on 
content and also using the online publica�on for 
commercial business” to register with regulator and 
pay a USD 20 levy.13

In May 2017, a famous movie translator, Marysmats 
Matovu alias VJ Junior and his colleague, Geoffrey 
Bbosa, were arrested and charged with cyber 
harassment and offensive communica�on based on 
allegedly provoca�ve messages sent in a group 
message chain about the Uganda Film Producers 
Associa�on.14

Interna�onal Legal Framework 
on Internet Rights and Freedom
The right to freedom of expression (including on the 
internet) has been provided for under Ar�cle 19 of 
the Universal Declara�on of Human Rights, that 
states that; “Everyone has the right to freedom of 
opinion and expression; this right includes freedom 
to hold opinions without interference and to seek, 
receive and impart informa�on and ideas through 
any media and regardless of fron�ers.”15 

This right is further ar�culated within Ar�cle 19 (2) of 
the Interna�onal Covenant on Civil and Poli�cal 
Rights (ICCPR), sta�ng that; Everyone shall have the 
right to freedom of expression; this right shall include 
freedom to seek, receive and impart informa�on and 
ideas of all kinds, regardless of fron�ers, either 
orally, in wri�ng or in print, in the form of art, or 
through any other media of his choice. 

The General Comment 34 on State par�es’ 
obliga�ons under Ar�cle 19 of the Interna�onal 
Covenant on Civil and Poli�cal Rights adopted on July 
21, 2011 holds that the same rights an individual 
enjoys on line must be the same rights enjoyed 
online16. 

In 2016, the United Na�ons passed a non-binding 
resolu�on on “the promo�on, protec�on, and 
enjoyment of human rights on the Internet.”17 The 
resolu�on specifically condemns measures to 
prevent or disrupt access and calls on all States to 
refrain from and cease such measures. It further 
recognizes the importance of access to informa�on 
and privacy online for the realiza�on of the right to 
freedom of expression and to hold opinions without 
interference.18

Although there is no express right of access to the 
internet under interna�onal law, the 2016 United 
Na�ons Resolu�on urges states to “consider 
formula�ng, through transparent and inclusive 

processes with all stakeholders, and adop�ng 
na�onal Internet-related public policies that have the 
objec�ve of universal access and enjoyment of 
human rights at their core.”

On the African con�nent, Ar�cle 9 of the African 
Charter on Human and Peoples’ Rights (ACHPR) 
states that; “Every individual shall have the right to 
receive informa�on” (9(1); and “Every individual shall 
have the right to express and disseminate his opinion 
within the law.” (9(2). 

The ACHPR has also adopted several resolu�ons 
aimed at promo�ng the right to informa�on and 
freedom of expression in Africa amongst which 
include; ACHPR/Res. 362 (LIX) 2016, adopted in 
Banjul on 4 November 2016. The resolu�on reaffirms 
the fundamental right to freedom of informa�on and 
expression enshrined under Ar�cle 9 of the African 
Charter on Human and People’s Rights and in other 
interna�onal human rights instruments and 
recognizes the role of the internet in advancing 
human and people’s rights in Africa. This resolu�on 
came at a cri�cal �me when the region was 
witnessing regular internet shutdowns which 
impacted directly on freedom of expression and 
access to informa�on.

Limita�ons on the Right to 
Freedom of Expression
Both the ICCPR and ACHPR have within their 
provisions, limita�ons to the rights to freedom of 
expression. Specifically, Ar�cle 19 (3) of the ICCPR 
notes that; the exercise of the rights provided for in 
paragraph 2 of this Ar�cle carries with it special 
du�es and responsibili�es. It may, therefore, be 
subject to certain restric�ons, but these shall only be 
such as are provided by law and are necessary: (a) For 
respect of the rights or reputa�ons of others; (b) For 
the protec�on of na�onal security or of public order 
(ordre public), or of public health or morals.19 
On 21 July 2011, the UN Human Rights Commi�ee 
adopted General Comment 34 on States par�es' 
obliga�ons under Ar�cle 19 of the (ICCPR), with 
guidance to States on what the freedoms of opinion 

and expression mean in prac�ce, and therefore 
strengthens the protec�on provided by interna�onal 
law. In reference to any restric�ons, General 
Comment 34 (para 35) highlights that “When a State 
party invokes a legi�mate ground for restric�on of 
freedom of expression, it must demonstrate in 
specific and individualized fashion the precise nature 
of the threat, and the necessity and propor�onality 
of the specific ac�on taken, in par�cular by 
establishing a direct and immediate connec�on 
between the expression and the threat”.20

In Uganda, the right to freedom of expression, like 
other rights are also limited within the Cons�tu�on 
by Ar�cle 43(1) which states that; (1) In the 
enjoyment of the rights and freedoms prescribed in 
this Chapter, no person shall prejudice the 
fundamental or other human rights and freedoms of 
others or the public interest. But as noted above, any 
limita�on must pass the three-part test as provided 
for under Ar�cle 19(3) of the ICCPR.
As a signatory to various interna�onal human rights 
instruments such as the Interna�onal Covenant on 
Civil and Poli�cal Rights, the African Charter on 
Human and Peoples’ Rights and having incorporated 
progressive ar�cles within the Cons�tu�on, 
specifically on the Bill of Rights, Uganda has a duty to 
promote and advance peoples’ fundamental human 
rights online, including access to and use of the 
internet through progressive legisla�on and 
prac�ces.

About the African Declara�on on 
Internet Rights and Freedoms
The African Declara�on on Internet Rights and 
Freedoms (AfDEC) is a Pan-African ini�a�ve to 
promote human rights standards and principles of 
openness in internet policy formula�on and 
implementa�on on the con�nent. The Declara�on is 
intended to elaborate on the principles which are 
necessary to uphold human and people’s rights on 
the Internet, and to cul�vate an Internet 
environment that can best meet Africa’s social and 
economic development needs and goals.
The Declara�on builds on well-established African 
human rights documents including the African 
Charter on Human and Peoples’ Rights of 1981, the 

Windhoek Declara�on on Promo�ng an Independent 
and Pluralis�c African Press of 1991, the African 
Charter on Broadcas�ng of 2001, the Declara�on of 
Principles on Freedom of Expression in Africa of 
2002, and the African Pla�orm on Access to 
Informa�on Declara�on of 2011.

The Declara�on has iden�fied 13 key principles that

 include; Openness; Internet Access and Affordability; 
Freedom of Expression; Right to Informa�on; 
Freedom of Assembly and Associa�on on the 
Internet; Cultural and Linguis�c Diversity; Right to 
Development and Access to Knowledge; Privacy and 
Personal Data Protec�on; Security, Stability, and 
Resilience of the Internet; Marginalised Groups at 
Risk; Due Process; Democra�c Mul�-stakeholder 
Internet Governance; and Gender Equity.

This report, therefore, provides an assessment of 
Uganda’s Compliance with 11 out of the 13 Principles 
of the African Declara�on on Internet Rights and 
Freedoms. The report examines both the legal 
environment (laws and policies) and prac�ces by the 
state regarding internet freedom and rights.

Findings: Uganda’s Compliance 
to the AfDEC Principles

Openness
The AfDEC Principle on Openness requires that the 
Internet should have an open and distributed 
architecture and should con�nue to be based on 
open standards and applica�on interfaces and 
guarantee interoperability so as to enable a common 
exchange of informa�on and informa�on.

In 2014, the government, through the Na�onal 
Informa�on Technology Authority, issued guidelines 
for developing government websites that 
emphasized the need to use open standard-based 
tools and technologies for the development of 
websites as well as content to ensure interoperability 
and accessibility of websites. The web guidelines 
adhered to the Web Content Accessibility Guidelines 
(WCAG) of the World Wide Web Consor�um (W3C). 
W3C is an interna�onal body working towards 
defining standards in web technologies and formats 
for publishing content on the web.21

Sec�on 1.4 of Guidelines on Development and 
Management of Government Websites requires all 
government MDAs to “consider the needs of a broad 
spectrum of visitors, including the general public, 
specialised audiences, people with disabili�es, those 
without access to advanced technologies, and those 
with limited English proficiency and ICT skills.”

However, a 2007 survey on Web Accessibility in 
Uganda22 established that 100% of the government 
websites whose webmasters responded to the 
survey were not accessible to users with visual 
disabili�es. Addi�onally, the majority of government 
MDA websites are in English, making them 
inaccessible to many Ugandans who cannot read and 
write in this language.23

The Openness principle also seeks to advance the 
principle of network neutrality, which requires that 
all data on the Internet must be treated in an equal 
and non-discriminatory manner, and shall not be 
charged differen�ally, according to user, content, 
site, pla�orm, applica�on, type of a�ached 
equipment, and modes of communica�on.

However, it has been reported that Uganda does not 

have robust and implementable legal protec�ons for net neutrality24, and because of this, both the government 
and telecom companies have violated the principle in the past, with �ered pricing of the communica�on 
services and social media blocking.25 In 2005, UCC passed the Telecommunica�ons (Tariffs and Accoun�ng) 
Regula�ons,26 to regulate the pricing of telecommunica�ons services and accoun�ng by telecommunica�ons 
operators. Unfortunately, as noted earlier, the regula�ons are largely unenforceable.
The AfDEC Principle on Openness also demands that there should be no special privileges for, or obstacles 
against, the exchange of informa�on online or any party or content on economic, social, cultural or poli�cal 
grounds.

There have been a number of policies and prac�ces that have however served to undermine these principles. 
Specifically, the passage of the Uganda Excise Duty (Amendment) Bill 2018, which introduced taxa�on of 
“over-the-top” (OTT) services, and raised taxes on other telecommunica�ons services violated this principle 
which requires service providers to treat all internet traffic equally, and not block or thro�le access to online 
content and services. 

According to figures from the UCC, the number of subscribers reduced by two and a half million from 16 million 
to 13.5 million subscribers between July and September 2018. The same trend was noted in the amount of 
revenue falling from Uganda Shillings (UGX) 5.6 billion in July 2018, to UGX 3.96 billion in September 2018 (see 
table below). 

Recommenda�ons
1. The Government of Uganda should consider the expansion of the scope of the guidelines27 for 

developing and managing government websites to cover the private sector.
2. Given the nega�ve impact that the OTT tax has had on the ability of the majority of users to access and 

use the internet, the government should consider amending the Excise Duty (Amendment) law to 
consider other avenues of raising revenue rather than imposing a tax on the internet. 

Internet Access and Affordability

Access to the Internet plays a vital role in the full 
realiza�on of human development and facilitates the 
exercise and enjoyment of a number of human rights 
and freedoms, including the right to freedom of 
expression and informa�on, the right to educa�on, 
the right to assembly and associa�on, the right to full 
par�cipa�on in social, cultural and poli�cal life and 
the right to social and economic development.

Accordingly, access and affordability policies and 
regula�ons that foster universal and equal access to 
the Internet, including fair and transparent market 
regula�on, universal service requirements and 
licensing agreements, must be adopted, according to 
the AfDEC. 

The government has put up various policies and 
strategies in place in order to foster a conducive 
environment through which users can maximize the 
social and economic benefits enabled by ICT.

In 2014, the government passed the Na�onal 
Informa�on and Communica�ons Technology Policy, 
with broad policy objec�ves of; building a 
knowledge-based human capital; promo�ng 
innova�on in economic and social systems; 
expanding ICT infrastructure and its integra�on 
throughout the country; deepening u�liza�on of ICT 
services by government, private sector, 
Non-Government Organiza�ons and ci�zenry; 
enhancing research and innova�on in ICT products, 
applica�ons, and services; and improving ICT 
governance and environment in Uganda.28

Addi�onally, Uganda’s Na�onal Vision 2040 very 
clearly iden�fies ICT access and u�liza�on not just as 
a cross-cu�ng development enabler but also as a 
major business opportunity. This provides the 
highest policy level underpinning to the impera�ve 
for universality of ICT in Uganda.29

The AfDEC principle also calls for the establishment 
of na�onal and regional Internet exchange points 

(IXPs) to ra�onalize and reduce the cost of Internet 
traffic at na�onal, local and sub-regional levels, as 
well as addressing the gender digital divide, with 
factors such as level of employment, educa�on, 
poverty, literacy and geographical loca�on resul�ng 
in African women having lower levels of access than 
men.

In 2016, the government is reported to have 
embarked on the provision of “free internet access” 
to residents within the capital city, Kampala through 
the MYUG, a new applica�on that has been 
developed by the Na�onal Informa�on and 
Communica�ons Technology (NITAU).30 The services 
have however experienced some challenges and 
don’t cover all the intended hotspots as had been 
envisaged.31 

Addi�onally, in December 2019, MTN, the largest 
telecommunica�on service provider in Uganda also 
announced the introduc�on of a range of data 
bundles that do not expire32, a�er many complaints 
from clients for loss of unused internet bundles. 
Previously, customer internet bundles would expire 
a�er 24 hours.

It is also refreshing to note that within the new 
guidelines for the Rural Communica�on 
Development Fund (RCDFII)33, the government has 
commi�ed to improving on the Connec�vity, Access, 
Affordability, and Equity for the target groups.

To date, UCC through RCDF has implemented ICT 
Computer Labs in over 1000 Secondary Schools, 
Ter�ary ins�tu�ons and Universi�es.34 The schools 
with Computer laboratory infrastructure have also 
acted as a pla�orm to provide digital literacy skills to 
the communi�es around the schools, which has 
drama�cally reduced the digital divide in the country

The Na�onal Broadband Strategy for Uganda35 
(2016-2020) defines the minimum requirements for 
high-speed transmission and access for voice, data, 

and video to homes and businesses and sets the 
target to be achieved within the five-year period. 
Some of the key targets defined for the five-year 
period include raising the minimum broadband 
speeds from 512kbps (in 2014/15) to 3Mbps and 
reducing the cost per Mbps of broadband in rela�on 
to average income by 10%. The strategy also seeks to 
achieve 100% broadband connec�vity at all district 
and sub-county headquarters, health centre IVs, 
ter�ary ins�tu�ons and secondary schools by 2020.36

Unfortunately, internet access and affordability is 
s�ll a challenge for large sec�ons of the popula�on 
especially the poor, rural popula�ons, women, and 
persons with disabili�es. This is because while 
internet access has become more affordable, 
par�cularly on mobile phones, costs are s�ll 
expensive for many Ugandans.37 Within East Africa, 
Ugandans are reported to be paying the highest 
prices to access mobile internet, at an average of 
$4.69 (Shs 17, 231) for 1GB [gigabyte] of data, 
compared to her neighbors in Rwanda who are 
paying an average of $0.56 or (Shs 2,057) for 1GB of 
data, with Burundi and Kenya, paying $2 (Shs7,344) 
and $2.73 (Shs10,024) for 1GB, respec�vely.38 The 
introduc�on of a daily UGX 200 (USD $0.05) tax on 
social media use in July 2018 is reported to have le� 
millions unconnected due to the increased costs.39 

Other factors that have affected access and 
affordability include limited access to electricity as it 
is mostly concentrated in urban areas and further 
impedes access to ICTs.40

Recommenda�ons
1. The government should review and expedite 

the full implementa�on of the Na�onal 
Broadband Strategy, which expires within 
less than a year, 2020.

2. The government should expand the free 
Wi-Fi program to other areas outside of 
Kampala and Entebbe. 

3. The government should work with and 
incen�vize telecommunica�on companies to 
provide special rates for the rural poor so as 
to reduce the costs of mobile internet in the 
country.

4. Review the revenue collec�on concept as the 
OTT tax has definitely had a nega�ve effect 
on both revenue and internet access and 
affordability.

Freedom of Expression

Principle 3 of the African Declara�on on Internet 
Rights and Freedoms notes that; “Everyone has the 
right to hold opinions without interferences. 
Everyone has a right to freedom of expression which 
includes the freedom to seek, receive, impart 
informa�on and ideas of all kinds through the 
internet and digital technologies, regardless of 
fron�ers”. The principle acknowledges the 
non-absoluteness of the rights but however notes 
that any restric�ons must be provided for by law, 
pursue a legi�mate aim as expressly listed under 
interna�onal law. 

In Uganda, the right to freedom of expression, and 

access to informa�on are provided for under the 
Cons�tu�on41, and although not explicitly defined 
within the cons�tu�on, this right includes the 
“freedom to seek, receive and impart informa�on 
and ideas of all kinds, regardless of fron�ers, either 
orally, in wri�ng or in print, in the form of art, or 
through any other media (including the internet) of 
his choice.”42 

Although the right to freedom of expression, 
especially online, like many others is not absolute, 
under both interna�onal law and the Ugandan 
Cons�tu�on, the AfDEC notes that “Content 
blocking, filtering, removal and other technical or 
legal limits on access to content cons�tute serious 
restric�ons on freedom of expression and can only 
be jus�fied if they strictly comply with interna�onal 
human rights law, which says that any restric�ons 
should be; (a) Prescribed by law; (b) Serve a 
legi�mate purpose for the protec�on of reputa�on, 
na�onal security, public order, public health or 
morals; and, (c)  It must be necessary to achieve the 
prescribed purpose.43

However, at the height of what came to be known as 
the Arab Spring, the government is reported to have 
ordered Telecom companies to block and regulate 
text messages that could ins�gate hatred, violence, 
and unrest during the presiden�al elec�on period, 
February 2011.44 A few months later, in April 2011, 
UCC instructed ISPs to temporarily block access to 
Facebook and Twi�er for 24 hours “to eliminate the 
connec�on and sharing of informa�on that incites 
the public.” The order came in the heat of the ‘walk 
to work’ protests in various towns over rising fuel and 
food prices.45

In 2016, there were to be two addi�onal episodes of 
internet shutdowns, in February 2016 during the 
elec�ons and May 2016, during the swearing-in of 
the President. In ordering the shutdowns, the 
government cited na�onal security concerns as the 
main reason. The president is reported to have told 
journalists that he ordered the shutdowns because; 
“Steps must be taken for security to stop so many 
ge�ng in trouble, it is temporary because some 

people use those pathways for telling lies,”46

The AfDEC principle on Freedom of Expression also 
requires that “No-one should be held liable for 
content on the Internet of which they are not the 
author” and seeks to limit the liability of 
intermediaries. Under sec�on 29 of the 2011 
Electronic Transac�ons Act,  intermediaries are 
protected from any liability on content shared by 
third par�es, sta�ng that “a service provider shall not 
be subject to civil or criminal liability in respect of 
third-party material which is in the form of electronic 
records to which he or she merely provides access.”47 
This is a posi�ve provision that should be protected 
by the state.

The AfDEC Principle on Freedom of Expression also 
emphasizes the important role that a safe and secure 
opera�ng environment for internet users if they are 
to meaningfully par�cipate in online expression – 
sharing opinions and ideas. The government has put 
in place a number of commendable measures to curb 
online, safety especially among children and youths. 
The Computer Misuse Act (2011) under sec�on 23 
criminalizes child online sexual exploita�on. This 
scope covers any person who par�cipates in the 
development, sharing, transmission or storage of 
child sexual abuse material.48

 
In addi�on, the Na�onal Informa�on Technology 
Authority – Uganda (NITA-U) in collabora�on with 
the Internet Society Uganda Chapter led to the 
development of an Online Safety Educa�on Toolkit as 
a useful and convenient learning resource for 
children and youth on how best to stay safe online in 
their daily use of the internet.49

The same Act also criminalizes cyber harassment 
(Art. 23), offensive communica�on (Art. 24) as well as 
cyberstalking (Art. 26). Specifically, Ar�cle 26 states 
that; “Any person who willfully, maliciously, and 
repeatedly uses electronic communica�on to harass 
another person and makes a threat with the intent to 
place that person in reasonable fear for his or her 
safety or to a member of that person's immediate 

family commits the crime of cyberstalking and is 
liable on convic�on to a fine not exceeding one 
hundred and twenty currency points or 
imprisonment not exceeding five years or both.”

Unfortunately, the majority of those affected, 
especially the vic�ms whose pictures and videos 
have been leaked online are the first persons to be 
interrogated by law enforcement agencies. In 2018, 
when Ugandan model Judith Heard had her pictures 
published without her consent, she not only found 
herself under arrest but also under a�ack in the 
media and online.50

Recommenda�ons

1. The government should ensure that any 
orders to shut or slow down the internet 
must be done in accordance with the law and 
due process should be followed as laid down 
in Ar�cle 3 of the AfDEC Principle and other 
interna�onal human rights laws.

2. The government should amend laws, such as 
the Computer Misuse Act, to bring them into 
line with Uganda’s cons�tu�on and its 
obliga�ons under interna�onal law regarding 
freedom of expression and access to 
informa�on.

Right to Informa�on
This AfDEc principle notes that “The Internet offers 
new opportuni�es to access informa�on, and for 
governments to communicate with people, using 
open data. Open data and new forms of online 
consulta�on can empower people to take a more 
ac�ve part in public affairs.

Data and informa�on held by governments should be 

made publicly accessible, including being released 
proac�vely and rou�nely, except where legi�mate 
grounds for restric�ng access comply with the rule of 
law, including relevant freedom of informa�on 
legisla�on.

Freedom of informa�on is an integral part of the 
fundamental right of freedom of expression, as 
recognized by Resolu�on 59 of the United Na�ons 
General Assembly adopted in 1946, as well as by 
Ar�cle 19 of the Universal Declara�on of Human 
Rights (1948), which states that Everyone has the 
right to freedom of opinion and expression; this right 
includes freedom to hold opinions without 
interference and to seek, receive and impart 
information and ideas through any media and 
regardless of frontiers”.

Although the 1995 Cons�tu�on of the Republic of 
Uganda guarantees the right of access to 
informa�on,51 with an enabling Act and regula�ons 
providing for the same, the spirit of the current 
legisla�on is more restric�ve, with ci�zens required 
to submit informa�on requests as opposed to 
requiring informa�on officers to proac�vely 
disseminate informa�on.

In 2014, the Government of Uganda with support 
from civil society (AFIC and CIPESA) established an 
online portal for receiving and responding to 
informa�on requests52. However, despite being a 
great ini�a�ve, AFIC’s recent analysis of the pla�orm 
indicated that since 2014, the pla�orm has 6,123 
users registered, 4,059 requests were made to 110 
MDAs. Of 4,059 requests, 80.9% were awai�ng a 
response, 5.2 % were under review, and only 4.5% 
had been par�ally responded to, while 4.3% were 
successful, in that order.

The AfDEC requires exis�ng obliga�on on public 
bodies to share all informa�on produced with the 

support of public funds, subject only to clearly 
defined rules set out in law, as established by the 
Declara�on of Principles on Freedom of Expression in 
Africa, shall extend to the proac�ve release of such 
informa�on on the Internet in openly licensed, freely 
re-usable formats.

According to sec�on 3 (d) of the Access to 
Informa�on Act, every ci�zen is supposed to access 
informa�on easily and in a �mely manner. The Act 
provides for a maximum of 21 days within which a 
ci�zen’s informa�on request is responded to. 
However, the delayed release of informa�on due to 
fear and/or bureaucracy coupled with ignorance 
have made the right to informa�on imprac�cable in 
some circumstances.53

Addi�onally, while ar�cle 41 o�he Ugandan 
Cons�tu�on provides for the right of access to 
informa�on with two excep�ons: where the release 
of the informa�on is likely to prejudice the security 
or sovereignty of the State or interfere with the right 
to privacy of any other person, the Access to 
Informa�on Law, itself in Part III (sec�on 23 - 34) lists 
exemp�ons which are too wide in scope and 
contradict the cons�tu�on. These exemp�ons, which 
include cabinet minutes and those of its commi�ees, 
limit the enjoyment of the right to informa�on by 
restric�ng access to vital records.54

Recommenda�ons
1. The government should amend the 

retrogressive restric�ons within the enabling 
laws such as the Access to Informa�on Act, 
and the Official Secrets Act that undermine 
proac�ve disclosure of informa�on, 
especially online.

2. The government should equip their staff with 
the skills and knowledge as well as tools to 
proac�vely use online pla�orms to share 
data held by government public bodies.

3. Parliament should amend the Access to 
Informa�on Act to provide for online 
informa�on requests

4. Government should undertake promo�onal 

measures for the effec�ve implementa�on 
of the Access to Informa�on Act

5. The Uganda Human Rights Commission 
should undertake measures to promote 
ci�zens’ enjoyment of their right to 
informa�on through online and offline 
channels. 

Freedom of Assembly and 
Associa�on and the Internet
This AfDEC principle states that; “Everyone has the 
right to use the Internet and digital technologies in 
rela�on to freedom of assembly and associa�on, 
including through social networks and pla�orms. It 
further notes; “The Internet can augment the 
opportuni�es and capabili�es of individuals and 
groups to form associa�ons and to manage 
organiza�ons and associa�ons.”

Addi�onally, “It can increase the membership and 
reach of associa�ons by allowing groups of people to 
communicate despite physical boundaries. It 
provides new tools for those organizing assemblies 
offline, as well as the possibility of conduc�ng 
assemblies and protests online.”

African states are therefore called upon to limit the 
shu�ng down or blocking of access to social 
networking pla�orms, and in fact, the Internet in 
general, as these ac�ons cons�tute direct 
interference with this right. 

But as highlighted above, under Freedom of 
Expression, the government has on several occasions 
been reported to have ordered the shutdown of the 
internet and access to other social media pla�orms 
such as Facebook, Twi�er, and WhatsApp, greatly 
affec�ng ci�zens access and use of the internet.

Recommenda�ons
1. Any a�empts by the Government should be 

done within the parameters of interna�onal 
human rights law - (a) Prescribed by law; (b) 
Serve a legi�mate purpose for protec�on of 
reputa�on, na�onal security, public order, 

public health or morals; and, (c)  It must be 
necessary to achieve the prescribed 
purpose.55 

2. The government should con�nue with efforts 
to expand access and affordability of the 
internet and digital technologies to a wider 
majority of the popula�on for them to enjoy 
the benefits brought about by these 
technological advances, including freedom of 
assembly and associa�on. 

Cultural and Linguis�c Diversity
This AfDEC Principle is cognizant of the rich linguis�c 
and cultural diversity which exists on the African 
con�nent and calls for its promo�on, especially 
online. Specifically, the principle calls upon states to 
put in place comprehensive policies, and alloca�on of 
resources, to support the development and use of 
tools to facilitate linguis�c diversity on the Internet. 
This includes the promo�on of technology and 
content required to access and use domain names, 
so�ware, services, and content in all languages and 
scripts. 

In 2006, Uganda passed the Na�onal Culture Policy 
that sought to among other things; To promote and 
strengthen Uganda’s diverse cultural iden��es; 
enhance social cohesion, collabora�on, and 
par�cipa�on of all people in cultural life; promote 
community ac�on on cultural prac�ces that promote 
and that impinge on human dignity; and conserve, 
protect and promote Uganda’s tangible and 
intangible cultural heritage.56

Government also commi�ed to foster the crea�on of 
varied local and na�onal content, including that 
available in the language of users, and give 
recogni�on and support to ICT-based work in all 
ar�s�c fields through public/private partnerships as 
well as support efforts to develop and use ICTs for 
the preserva�on of natural and, cultural heritage, 
keeping ICT accessible as a living part of today’s 
culture through the Na�onal ICT Policy of 2014.57 

The government also commi�ed to developing 
systems that ensure con�nued access to archived 
digital informa�on and mul�media content in digital 
repositories, and support archives, cultural 

collec�ons, and libraries58

There has however been very slow progress in the 
promo�on of indigenous languages online as only a 
few local languages are represented online. For 
example, news on websites owned by the Vision 
group is only available in four local languages (out of 
40 languages and 56 na�ve dialects) Bukedde 
(Luganda); Etop (Ateso); Rupiny (Acholi) and Orumuri 
(Runyankore).59 

According to the 2018 Freedom House report on 
Internet freedom in Uganda, the Google Uganda 
domain is available in five local languages, while the 
Firefox web browser can be accessed in two 
languages, Luganda and Acholi. The report notes that 
as of early 2018, Wikipedia can be accessed in 
Luganda, with about 1,000 ar�cles translated.60 

Recommenda�ons
1. The government should work with key 

providers – Google, Firefox and others to 
have more local languages on their domains

2. The government should expedite the 
implementa�on of Na�onal ICT Policy, 2014, 
especially the provisions of culture diversity

Right to Development and 
Access to Knowledge
The AfDEC Principle notes that “Developing media 
and informa�on literacy is essen�al in ensuring that 
consumers of media products have the skills to find 
evaluate and engage with various types of 
informa�on, including those relevant for their social, 
economic, cultural and poli�cal development.

The principle also calls upon the government to 
priori�es policies that improve girls’ access to quality 
educa�on and ICT, gender mainstreaming in Science, 
Technology, Engineering and Mathema�cs (STEM) 
policies, and family-friendly policies in STEM 
workplaces.
In 2017, the Ministry of ICT and Na�onal Guidance 
embarked on the Digital Vision Uganda ini�a�ve61 

that aims to leverage technological innova�ons to 
meet various na�onal and interna�onal goals 
including universal inclusion, sustainable 
development, economic progress, and poverty 
eradica�on. 

This campaign aims to achieve a unified ac�on plan 
that draws on various ini�a�ves from all sectors and 
focuses on technology-based empowerment, thus 
fostering relevant ICT use62. While the Digital Vision 
Uganda campaign aims to address per�nent ICT 
development issues that will improve ICT access, 
usage and, penetra�on, the strategy is s�ll under 
development with implementa�on yet to start.63

Recommenda�ons
1. The government should fully implement the 

Digital Vision Uganda campaign and other 
policy frameworks, including the ICT policy, 
broadband policy.

Privacy and Personal Data 
Protec�on
The growth and penetra�on of informa�on and 
communica�on technologies, especially the internet 
partly aided by an increase in mobile phone 
subscrip�ons and increased use of smartphones has 
resulted in increased collec�on, processing and 
sharing of personal biometric data, including by 
business enterprises. Unfortunately, many internet 
users are not aware of the implica�ons of their use of 
the web and how their rights are compromised by 
their internet usage or how their data is 
automa�cally gathered or processed without their 
knowledge and sold or linked with other sources to 
produce a complex record of several aspects of their 
lives.64

AfDEC Principles requires that “Personal data or 
informa�on shall only be collected and/or processed 

by states and non-state actors such as access 
providers, mail providers, hosts, and other 
intermediaries, in compliance with well-established 
data protec�on principles, including the following: 
personal data or informa�on must be processed 
fairly and lawfully; personal data or informa�on must 
be obtained only for one or more specified and lawful 
purposes; among others. 

Although the Uganda Cons�tu�on provides for the 
right to privacy and data protec�on65, it wasn’t un�l 
December 2018 that parliament passed the Privacy 
and Data Protec�on Act that was assented to by the 
President in February 2019.66

The principle notes that “Mass or indiscriminate 
surveillance of individuals or the monitoring of their 
communica�ons, cons�tutes a dispropor�onate 
interference, and thus a viola�on, of the right to 
privacy, freedom of expression and other human 
rights”. 

It is further noted that “targeted surveillance of 
online communica�ons must be governed by clear 
and transparent laws which, at a minimum, comply 
with the following basic principles: first, 
communica�ons surveillance must be both targeted 
and based on reasonable suspicion of commission or 
involvement in the commission of serious crime; 
second, communica�ons surveillance must be 
judicially authorized and individuals placed under 
surveillance must be no�fied that their 
communica�ons have been monitored as soon as 
prac�cable a�er the conclusion of the surveillance 
opera�on; third, the applica�on of surveillance laws 
must be subject to strong parliamentary oversight to 
prevent abuse and ensure the accountability of 
intelligence services and law enforcement agencies.”

Unfortunately, once again the legal environment and 
prac�ces regarding communica�on surveillance and 
intercep�on of communica�on in Uganda go against 
the provisions of the principle. 

The Regula�on of Intercep�on of Communica�ons 
Act, 201067 provides for lawful intercep�on and 
monitoring of communica�ons in the course of their 
transmission through telecommunica�ons, postal or 
any other related services or systems in Uganda. 
Specifically, Sec�on 8 of this Act requires service 
providers to ensure that their telecommunica�on 
systems are always technically capable of suppor�ng 
lawful intercep�on. 

The right to privacy is further limited by the 
An�-Terrorism Act, 2002, which provides for 
intercep�on of communica�ons, specifically, sec�on 
19 (1) which states that “… an authorized officer shall 
have the right to intercept the communica�ons or a 
person and otherwise conduct surveillance of a 
person under this Act.”

Recommenda�ons
1. Expedite the implementa�on of the Data 

Protec�on Act 
2. Reduce the opportuni�es for mass 

surveillance to guard against infringement 
on peoples’ right to privacy and protec�on of 
their personal data.

3. Review and harmonize the laws that provide 
for the surveillance and intercep�on of 
communica�on in view of the new data 
protec�on law provisions.

Security, Stability and Resilience 
of the Internet
The principle requires that everyone has the right to 
enjoy secure connec�ons to and on the Internet 
including protec�ng from services and protocols that 
threaten the security, stability, and resilience of the 
Internet.

States are therefore urged to recognize in their 
legisla�on and prac�ces that encryp�on is a basic 
requirement for the protec�on of the confiden�ality 
and security of informa�on. States should promote 

end-to-end encryp�on as the basic standard for the 
protec�on of the rights to freedom of expression and 
privacy online and promote the use of open-source 
so�ware.

However sec�on 10 of the Regula�on of Intercep�on 
of Communica�ons Act 2010, provides for disclosure 
of protected (encrypted) informa�on with failure to 
comply with the disclosure no�ce a�rac�ng a fine 
not exceeding one hundred and twenty currency 
points or to imprisonment for a period not exceeding 
five years, or both upon convic�on.
 
Although a January 2019 report on the State of 
Privacy in Uganda68 by Privacy Interna�onal notes 
that there does not appear to be any restric�on on 
the use of encryp�on in Uganda. And that the use of 
end-to-end encrypted messaging applica�ons, 
par�cularly WhatsApp, are popular.

Recommenda�ons
1. The government should consider repealing 

sec�on 10 of the RICA that criminalizes the 
failure to disclose encrypted informa�on.

Marginalized Groups and Groups at Risk
Despite the recent advances in the ICT and internet, 
with a greater number of people now having access 
to and using these, many marginalized groups of 
people, including persons with disabili�es, rural 
communi�es, the elderly, and women s�ll find it hard 
to access and use digital technologies and thus 
con�nue to miss out on the benefits that the 
technologies bring.

Several factors, including high literacy levels, the 
s�ll-high costs of the internet, poor implementa�on 
of enabling policies among others.

Under this principle, states and non-state actors are 
required to respect and protect the right of all 

individuals to have access to and use the Internet. 
However, recent prac�ces, including the introduc�on 
of the OTT tax have instead served to widen the 
digital divide gap. It has been reported that the social 
media tax has raised the internet connec�on costs by 
10% for Uganda’s poorest residents, and in turn le� 
them with less access to informa�on.69

 
The situa�on is however much worse for persons 
with disabili�es, as the costs of assis�ve technologies 
that would aid them access to and use the internet 
and other ICT is quite high.70 

Recommenda�ons
1. Review and consider amending the social 

media tax to reduce the exclusion
2. Reduce ICT access costs for marginalized 

groups, especially the elderly and persons 
with disabili�es

3. Introduce incen�ves to services providers to 
expand their networks to rural areas

Gender Equality
As earlier discussed, women are among the 
marginalized groups that con�nue to lag behind 
when accessing and using ICT, especially the internet. 
A survey carried out in 2014 by the Uganda 
Communica�ons Commission found that only 6% of 
women in Uganda are online. And only 21% of 
women reported having used the internet, versus 
61% for men.71 

Like the other marginalized groups, the gender gap in 
internet access is also perpetuated by several factors 
including limited access to the internet, lack of digital 
skills and empowerment of women, affordability of 
ICT services especially broadband connec�vity, 

relevant content as well as safety of women online.72

The AfDEC principle on gender equity calls upon key 
stakeholders to ensure that the processes and 
mechanisms that enable the full, ac�ve and equal 
par�cipa�on of women and girls in decision making 
about how the Internet is shaped and governed are 
developed and strengthened.

Recommenda�ons
1. The laws enacted and any bill to be passed 

must-have women’s unique perspec�ves 
and views integrated to produce a robust law 
that is gender-sensi�ve73

2. Women should be trained and skilled in how 
to access and use the internet safely and 
securely

3. The government should set up a Monitoring 
and Evalua�on Framework for all gender and 
ICT policies so that actual benefit accrues to 
the common person74

Conclusion
There indeed some posi�ve steps, especially the legal 
framework that Uganda has adopted to ensure 
compliance to the key principles as laid out in the 
African Declara�on on Internet Rights and Freedoms 
– including the ICT Policies, the Access to Informa�on 
Laws, the Cons�tu�onal provisions, the Data 
Protec�on Act, the Income Tax Act of 2018 that 
introduced the social media tax among others. There 
are however other laws whose provisions are quite 
retrogressive and these need to be amended, 
especially those that infringe on privacy and personal 
data protec�on such as the Regula�on of 
Intercep�on of Communica�ons Act, the Computer 
Misuse Act among others.
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Introduc�on

The Internet is considered the most disrup�ve 
informa�on and communica�on technology that has 
revolu�onized the free flow of informa�on between 
individuals by offering anyone with an Internet 
connec�on, the ability to gather and disseminate 
news, informa�on, and opinions.1 

In the light of its accessibility and its capacity to store 
and communicate vast amounts of informa�on, the 
Internet plays an important role in enhancing the 
public’s access to news and facilita�ng the 
dissemina�on of informa�on in general.2

As of December 2018, Uganda had an es�mated 19 
million internet users, about 42% of the total 
popula�on.3 This growth in internet penetra�on has 
partly been aided by the increase in mobile telephony 
penetra�on which stood at 22 million subscribers, 
with almost 10 million accessing the internet through 
the mobile as of June 2018.4

The internet is helping develop spaces that can 
empower people, helping them communicate, 
collaborate and exchange views and informa�on, and 
this represents, the ‘democra�za�on’ of freedom of 
expression as it is no longer necessary to rely upon 
professional journalists or gatekeepers to act as public 
spokespeople for our views.5

Uganda has passed several laws and policies, some of 
which contain progressive provisions that advance the 
rights to freedom of expression. Principally, the right 
to freedom of expression and access to informa�on is 
cons�tu�onally guaranteed under Ar�cles 29 (1) (a) 
and 41, respec�vely. Other legal framework include; 

the Access to Informa�on Act, 2005 that seeks to 
promote an efficient, effec�ve, transparent and 
accountable government as well as to give effect to 
Ar�cle 41 of the Cons�tu�on by providing the right of 
access to informa�on held by organs of the State; the 
Computer Misuse Act, 2011 that seeks to make 
provision for the safety and security of electronic 
transac�ons and informa�on systems; to prevent 
unlawful access, abuse or misuse of informa�on 
systems6; the Uganda Communica�ons Commission 
(UCC) Act, 2013 that mandates the Commission, 
under Sec�on 5(L) to promote research into the 
development and use of new communica�ons 
techniques and technologies, including those which 
promote accessibility to communica�ons services for 
persons with disabili�es, as well as the Uganda 
Na�onal Vision 2040 which clearly iden�fies ICT 
access and u�liza�on not just as a cross-cu�ng 
development enabler but also as a major business 
opportunity, providing the highest policy level 
underpinning to the impera�ve for universality of ICT 
in Uganda.7

Unfortunately, even with these progressive legal 
frameworks, there are a number of other laws, 
policies, and prac�ces that have been adopted and 
have had a nega�ve effect on the ci�zens’ enjoyment 
of their rights to freedom of expression and online 
expression; for example, the An�-Terrorism Act of 
2002, under which intercep�on of communica�ons 
may be conducted on grounds such as safeguarding of 
the public interest; preven�on of the viola�on of the 
fundamental and other human rights and freedoms of 
any person from terrorism; preven�on or detec�ng 
the commission of any offence; and safeguarding the 
na�onal economy from terrorism,8 the 2011 
Computer Misuse Act, which criminalised cyber 
harassment (sec�on 24)  and “offensive 
communica�on under sec�on 25. 

Addi�onally, several provisions within these laws 
have been used to increasingly put pressure on 
private actors to censor content which the state 
deems illegal or simply “harmful to na�onal 
security.”9 

In 2016, UCC ordered the shutdown of internet 
access on the eve of the presiden�al elec�ons vo�ng 
day in February, ci�ng “na�onal security”, as well as 
during the inaugura�on in May 2016, affec�ng social 
media pla�orms including Facebook, Whatsapp, 
Twi�er, and mobile money transfer services.10

In April 2018, the Ugandan communica�ons 
regulator directed online data communica�on 
service providers, that include; online publishers, 
online news pla�orms and online radio and 
television operators, to apply and obtain 
authorisa�on from the commission within a period of 
one month or risk having their websites and/or 
streams being blocked by Internet Service Providers 
(ISPs).11 The regulator later published a list of the 
licenced providers, who were each required to pay 
USD 20. 

On 29, April 2019, UCC ordered internet service 
providers to shut down all unauthorized news sites 
following a direc�ve requiring online data 
communica�on service providers, including 
publishers, news pla�orms, radio and television 
operators to obtain authoriza�on.12

Later in 2019, another direc�ve was issued by UCC 
requiring all “online publishers and influencers who 
have reached a capacity of sharing communica�on 
content and also using the online publica�on for 
commercial business” to register with regulator and 
pay a USD 20 levy.13

In May 2017, a famous movie translator, Marysmats 
Matovu alias VJ Junior and his colleague, Geoffrey 
Bbosa, were arrested and charged with cyber 
harassment and offensive communica�on based on 
allegedly provoca�ve messages sent in a group 
message chain about the Uganda Film Producers 
Associa�on.14

Interna�onal Legal Framework 
on Internet Rights and Freedom
The right to freedom of expression (including on the 
internet) has been provided for under Ar�cle 19 of 
the Universal Declara�on of Human Rights, that 
states that; “Everyone has the right to freedom of 
opinion and expression; this right includes freedom 
to hold opinions without interference and to seek, 
receive and impart informa�on and ideas through 
any media and regardless of fron�ers.”15 

This right is further ar�culated within Ar�cle 19 (2) of 
the Interna�onal Covenant on Civil and Poli�cal 
Rights (ICCPR), sta�ng that; Everyone shall have the 
right to freedom of expression; this right shall include 
freedom to seek, receive and impart informa�on and 
ideas of all kinds, regardless of fron�ers, either 
orally, in wri�ng or in print, in the form of art, or 
through any other media of his choice. 

The General Comment 34 on State par�es’ 
obliga�ons under Ar�cle 19 of the Interna�onal 
Covenant on Civil and Poli�cal Rights adopted on July 
21, 2011 holds that the same rights an individual 
enjoys on line must be the same rights enjoyed 
online16. 

In 2016, the United Na�ons passed a non-binding 
resolu�on on “the promo�on, protec�on, and 
enjoyment of human rights on the Internet.”17 The 
resolu�on specifically condemns measures to 
prevent or disrupt access and calls on all States to 
refrain from and cease such measures. It further 
recognizes the importance of access to informa�on 
and privacy online for the realiza�on of the right to 
freedom of expression and to hold opinions without 
interference.18

Although there is no express right of access to the 
internet under interna�onal law, the 2016 United 
Na�ons Resolu�on urges states to “consider 
formula�ng, through transparent and inclusive 

processes with all stakeholders, and adop�ng 
na�onal Internet-related public policies that have the 
objec�ve of universal access and enjoyment of 
human rights at their core.”

On the African con�nent, Ar�cle 9 of the African 
Charter on Human and Peoples’ Rights (ACHPR) 
states that; “Every individual shall have the right to 
receive informa�on” (9(1); and “Every individual shall 
have the right to express and disseminate his opinion 
within the law.” (9(2). 

The ACHPR has also adopted several resolu�ons 
aimed at promo�ng the right to informa�on and 
freedom of expression in Africa amongst which 
include; ACHPR/Res. 362 (LIX) 2016, adopted in 
Banjul on 4 November 2016. The resolu�on reaffirms 
the fundamental right to freedom of informa�on and 
expression enshrined under Ar�cle 9 of the African 
Charter on Human and People’s Rights and in other 
interna�onal human rights instruments and 
recognizes the role of the internet in advancing 
human and people’s rights in Africa. This resolu�on 
came at a cri�cal �me when the region was 
witnessing regular internet shutdowns which 
impacted directly on freedom of expression and 
access to informa�on.

Limita�ons on the Right to 
Freedom of Expression
Both the ICCPR and ACHPR have within their 
provisions, limita�ons to the rights to freedom of 
expression. Specifically, Ar�cle 19 (3) of the ICCPR 
notes that; the exercise of the rights provided for in 
paragraph 2 of this Ar�cle carries with it special 
du�es and responsibili�es. It may, therefore, be 
subject to certain restric�ons, but these shall only be 
such as are provided by law and are necessary: (a) For 
respect of the rights or reputa�ons of others; (b) For 
the protec�on of na�onal security or of public order 
(ordre public), or of public health or morals.19 
On 21 July 2011, the UN Human Rights Commi�ee 
adopted General Comment 34 on States par�es' 
obliga�ons under Ar�cle 19 of the (ICCPR), with 
guidance to States on what the freedoms of opinion 

and expression mean in prac�ce, and therefore 
strengthens the protec�on provided by interna�onal 
law. In reference to any restric�ons, General 
Comment 34 (para 35) highlights that “When a State 
party invokes a legi�mate ground for restric�on of 
freedom of expression, it must demonstrate in 
specific and individualized fashion the precise nature 
of the threat, and the necessity and propor�onality 
of the specific ac�on taken, in par�cular by 
establishing a direct and immediate connec�on 
between the expression and the threat”.20

In Uganda, the right to freedom of expression, like 
other rights are also limited within the Cons�tu�on 
by Ar�cle 43(1) which states that; (1) In the 
enjoyment of the rights and freedoms prescribed in 
this Chapter, no person shall prejudice the 
fundamental or other human rights and freedoms of 
others or the public interest. But as noted above, any 
limita�on must pass the three-part test as provided 
for under Ar�cle 19(3) of the ICCPR.
As a signatory to various interna�onal human rights 
instruments such as the Interna�onal Covenant on 
Civil and Poli�cal Rights, the African Charter on 
Human and Peoples’ Rights and having incorporated 
progressive ar�cles within the Cons�tu�on, 
specifically on the Bill of Rights, Uganda has a duty to 
promote and advance peoples’ fundamental human 
rights online, including access to and use of the 
internet through progressive legisla�on and 
prac�ces.

About the African Declara�on on 
Internet Rights and Freedoms
The African Declara�on on Internet Rights and 
Freedoms (AfDEC) is a Pan-African ini�a�ve to 
promote human rights standards and principles of 
openness in internet policy formula�on and 
implementa�on on the con�nent. The Declara�on is 
intended to elaborate on the principles which are 
necessary to uphold human and people’s rights on 
the Internet, and to cul�vate an Internet 
environment that can best meet Africa’s social and 
economic development needs and goals.
The Declara�on builds on well-established African 
human rights documents including the African 
Charter on Human and Peoples’ Rights of 1981, the 

Windhoek Declara�on on Promo�ng an Independent 
and Pluralis�c African Press of 1991, the African 
Charter on Broadcas�ng of 2001, the Declara�on of 
Principles on Freedom of Expression in Africa of 
2002, and the African Pla�orm on Access to 
Informa�on Declara�on of 2011.

The Declara�on has iden�fied 13 key principles that

 include; Openness; Internet Access and Affordability; 
Freedom of Expression; Right to Informa�on; 
Freedom of Assembly and Associa�on on the 
Internet; Cultural and Linguis�c Diversity; Right to 
Development and Access to Knowledge; Privacy and 
Personal Data Protec�on; Security, Stability, and 
Resilience of the Internet; Marginalised Groups at 
Risk; Due Process; Democra�c Mul�-stakeholder 
Internet Governance; and Gender Equity.

This report, therefore, provides an assessment of 
Uganda’s Compliance with 11 out of the 13 Principles 
of the African Declara�on on Internet Rights and 
Freedoms. The report examines both the legal 
environment (laws and policies) and prac�ces by the 
state regarding internet freedom and rights.

Findings: Uganda’s Compliance 
to the AfDEC Principles

Openness
The AfDEC Principle on Openness requires that the 
Internet should have an open and distributed 
architecture and should con�nue to be based on 
open standards and applica�on interfaces and 
guarantee interoperability so as to enable a common 
exchange of informa�on and informa�on.

In 2014, the government, through the Na�onal 
Informa�on Technology Authority, issued guidelines 
for developing government websites that 
emphasized the need to use open standard-based 
tools and technologies for the development of 
websites as well as content to ensure interoperability 
and accessibility of websites. The web guidelines 
adhered to the Web Content Accessibility Guidelines 
(WCAG) of the World Wide Web Consor�um (W3C). 
W3C is an interna�onal body working towards 
defining standards in web technologies and formats 
for publishing content on the web.21

Sec�on 1.4 of Guidelines on Development and 
Management of Government Websites requires all 
government MDAs to “consider the needs of a broad 
spectrum of visitors, including the general public, 
specialised audiences, people with disabili�es, those 
without access to advanced technologies, and those 
with limited English proficiency and ICT skills.”

However, a 2007 survey on Web Accessibility in 
Uganda22 established that 100% of the government 
websites whose webmasters responded to the 
survey were not accessible to users with visual 
disabili�es. Addi�onally, the majority of government 
MDA websites are in English, making them 
inaccessible to many Ugandans who cannot read and 
write in this language.23

The Openness principle also seeks to advance the 
principle of network neutrality, which requires that 
all data on the Internet must be treated in an equal 
and non-discriminatory manner, and shall not be 
charged differen�ally, according to user, content, 
site, pla�orm, applica�on, type of a�ached 
equipment, and modes of communica�on.

However, it has been reported that Uganda does not 

have robust and implementable legal protec�ons for net neutrality24, and because of this, both the government 
and telecom companies have violated the principle in the past, with �ered pricing of the communica�on 
services and social media blocking.25 In 2005, UCC passed the Telecommunica�ons (Tariffs and Accoun�ng) 
Regula�ons,26 to regulate the pricing of telecommunica�ons services and accoun�ng by telecommunica�ons 
operators. Unfortunately, as noted earlier, the regula�ons are largely unenforceable.
The AfDEC Principle on Openness also demands that there should be no special privileges for, or obstacles 
against, the exchange of informa�on online or any party or content on economic, social, cultural or poli�cal 
grounds.

There have been a number of policies and prac�ces that have however served to undermine these principles. 
Specifically, the passage of the Uganda Excise Duty (Amendment) Bill 2018, which introduced taxa�on of 
“over-the-top” (OTT) services, and raised taxes on other telecommunica�ons services violated this principle 
which requires service providers to treat all internet traffic equally, and not block or thro�le access to online 
content and services. 

According to figures from the UCC, the number of subscribers reduced by two and a half million from 16 million 
to 13.5 million subscribers between July and September 2018. The same trend was noted in the amount of 
revenue falling from Uganda Shillings (UGX) 5.6 billion in July 2018, to UGX 3.96 billion in September 2018 (see 
table below). 

Recommenda�ons
1. The Government of Uganda should consider the expansion of the scope of the guidelines27 for 

developing and managing government websites to cover the private sector.
2. Given the nega�ve impact that the OTT tax has had on the ability of the majority of users to access and 

use the internet, the government should consider amending the Excise Duty (Amendment) law to 
consider other avenues of raising revenue rather than imposing a tax on the internet. 

Internet Access and Affordability

Access to the Internet plays a vital role in the full 
realiza�on of human development and facilitates the 
exercise and enjoyment of a number of human rights 
and freedoms, including the right to freedom of 
expression and informa�on, the right to educa�on, 
the right to assembly and associa�on, the right to full 
par�cipa�on in social, cultural and poli�cal life and 
the right to social and economic development.

Accordingly, access and affordability policies and 
regula�ons that foster universal and equal access to 
the Internet, including fair and transparent market 
regula�on, universal service requirements and 
licensing agreements, must be adopted, according to 
the AfDEC. 

The government has put up various policies and 
strategies in place in order to foster a conducive 
environment through which users can maximize the 
social and economic benefits enabled by ICT.

In 2014, the government passed the Na�onal 
Informa�on and Communica�ons Technology Policy, 
with broad policy objec�ves of; building a 
knowledge-based human capital; promo�ng 
innova�on in economic and social systems; 
expanding ICT infrastructure and its integra�on 
throughout the country; deepening u�liza�on of ICT 
services by government, private sector, 
Non-Government Organiza�ons and ci�zenry; 
enhancing research and innova�on in ICT products, 
applica�ons, and services; and improving ICT 
governance and environment in Uganda.28

Addi�onally, Uganda’s Na�onal Vision 2040 very 
clearly iden�fies ICT access and u�liza�on not just as 
a cross-cu�ng development enabler but also as a 
major business opportunity. This provides the 
highest policy level underpinning to the impera�ve 
for universality of ICT in Uganda.29

The AfDEC principle also calls for the establishment 
of na�onal and regional Internet exchange points 

(IXPs) to ra�onalize and reduce the cost of Internet 
traffic at na�onal, local and sub-regional levels, as 
well as addressing the gender digital divide, with 
factors such as level of employment, educa�on, 
poverty, literacy and geographical loca�on resul�ng 
in African women having lower levels of access than 
men.

In 2016, the government is reported to have 
embarked on the provision of “free internet access” 
to residents within the capital city, Kampala through 
the MYUG, a new applica�on that has been 
developed by the Na�onal Informa�on and 
Communica�ons Technology (NITAU).30 The services 
have however experienced some challenges and 
don’t cover all the intended hotspots as had been 
envisaged.31 

Addi�onally, in December 2019, MTN, the largest 
telecommunica�on service provider in Uganda also 
announced the introduc�on of a range of data 
bundles that do not expire32, a�er many complaints 
from clients for loss of unused internet bundles. 
Previously, customer internet bundles would expire 
a�er 24 hours.

It is also refreshing to note that within the new 
guidelines for the Rural Communica�on 
Development Fund (RCDFII)33, the government has 
commi�ed to improving on the Connec�vity, Access, 
Affordability, and Equity for the target groups.

To date, UCC through RCDF has implemented ICT 
Computer Labs in over 1000 Secondary Schools, 
Ter�ary ins�tu�ons and Universi�es.34 The schools 
with Computer laboratory infrastructure have also 
acted as a pla�orm to provide digital literacy skills to 
the communi�es around the schools, which has 
drama�cally reduced the digital divide in the country

The Na�onal Broadband Strategy for Uganda35 
(2016-2020) defines the minimum requirements for 
high-speed transmission and access for voice, data, 

and video to homes and businesses and sets the 
target to be achieved within the five-year period. 
Some of the key targets defined for the five-year 
period include raising the minimum broadband 
speeds from 512kbps (in 2014/15) to 3Mbps and 
reducing the cost per Mbps of broadband in rela�on 
to average income by 10%. The strategy also seeks to 
achieve 100% broadband connec�vity at all district 
and sub-county headquarters, health centre IVs, 
ter�ary ins�tu�ons and secondary schools by 2020.36

Unfortunately, internet access and affordability is 
s�ll a challenge for large sec�ons of the popula�on 
especially the poor, rural popula�ons, women, and 
persons with disabili�es. This is because while 
internet access has become more affordable, 
par�cularly on mobile phones, costs are s�ll 
expensive for many Ugandans.37 Within East Africa, 
Ugandans are reported to be paying the highest 
prices to access mobile internet, at an average of 
$4.69 (Shs 17, 231) for 1GB [gigabyte] of data, 
compared to her neighbors in Rwanda who are 
paying an average of $0.56 or (Shs 2,057) for 1GB of 
data, with Burundi and Kenya, paying $2 (Shs7,344) 
and $2.73 (Shs10,024) for 1GB, respec�vely.38 The 
introduc�on of a daily UGX 200 (USD $0.05) tax on 
social media use in July 2018 is reported to have le� 
millions unconnected due to the increased costs.39 

Other factors that have affected access and 
affordability include limited access to electricity as it 
is mostly concentrated in urban areas and further 
impedes access to ICTs.40

Recommenda�ons
1. The government should review and expedite 

the full implementa�on of the Na�onal 
Broadband Strategy, which expires within 
less than a year, 2020.

2. The government should expand the free 
Wi-Fi program to other areas outside of 
Kampala and Entebbe. 

3. The government should work with and 
incen�vize telecommunica�on companies to 
provide special rates for the rural poor so as 
to reduce the costs of mobile internet in the 
country.

4. Review the revenue collec�on concept as the 
OTT tax has definitely had a nega�ve effect 
on both revenue and internet access and 
affordability.

Freedom of Expression

Principle 3 of the African Declara�on on Internet 
Rights and Freedoms notes that; “Everyone has the 
right to hold opinions without interferences. 
Everyone has a right to freedom of expression which 
includes the freedom to seek, receive, impart 
informa�on and ideas of all kinds through the 
internet and digital technologies, regardless of 
fron�ers”. The principle acknowledges the 
non-absoluteness of the rights but however notes 
that any restric�ons must be provided for by law, 
pursue a legi�mate aim as expressly listed under 
interna�onal law. 

In Uganda, the right to freedom of expression, and 

access to informa�on are provided for under the 
Cons�tu�on41, and although not explicitly defined 
within the cons�tu�on, this right includes the 
“freedom to seek, receive and impart informa�on 
and ideas of all kinds, regardless of fron�ers, either 
orally, in wri�ng or in print, in the form of art, or 
through any other media (including the internet) of 
his choice.”42 

Although the right to freedom of expression, 
especially online, like many others is not absolute, 
under both interna�onal law and the Ugandan 
Cons�tu�on, the AfDEC notes that “Content 
blocking, filtering, removal and other technical or 
legal limits on access to content cons�tute serious 
restric�ons on freedom of expression and can only 
be jus�fied if they strictly comply with interna�onal 
human rights law, which says that any restric�ons 
should be; (a) Prescribed by law; (b) Serve a 
legi�mate purpose for the protec�on of reputa�on, 
na�onal security, public order, public health or 
morals; and, (c)  It must be necessary to achieve the 
prescribed purpose.43

However, at the height of what came to be known as 
the Arab Spring, the government is reported to have 
ordered Telecom companies to block and regulate 
text messages that could ins�gate hatred, violence, 
and unrest during the presiden�al elec�on period, 
February 2011.44 A few months later, in April 2011, 
UCC instructed ISPs to temporarily block access to 
Facebook and Twi�er for 24 hours “to eliminate the 
connec�on and sharing of informa�on that incites 
the public.” The order came in the heat of the ‘walk 
to work’ protests in various towns over rising fuel and 
food prices.45

In 2016, there were to be two addi�onal episodes of 
internet shutdowns, in February 2016 during the 
elec�ons and May 2016, during the swearing-in of 
the President. In ordering the shutdowns, the 
government cited na�onal security concerns as the 
main reason. The president is reported to have told 
journalists that he ordered the shutdowns because; 
“Steps must be taken for security to stop so many 
ge�ng in trouble, it is temporary because some 

people use those pathways for telling lies,”46

The AfDEC principle on Freedom of Expression also 
requires that “No-one should be held liable for 
content on the Internet of which they are not the 
author” and seeks to limit the liability of 
intermediaries. Under sec�on 29 of the 2011 
Electronic Transac�ons Act,  intermediaries are 
protected from any liability on content shared by 
third par�es, sta�ng that “a service provider shall not 
be subject to civil or criminal liability in respect of 
third-party material which is in the form of electronic 
records to which he or she merely provides access.”47 
This is a posi�ve provision that should be protected 
by the state.

The AfDEC Principle on Freedom of Expression also 
emphasizes the important role that a safe and secure 
opera�ng environment for internet users if they are 
to meaningfully par�cipate in online expression – 
sharing opinions and ideas. The government has put 
in place a number of commendable measures to curb 
online, safety especially among children and youths. 
The Computer Misuse Act (2011) under sec�on 23 
criminalizes child online sexual exploita�on. This 
scope covers any person who par�cipates in the 
development, sharing, transmission or storage of 
child sexual abuse material.48

 
In addi�on, the Na�onal Informa�on Technology 
Authority – Uganda (NITA-U) in collabora�on with 
the Internet Society Uganda Chapter led to the 
development of an Online Safety Educa�on Toolkit as 
a useful and convenient learning resource for 
children and youth on how best to stay safe online in 
their daily use of the internet.49

The same Act also criminalizes cyber harassment 
(Art. 23), offensive communica�on (Art. 24) as well as 
cyberstalking (Art. 26). Specifically, Ar�cle 26 states 
that; “Any person who willfully, maliciously, and 
repeatedly uses electronic communica�on to harass 
another person and makes a threat with the intent to 
place that person in reasonable fear for his or her 
safety or to a member of that person's immediate 

family commits the crime of cyberstalking and is 
liable on convic�on to a fine not exceeding one 
hundred and twenty currency points or 
imprisonment not exceeding five years or both.”

Unfortunately, the majority of those affected, 
especially the vic�ms whose pictures and videos 
have been leaked online are the first persons to be 
interrogated by law enforcement agencies. In 2018, 
when Ugandan model Judith Heard had her pictures 
published without her consent, she not only found 
herself under arrest but also under a�ack in the 
media and online.50

Recommenda�ons

1. The government should ensure that any 
orders to shut or slow down the internet 
must be done in accordance with the law and 
due process should be followed as laid down 
in Ar�cle 3 of the AfDEC Principle and other 
interna�onal human rights laws.

2. The government should amend laws, such as 
the Computer Misuse Act, to bring them into 
line with Uganda’s cons�tu�on and its 
obliga�ons under interna�onal law regarding 
freedom of expression and access to 
informa�on.

Right to Informa�on
This AfDEc principle notes that “The Internet offers 
new opportuni�es to access informa�on, and for 
governments to communicate with people, using 
open data. Open data and new forms of online 
consulta�on can empower people to take a more 
ac�ve part in public affairs.

Data and informa�on held by governments should be 

made publicly accessible, including being released 
proac�vely and rou�nely, except where legi�mate 
grounds for restric�ng access comply with the rule of 
law, including relevant freedom of informa�on 
legisla�on.

Freedom of informa�on is an integral part of the 
fundamental right of freedom of expression, as 
recognized by Resolu�on 59 of the United Na�ons 
General Assembly adopted in 1946, as well as by 
Ar�cle 19 of the Universal Declara�on of Human 
Rights (1948), which states that Everyone has the 
right to freedom of opinion and expression; this right 
includes freedom to hold opinions without 
interference and to seek, receive and impart 
information and ideas through any media and 
regardless of frontiers”.

Although the 1995 Cons�tu�on of the Republic of 
Uganda guarantees the right of access to 
informa�on,51 with an enabling Act and regula�ons 
providing for the same, the spirit of the current 
legisla�on is more restric�ve, with ci�zens required 
to submit informa�on requests as opposed to 
requiring informa�on officers to proac�vely 
disseminate informa�on.

In 2014, the Government of Uganda with support 
from civil society (AFIC and CIPESA) established an 
online portal for receiving and responding to 
informa�on requests52. However, despite being a 
great ini�a�ve, AFIC’s recent analysis of the pla�orm 
indicated that since 2014, the pla�orm has 6,123 
users registered, 4,059 requests were made to 110 
MDAs. Of 4,059 requests, 80.9% were awai�ng a 
response, 5.2 % were under review, and only 4.5% 
had been par�ally responded to, while 4.3% were 
successful, in that order.

The AfDEC requires exis�ng obliga�on on public 
bodies to share all informa�on produced with the 

support of public funds, subject only to clearly 
defined rules set out in law, as established by the 
Declara�on of Principles on Freedom of Expression in 
Africa, shall extend to the proac�ve release of such 
informa�on on the Internet in openly licensed, freely 
re-usable formats.

According to sec�on 3 (d) of the Access to 
Informa�on Act, every ci�zen is supposed to access 
informa�on easily and in a �mely manner. The Act 
provides for a maximum of 21 days within which a 
ci�zen’s informa�on request is responded to. 
However, the delayed release of informa�on due to 
fear and/or bureaucracy coupled with ignorance 
have made the right to informa�on imprac�cable in 
some circumstances.53

Addi�onally, while ar�cle 41 o�he Ugandan 
Cons�tu�on provides for the right of access to 
informa�on with two excep�ons: where the release 
of the informa�on is likely to prejudice the security 
or sovereignty of the State or interfere with the right 
to privacy of any other person, the Access to 
Informa�on Law, itself in Part III (sec�on 23 - 34) lists 
exemp�ons which are too wide in scope and 
contradict the cons�tu�on. These exemp�ons, which 
include cabinet minutes and those of its commi�ees, 
limit the enjoyment of the right to informa�on by 
restric�ng access to vital records.54

Recommenda�ons
1. The government should amend the 

retrogressive restric�ons within the enabling 
laws such as the Access to Informa�on Act, 
and the Official Secrets Act that undermine 
proac�ve disclosure of informa�on, 
especially online.

2. The government should equip their staff with 
the skills and knowledge as well as tools to 
proac�vely use online pla�orms to share 
data held by government public bodies.

3. Parliament should amend the Access to 
Informa�on Act to provide for online 
informa�on requests

4. Government should undertake promo�onal 

measures for the effec�ve implementa�on 
of the Access to Informa�on Act

5. The Uganda Human Rights Commission 
should undertake measures to promote 
ci�zens’ enjoyment of their right to 
informa�on through online and offline 
channels. 

Freedom of Assembly and 
Associa�on and the Internet
This AfDEC principle states that; “Everyone has the 
right to use the Internet and digital technologies in 
rela�on to freedom of assembly and associa�on, 
including through social networks and pla�orms. It 
further notes; “The Internet can augment the 
opportuni�es and capabili�es of individuals and 
groups to form associa�ons and to manage 
organiza�ons and associa�ons.”

Addi�onally, “It can increase the membership and 
reach of associa�ons by allowing groups of people to 
communicate despite physical boundaries. It 
provides new tools for those organizing assemblies 
offline, as well as the possibility of conduc�ng 
assemblies and protests online.”

African states are therefore called upon to limit the 
shu�ng down or blocking of access to social 
networking pla�orms, and in fact, the Internet in 
general, as these ac�ons cons�tute direct 
interference with this right. 

But as highlighted above, under Freedom of 
Expression, the government has on several occasions 
been reported to have ordered the shutdown of the 
internet and access to other social media pla�orms 
such as Facebook, Twi�er, and WhatsApp, greatly 
affec�ng ci�zens access and use of the internet.

Recommenda�ons
1. Any a�empts by the Government should be 

done within the parameters of interna�onal 
human rights law - (a) Prescribed by law; (b) 
Serve a legi�mate purpose for protec�on of 
reputa�on, na�onal security, public order, 

public health or morals; and, (c)  It must be 
necessary to achieve the prescribed 
purpose.55 

2. The government should con�nue with efforts 
to expand access and affordability of the 
internet and digital technologies to a wider 
majority of the popula�on for them to enjoy 
the benefits brought about by these 
technological advances, including freedom of 
assembly and associa�on. 

Cultural and Linguis�c Diversity
This AfDEC Principle is cognizant of the rich linguis�c 
and cultural diversity which exists on the African 
con�nent and calls for its promo�on, especially 
online. Specifically, the principle calls upon states to 
put in place comprehensive policies, and alloca�on of 
resources, to support the development and use of 
tools to facilitate linguis�c diversity on the Internet. 
This includes the promo�on of technology and 
content required to access and use domain names, 
so�ware, services, and content in all languages and 
scripts. 

In 2006, Uganda passed the Na�onal Culture Policy 
that sought to among other things; To promote and 
strengthen Uganda’s diverse cultural iden��es; 
enhance social cohesion, collabora�on, and 
par�cipa�on of all people in cultural life; promote 
community ac�on on cultural prac�ces that promote 
and that impinge on human dignity; and conserve, 
protect and promote Uganda’s tangible and 
intangible cultural heritage.56

Government also commi�ed to foster the crea�on of 
varied local and na�onal content, including that 
available in the language of users, and give 
recogni�on and support to ICT-based work in all 
ar�s�c fields through public/private partnerships as 
well as support efforts to develop and use ICTs for 
the preserva�on of natural and, cultural heritage, 
keeping ICT accessible as a living part of today’s 
culture through the Na�onal ICT Policy of 2014.57 

The government also commi�ed to developing 
systems that ensure con�nued access to archived 
digital informa�on and mul�media content in digital 
repositories, and support archives, cultural 

collec�ons, and libraries58

There has however been very slow progress in the 
promo�on of indigenous languages online as only a 
few local languages are represented online. For 
example, news on websites owned by the Vision 
group is only available in four local languages (out of 
40 languages and 56 na�ve dialects) Bukedde 
(Luganda); Etop (Ateso); Rupiny (Acholi) and Orumuri 
(Runyankore).59 

According to the 2018 Freedom House report on 
Internet freedom in Uganda, the Google Uganda 
domain is available in five local languages, while the 
Firefox web browser can be accessed in two 
languages, Luganda and Acholi. The report notes that 
as of early 2018, Wikipedia can be accessed in 
Luganda, with about 1,000 ar�cles translated.60 

Recommenda�ons
1. The government should work with key 

providers – Google, Firefox and others to 
have more local languages on their domains

2. The government should expedite the 
implementa�on of Na�onal ICT Policy, 2014, 
especially the provisions of culture diversity

Right to Development and 
Access to Knowledge
The AfDEC Principle notes that “Developing media 
and informa�on literacy is essen�al in ensuring that 
consumers of media products have the skills to find 
evaluate and engage with various types of 
informa�on, including those relevant for their social, 
economic, cultural and poli�cal development.

The principle also calls upon the government to 
priori�es policies that improve girls’ access to quality 
educa�on and ICT, gender mainstreaming in Science, 
Technology, Engineering and Mathema�cs (STEM) 
policies, and family-friendly policies in STEM 
workplaces.
In 2017, the Ministry of ICT and Na�onal Guidance 
embarked on the Digital Vision Uganda ini�a�ve61 

that aims to leverage technological innova�ons to 
meet various na�onal and interna�onal goals 
including universal inclusion, sustainable 
development, economic progress, and poverty 
eradica�on. 

This campaign aims to achieve a unified ac�on plan 
that draws on various ini�a�ves from all sectors and 
focuses on technology-based empowerment, thus 
fostering relevant ICT use62. While the Digital Vision 
Uganda campaign aims to address per�nent ICT 
development issues that will improve ICT access, 
usage and, penetra�on, the strategy is s�ll under 
development with implementa�on yet to start.63

Recommenda�ons
1. The government should fully implement the 

Digital Vision Uganda campaign and other 
policy frameworks, including the ICT policy, 
broadband policy.

Privacy and Personal Data 
Protec�on
The growth and penetra�on of informa�on and 
communica�on technologies, especially the internet 
partly aided by an increase in mobile phone 
subscrip�ons and increased use of smartphones has 
resulted in increased collec�on, processing and 
sharing of personal biometric data, including by 
business enterprises. Unfortunately, many internet 
users are not aware of the implica�ons of their use of 
the web and how their rights are compromised by 
their internet usage or how their data is 
automa�cally gathered or processed without their 
knowledge and sold or linked with other sources to 
produce a complex record of several aspects of their 
lives.64

AfDEC Principles requires that “Personal data or 
informa�on shall only be collected and/or processed 

by states and non-state actors such as access 
providers, mail providers, hosts, and other 
intermediaries, in compliance with well-established 
data protec�on principles, including the following: 
personal data or informa�on must be processed 
fairly and lawfully; personal data or informa�on must 
be obtained only for one or more specified and lawful 
purposes; among others. 

Although the Uganda Cons�tu�on provides for the 
right to privacy and data protec�on65, it wasn’t un�l 
December 2018 that parliament passed the Privacy 
and Data Protec�on Act that was assented to by the 
President in February 2019.66

The principle notes that “Mass or indiscriminate 
surveillance of individuals or the monitoring of their 
communica�ons, cons�tutes a dispropor�onate 
interference, and thus a viola�on, of the right to 
privacy, freedom of expression and other human 
rights”. 

It is further noted that “targeted surveillance of 
online communica�ons must be governed by clear 
and transparent laws which, at a minimum, comply 
with the following basic principles: first, 
communica�ons surveillance must be both targeted 
and based on reasonable suspicion of commission or 
involvement in the commission of serious crime; 
second, communica�ons surveillance must be 
judicially authorized and individuals placed under 
surveillance must be no�fied that their 
communica�ons have been monitored as soon as 
prac�cable a�er the conclusion of the surveillance 
opera�on; third, the applica�on of surveillance laws 
must be subject to strong parliamentary oversight to 
prevent abuse and ensure the accountability of 
intelligence services and law enforcement agencies.”

Unfortunately, once again the legal environment and 
prac�ces regarding communica�on surveillance and 
intercep�on of communica�on in Uganda go against 
the provisions of the principle. 

The Regula�on of Intercep�on of Communica�ons 
Act, 201067 provides for lawful intercep�on and 
monitoring of communica�ons in the course of their 
transmission through telecommunica�ons, postal or 
any other related services or systems in Uganda. 
Specifically, Sec�on 8 of this Act requires service 
providers to ensure that their telecommunica�on 
systems are always technically capable of suppor�ng 
lawful intercep�on. 

The right to privacy is further limited by the 
An�-Terrorism Act, 2002, which provides for 
intercep�on of communica�ons, specifically, sec�on 
19 (1) which states that “… an authorized officer shall 
have the right to intercept the communica�ons or a 
person and otherwise conduct surveillance of a 
person under this Act.”

Recommenda�ons
1. Expedite the implementa�on of the Data 

Protec�on Act 
2. Reduce the opportuni�es for mass 

surveillance to guard against infringement 
on peoples’ right to privacy and protec�on of 
their personal data.

3. Review and harmonize the laws that provide 
for the surveillance and intercep�on of 
communica�on in view of the new data 
protec�on law provisions.

Security, Stability and Resilience 
of the Internet
The principle requires that everyone has the right to 
enjoy secure connec�ons to and on the Internet 
including protec�ng from services and protocols that 
threaten the security, stability, and resilience of the 
Internet.

States are therefore urged to recognize in their 
legisla�on and prac�ces that encryp�on is a basic 
requirement for the protec�on of the confiden�ality 
and security of informa�on. States should promote 

end-to-end encryp�on as the basic standard for the 
protec�on of the rights to freedom of expression and 
privacy online and promote the use of open-source 
so�ware.

However sec�on 10 of the Regula�on of Intercep�on 
of Communica�ons Act 2010, provides for disclosure 
of protected (encrypted) informa�on with failure to 
comply with the disclosure no�ce a�rac�ng a fine 
not exceeding one hundred and twenty currency 
points or to imprisonment for a period not exceeding 
five years, or both upon convic�on.
 
Although a January 2019 report on the State of 
Privacy in Uganda68 by Privacy Interna�onal notes 
that there does not appear to be any restric�on on 
the use of encryp�on in Uganda. And that the use of 
end-to-end encrypted messaging applica�ons, 
par�cularly WhatsApp, are popular.

Recommenda�ons
1. The government should consider repealing 

sec�on 10 of the RICA that criminalizes the 
failure to disclose encrypted informa�on.

Marginalized Groups and Groups at Risk
Despite the recent advances in the ICT and internet, 
with a greater number of people now having access 
to and using these, many marginalized groups of 
people, including persons with disabili�es, rural 
communi�es, the elderly, and women s�ll find it hard 
to access and use digital technologies and thus 
con�nue to miss out on the benefits that the 
technologies bring.

Several factors, including high literacy levels, the 
s�ll-high costs of the internet, poor implementa�on 
of enabling policies among others.

Under this principle, states and non-state actors are 
required to respect and protect the right of all 

individuals to have access to and use the Internet. 
However, recent prac�ces, including the introduc�on 
of the OTT tax have instead served to widen the 
digital divide gap. It has been reported that the social 
media tax has raised the internet connec�on costs by 
10% for Uganda’s poorest residents, and in turn le� 
them with less access to informa�on.69

 
The situa�on is however much worse for persons 
with disabili�es, as the costs of assis�ve technologies 
that would aid them access to and use the internet 
and other ICT is quite high.70 

Recommenda�ons
1. Review and consider amending the social 

media tax to reduce the exclusion
2. Reduce ICT access costs for marginalized 

groups, especially the elderly and persons 
with disabili�es

3. Introduce incen�ves to services providers to 
expand their networks to rural areas

Gender Equality
As earlier discussed, women are among the 
marginalized groups that con�nue to lag behind 
when accessing and using ICT, especially the internet. 
A survey carried out in 2014 by the Uganda 
Communica�ons Commission found that only 6% of 
women in Uganda are online. And only 21% of 
women reported having used the internet, versus 
61% for men.71 

Like the other marginalized groups, the gender gap in 
internet access is also perpetuated by several factors 
including limited access to the internet, lack of digital 
skills and empowerment of women, affordability of 
ICT services especially broadband connec�vity, 

relevant content as well as safety of women online.72

The AfDEC principle on gender equity calls upon key 
stakeholders to ensure that the processes and 
mechanisms that enable the full, ac�ve and equal 
par�cipa�on of women and girls in decision making 
about how the Internet is shaped and governed are 
developed and strengthened.

Recommenda�ons
1. The laws enacted and any bill to be passed 

must-have women’s unique perspec�ves 
and views integrated to produce a robust law 
that is gender-sensi�ve73

2. Women should be trained and skilled in how 
to access and use the internet safely and 
securely

3. The government should set up a Monitoring 
and Evalua�on Framework for all gender and 
ICT policies so that actual benefit accrues to 
the common person74

Conclusion
There indeed some posi�ve steps, especially the legal 
framework that Uganda has adopted to ensure 
compliance to the key principles as laid out in the 
African Declara�on on Internet Rights and Freedoms 
– including the ICT Policies, the Access to Informa�on 
Laws, the Cons�tu�onal provisions, the Data 
Protec�on Act, the Income Tax Act of 2018 that 
introduced the social media tax among others. There 
are however other laws whose provisions are quite 
retrogressive and these need to be amended, 
especially those that infringe on privacy and personal 
data protec�on such as the Regula�on of 
Intercep�on of Communica�ons Act, the Computer 
Misuse Act among others.
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Introduc�on

The Internet is considered the most disrup�ve 
informa�on and communica�on technology that has 
revolu�onized the free flow of informa�on between 
individuals by offering anyone with an Internet 
connec�on, the ability to gather and disseminate 
news, informa�on, and opinions.1 

In the light of its accessibility and its capacity to store 
and communicate vast amounts of informa�on, the 
Internet plays an important role in enhancing the 
public’s access to news and facilita�ng the 
dissemina�on of informa�on in general.2

As of December 2018, Uganda had an es�mated 19 
million internet users, about 42% of the total 
popula�on.3 This growth in internet penetra�on has 
partly been aided by the increase in mobile telephony 
penetra�on which stood at 22 million subscribers, 
with almost 10 million accessing the internet through 
the mobile as of June 2018.4

The internet is helping develop spaces that can 
empower people, helping them communicate, 
collaborate and exchange views and informa�on, and 
this represents, the ‘democra�za�on’ of freedom of 
expression as it is no longer necessary to rely upon 
professional journalists or gatekeepers to act as public 
spokespeople for our views.5

Uganda has passed several laws and policies, some of 
which contain progressive provisions that advance the 
rights to freedom of expression. Principally, the right 
to freedom of expression and access to informa�on is 
cons�tu�onally guaranteed under Ar�cles 29 (1) (a) 
and 41, respec�vely. Other legal framework include; 

the Access to Informa�on Act, 2005 that seeks to 
promote an efficient, effec�ve, transparent and 
accountable government as well as to give effect to 
Ar�cle 41 of the Cons�tu�on by providing the right of 
access to informa�on held by organs of the State; the 
Computer Misuse Act, 2011 that seeks to make 
provision for the safety and security of electronic 
transac�ons and informa�on systems; to prevent 
unlawful access, abuse or misuse of informa�on 
systems6; the Uganda Communica�ons Commission 
(UCC) Act, 2013 that mandates the Commission, 
under Sec�on 5(L) to promote research into the 
development and use of new communica�ons 
techniques and technologies, including those which 
promote accessibility to communica�ons services for 
persons with disabili�es, as well as the Uganda 
Na�onal Vision 2040 which clearly iden�fies ICT 
access and u�liza�on not just as a cross-cu�ng 
development enabler but also as a major business 
opportunity, providing the highest policy level 
underpinning to the impera�ve for universality of ICT 
in Uganda.7

Unfortunately, even with these progressive legal 
frameworks, there are a number of other laws, 
policies, and prac�ces that have been adopted and 
have had a nega�ve effect on the ci�zens’ enjoyment 
of their rights to freedom of expression and online 
expression; for example, the An�-Terrorism Act of 
2002, under which intercep�on of communica�ons 
may be conducted on grounds such as safeguarding of 
the public interest; preven�on of the viola�on of the 
fundamental and other human rights and freedoms of 
any person from terrorism; preven�on or detec�ng 
the commission of any offence; and safeguarding the 
na�onal economy from terrorism,8 the 2011 
Computer Misuse Act, which criminalised cyber 
harassment (sec�on 24)  and “offensive 
communica�on under sec�on 25. 

Addi�onally, several provisions within these laws 
have been used to increasingly put pressure on 
private actors to censor content which the state 
deems illegal or simply “harmful to na�onal 
security.”9 

In 2016, UCC ordered the shutdown of internet 
access on the eve of the presiden�al elec�ons vo�ng 
day in February, ci�ng “na�onal security”, as well as 
during the inaugura�on in May 2016, affec�ng social 
media pla�orms including Facebook, Whatsapp, 
Twi�er, and mobile money transfer services.10

In April 2018, the Ugandan communica�ons 
regulator directed online data communica�on 
service providers, that include; online publishers, 
online news pla�orms and online radio and 
television operators, to apply and obtain 
authorisa�on from the commission within a period of 
one month or risk having their websites and/or 
streams being blocked by Internet Service Providers 
(ISPs).11 The regulator later published a list of the 
licenced providers, who were each required to pay 
USD 20. 

On 29, April 2019, UCC ordered internet service 
providers to shut down all unauthorized news sites 
following a direc�ve requiring online data 
communica�on service providers, including 
publishers, news pla�orms, radio and television 
operators to obtain authoriza�on.12

Later in 2019, another direc�ve was issued by UCC 
requiring all “online publishers and influencers who 
have reached a capacity of sharing communica�on 
content and also using the online publica�on for 
commercial business” to register with regulator and 
pay a USD 20 levy.13

In May 2017, a famous movie translator, Marysmats 
Matovu alias VJ Junior and his colleague, Geoffrey 
Bbosa, were arrested and charged with cyber 
harassment and offensive communica�on based on 
allegedly provoca�ve messages sent in a group 
message chain about the Uganda Film Producers 
Associa�on.14

Interna�onal Legal Framework 
on Internet Rights and Freedom
The right to freedom of expression (including on the 
internet) has been provided for under Ar�cle 19 of 
the Universal Declara�on of Human Rights, that 
states that; “Everyone has the right to freedom of 
opinion and expression; this right includes freedom 
to hold opinions without interference and to seek, 
receive and impart informa�on and ideas through 
any media and regardless of fron�ers.”15 

This right is further ar�culated within Ar�cle 19 (2) of 
the Interna�onal Covenant on Civil and Poli�cal 
Rights (ICCPR), sta�ng that; Everyone shall have the 
right to freedom of expression; this right shall include 
freedom to seek, receive and impart informa�on and 
ideas of all kinds, regardless of fron�ers, either 
orally, in wri�ng or in print, in the form of art, or 
through any other media of his choice. 

The General Comment 34 on State par�es’ 
obliga�ons under Ar�cle 19 of the Interna�onal 
Covenant on Civil and Poli�cal Rights adopted on July 
21, 2011 holds that the same rights an individual 
enjoys on line must be the same rights enjoyed 
online16. 

In 2016, the United Na�ons passed a non-binding 
resolu�on on “the promo�on, protec�on, and 
enjoyment of human rights on the Internet.”17 The 
resolu�on specifically condemns measures to 
prevent or disrupt access and calls on all States to 
refrain from and cease such measures. It further 
recognizes the importance of access to informa�on 
and privacy online for the realiza�on of the right to 
freedom of expression and to hold opinions without 
interference.18

Although there is no express right of access to the 
internet under interna�onal law, the 2016 United 
Na�ons Resolu�on urges states to “consider 
formula�ng, through transparent and inclusive 

processes with all stakeholders, and adop�ng 
na�onal Internet-related public policies that have the 
objec�ve of universal access and enjoyment of 
human rights at their core.”

On the African con�nent, Ar�cle 9 of the African 
Charter on Human and Peoples’ Rights (ACHPR) 
states that; “Every individual shall have the right to 
receive informa�on” (9(1); and “Every individual shall 
have the right to express and disseminate his opinion 
within the law.” (9(2). 

The ACHPR has also adopted several resolu�ons 
aimed at promo�ng the right to informa�on and 
freedom of expression in Africa amongst which 
include; ACHPR/Res. 362 (LIX) 2016, adopted in 
Banjul on 4 November 2016. The resolu�on reaffirms 
the fundamental right to freedom of informa�on and 
expression enshrined under Ar�cle 9 of the African 
Charter on Human and People’s Rights and in other 
interna�onal human rights instruments and 
recognizes the role of the internet in advancing 
human and people’s rights in Africa. This resolu�on 
came at a cri�cal �me when the region was 
witnessing regular internet shutdowns which 
impacted directly on freedom of expression and 
access to informa�on.

Limita�ons on the Right to 
Freedom of Expression
Both the ICCPR and ACHPR have within their 
provisions, limita�ons to the rights to freedom of 
expression. Specifically, Ar�cle 19 (3) of the ICCPR 
notes that; the exercise of the rights provided for in 
paragraph 2 of this Ar�cle carries with it special 
du�es and responsibili�es. It may, therefore, be 
subject to certain restric�ons, but these shall only be 
such as are provided by law and are necessary: (a) For 
respect of the rights or reputa�ons of others; (b) For 
the protec�on of na�onal security or of public order 
(ordre public), or of public health or morals.19 
On 21 July 2011, the UN Human Rights Commi�ee 
adopted General Comment 34 on States par�es' 
obliga�ons under Ar�cle 19 of the (ICCPR), with 
guidance to States on what the freedoms of opinion 

and expression mean in prac�ce, and therefore 
strengthens the protec�on provided by interna�onal 
law. In reference to any restric�ons, General 
Comment 34 (para 35) highlights that “When a State 
party invokes a legi�mate ground for restric�on of 
freedom of expression, it must demonstrate in 
specific and individualized fashion the precise nature 
of the threat, and the necessity and propor�onality 
of the specific ac�on taken, in par�cular by 
establishing a direct and immediate connec�on 
between the expression and the threat”.20

In Uganda, the right to freedom of expression, like 
other rights are also limited within the Cons�tu�on 
by Ar�cle 43(1) which states that; (1) In the 
enjoyment of the rights and freedoms prescribed in 
this Chapter, no person shall prejudice the 
fundamental or other human rights and freedoms of 
others or the public interest. But as noted above, any 
limita�on must pass the three-part test as provided 
for under Ar�cle 19(3) of the ICCPR.
As a signatory to various interna�onal human rights 
instruments such as the Interna�onal Covenant on 
Civil and Poli�cal Rights, the African Charter on 
Human and Peoples’ Rights and having incorporated 
progressive ar�cles within the Cons�tu�on, 
specifically on the Bill of Rights, Uganda has a duty to 
promote and advance peoples’ fundamental human 
rights online, including access to and use of the 
internet through progressive legisla�on and 
prac�ces.

About the African Declara�on on 
Internet Rights and Freedoms
The African Declara�on on Internet Rights and 
Freedoms (AfDEC) is a Pan-African ini�a�ve to 
promote human rights standards and principles of 
openness in internet policy formula�on and 
implementa�on on the con�nent. The Declara�on is 
intended to elaborate on the principles which are 
necessary to uphold human and people’s rights on 
the Internet, and to cul�vate an Internet 
environment that can best meet Africa’s social and 
economic development needs and goals.
The Declara�on builds on well-established African 
human rights documents including the African 
Charter on Human and Peoples’ Rights of 1981, the 

Windhoek Declara�on on Promo�ng an Independent 
and Pluralis�c African Press of 1991, the African 
Charter on Broadcas�ng of 2001, the Declara�on of 
Principles on Freedom of Expression in Africa of 
2002, and the African Pla�orm on Access to 
Informa�on Declara�on of 2011.

The Declara�on has iden�fied 13 key principles that

 include; Openness; Internet Access and Affordability; 
Freedom of Expression; Right to Informa�on; 
Freedom of Assembly and Associa�on on the 
Internet; Cultural and Linguis�c Diversity; Right to 
Development and Access to Knowledge; Privacy and 
Personal Data Protec�on; Security, Stability, and 
Resilience of the Internet; Marginalised Groups at 
Risk; Due Process; Democra�c Mul�-stakeholder 
Internet Governance; and Gender Equity.

This report, therefore, provides an assessment of 
Uganda’s Compliance with 11 out of the 13 Principles 
of the African Declara�on on Internet Rights and 
Freedoms. The report examines both the legal 
environment (laws and policies) and prac�ces by the 
state regarding internet freedom and rights.

Findings: Uganda’s Compliance 
to the AfDEC Principles

Openness
The AfDEC Principle on Openness requires that the 
Internet should have an open and distributed 
architecture and should con�nue to be based on 
open standards and applica�on interfaces and 
guarantee interoperability so as to enable a common 
exchange of informa�on and informa�on.

In 2014, the government, through the Na�onal 
Informa�on Technology Authority, issued guidelines 
for developing government websites that 
emphasized the need to use open standard-based 
tools and technologies for the development of 
websites as well as content to ensure interoperability 
and accessibility of websites. The web guidelines 
adhered to the Web Content Accessibility Guidelines 
(WCAG) of the World Wide Web Consor�um (W3C). 
W3C is an interna�onal body working towards 
defining standards in web technologies and formats 
for publishing content on the web.21

Sec�on 1.4 of Guidelines on Development and 
Management of Government Websites requires all 
government MDAs to “consider the needs of a broad 
spectrum of visitors, including the general public, 
specialised audiences, people with disabili�es, those 
without access to advanced technologies, and those 
with limited English proficiency and ICT skills.”

However, a 2007 survey on Web Accessibility in 
Uganda22 established that 100% of the government 
websites whose webmasters responded to the 
survey were not accessible to users with visual 
disabili�es. Addi�onally, the majority of government 
MDA websites are in English, making them 
inaccessible to many Ugandans who cannot read and 
write in this language.23

The Openness principle also seeks to advance the 
principle of network neutrality, which requires that 
all data on the Internet must be treated in an equal 
and non-discriminatory manner, and shall not be 
charged differen�ally, according to user, content, 
site, pla�orm, applica�on, type of a�ached 
equipment, and modes of communica�on.

However, it has been reported that Uganda does not 

have robust and implementable legal protec�ons for net neutrality24, and because of this, both the government 
and telecom companies have violated the principle in the past, with �ered pricing of the communica�on 
services and social media blocking.25 In 2005, UCC passed the Telecommunica�ons (Tariffs and Accoun�ng) 
Regula�ons,26 to regulate the pricing of telecommunica�ons services and accoun�ng by telecommunica�ons 
operators. Unfortunately, as noted earlier, the regula�ons are largely unenforceable.
The AfDEC Principle on Openness also demands that there should be no special privileges for, or obstacles 
against, the exchange of informa�on online or any party or content on economic, social, cultural or poli�cal 
grounds.

There have been a number of policies and prac�ces that have however served to undermine these principles. 
Specifically, the passage of the Uganda Excise Duty (Amendment) Bill 2018, which introduced taxa�on of 
“over-the-top” (OTT) services, and raised taxes on other telecommunica�ons services violated this principle 
which requires service providers to treat all internet traffic equally, and not block or thro�le access to online 
content and services. 

According to figures from the UCC, the number of subscribers reduced by two and a half million from 16 million 
to 13.5 million subscribers between July and September 2018. The same trend was noted in the amount of 
revenue falling from Uganda Shillings (UGX) 5.6 billion in July 2018, to UGX 3.96 billion in September 2018 (see 
table below). 

Recommenda�ons
1. The Government of Uganda should consider the expansion of the scope of the guidelines27 for 

developing and managing government websites to cover the private sector.
2. Given the nega�ve impact that the OTT tax has had on the ability of the majority of users to access and 

use the internet, the government should consider amending the Excise Duty (Amendment) law to 
consider other avenues of raising revenue rather than imposing a tax on the internet. 

Internet Access and Affordability

Access to the Internet plays a vital role in the full 
realiza�on of human development and facilitates the 
exercise and enjoyment of a number of human rights 
and freedoms, including the right to freedom of 
expression and informa�on, the right to educa�on, 
the right to assembly and associa�on, the right to full 
par�cipa�on in social, cultural and poli�cal life and 
the right to social and economic development.

Accordingly, access and affordability policies and 
regula�ons that foster universal and equal access to 
the Internet, including fair and transparent market 
regula�on, universal service requirements and 
licensing agreements, must be adopted, according to 
the AfDEC. 

The government has put up various policies and 
strategies in place in order to foster a conducive 
environment through which users can maximize the 
social and economic benefits enabled by ICT.

In 2014, the government passed the Na�onal 
Informa�on and Communica�ons Technology Policy, 
with broad policy objec�ves of; building a 
knowledge-based human capital; promo�ng 
innova�on in economic and social systems; 
expanding ICT infrastructure and its integra�on 
throughout the country; deepening u�liza�on of ICT 
services by government, private sector, 
Non-Government Organiza�ons and ci�zenry; 
enhancing research and innova�on in ICT products, 
applica�ons, and services; and improving ICT 
governance and environment in Uganda.28

Addi�onally, Uganda’s Na�onal Vision 2040 very 
clearly iden�fies ICT access and u�liza�on not just as 
a cross-cu�ng development enabler but also as a 
major business opportunity. This provides the 
highest policy level underpinning to the impera�ve 
for universality of ICT in Uganda.29

The AfDEC principle also calls for the establishment 
of na�onal and regional Internet exchange points 

(IXPs) to ra�onalize and reduce the cost of Internet 
traffic at na�onal, local and sub-regional levels, as 
well as addressing the gender digital divide, with 
factors such as level of employment, educa�on, 
poverty, literacy and geographical loca�on resul�ng 
in African women having lower levels of access than 
men.

In 2016, the government is reported to have 
embarked on the provision of “free internet access” 
to residents within the capital city, Kampala through 
the MYUG, a new applica�on that has been 
developed by the Na�onal Informa�on and 
Communica�ons Technology (NITAU).30 The services 
have however experienced some challenges and 
don’t cover all the intended hotspots as had been 
envisaged.31 

Addi�onally, in December 2019, MTN, the largest 
telecommunica�on service provider in Uganda also 
announced the introduc�on of a range of data 
bundles that do not expire32, a�er many complaints 
from clients for loss of unused internet bundles. 
Previously, customer internet bundles would expire 
a�er 24 hours.

It is also refreshing to note that within the new 
guidelines for the Rural Communica�on 
Development Fund (RCDFII)33, the government has 
commi�ed to improving on the Connec�vity, Access, 
Affordability, and Equity for the target groups.

To date, UCC through RCDF has implemented ICT 
Computer Labs in over 1000 Secondary Schools, 
Ter�ary ins�tu�ons and Universi�es.34 The schools 
with Computer laboratory infrastructure have also 
acted as a pla�orm to provide digital literacy skills to 
the communi�es around the schools, which has 
drama�cally reduced the digital divide in the country

The Na�onal Broadband Strategy for Uganda35 
(2016-2020) defines the minimum requirements for 
high-speed transmission and access for voice, data, 

and video to homes and businesses and sets the 
target to be achieved within the five-year period. 
Some of the key targets defined for the five-year 
period include raising the minimum broadband 
speeds from 512kbps (in 2014/15) to 3Mbps and 
reducing the cost per Mbps of broadband in rela�on 
to average income by 10%. The strategy also seeks to 
achieve 100% broadband connec�vity at all district 
and sub-county headquarters, health centre IVs, 
ter�ary ins�tu�ons and secondary schools by 2020.36

Unfortunately, internet access and affordability is 
s�ll a challenge for large sec�ons of the popula�on 
especially the poor, rural popula�ons, women, and 
persons with disabili�es. This is because while 
internet access has become more affordable, 
par�cularly on mobile phones, costs are s�ll 
expensive for many Ugandans.37 Within East Africa, 
Ugandans are reported to be paying the highest 
prices to access mobile internet, at an average of 
$4.69 (Shs 17, 231) for 1GB [gigabyte] of data, 
compared to her neighbors in Rwanda who are 
paying an average of $0.56 or (Shs 2,057) for 1GB of 
data, with Burundi and Kenya, paying $2 (Shs7,344) 
and $2.73 (Shs10,024) for 1GB, respec�vely.38 The 
introduc�on of a daily UGX 200 (USD $0.05) tax on 
social media use in July 2018 is reported to have le� 
millions unconnected due to the increased costs.39 

Other factors that have affected access and 
affordability include limited access to electricity as it 
is mostly concentrated in urban areas and further 
impedes access to ICTs.40

Recommenda�ons
1. The government should review and expedite 

the full implementa�on of the Na�onal 
Broadband Strategy, which expires within 
less than a year, 2020.

2. The government should expand the free 
Wi-Fi program to other areas outside of 
Kampala and Entebbe. 

3. The government should work with and 
incen�vize telecommunica�on companies to 
provide special rates for the rural poor so as 
to reduce the costs of mobile internet in the 
country.

4. Review the revenue collec�on concept as the 
OTT tax has definitely had a nega�ve effect 
on both revenue and internet access and 
affordability.

Freedom of Expression

Principle 3 of the African Declara�on on Internet 
Rights and Freedoms notes that; “Everyone has the 
right to hold opinions without interferences. 
Everyone has a right to freedom of expression which 
includes the freedom to seek, receive, impart 
informa�on and ideas of all kinds through the 
internet and digital technologies, regardless of 
fron�ers”. The principle acknowledges the 
non-absoluteness of the rights but however notes 
that any restric�ons must be provided for by law, 
pursue a legi�mate aim as expressly listed under 
interna�onal law. 

In Uganda, the right to freedom of expression, and 

access to informa�on are provided for under the 
Cons�tu�on41, and although not explicitly defined 
within the cons�tu�on, this right includes the 
“freedom to seek, receive and impart informa�on 
and ideas of all kinds, regardless of fron�ers, either 
orally, in wri�ng or in print, in the form of art, or 
through any other media (including the internet) of 
his choice.”42 

Although the right to freedom of expression, 
especially online, like many others is not absolute, 
under both interna�onal law and the Ugandan 
Cons�tu�on, the AfDEC notes that “Content 
blocking, filtering, removal and other technical or 
legal limits on access to content cons�tute serious 
restric�ons on freedom of expression and can only 
be jus�fied if they strictly comply with interna�onal 
human rights law, which says that any restric�ons 
should be; (a) Prescribed by law; (b) Serve a 
legi�mate purpose for the protec�on of reputa�on, 
na�onal security, public order, public health or 
morals; and, (c)  It must be necessary to achieve the 
prescribed purpose.43

However, at the height of what came to be known as 
the Arab Spring, the government is reported to have 
ordered Telecom companies to block and regulate 
text messages that could ins�gate hatred, violence, 
and unrest during the presiden�al elec�on period, 
February 2011.44 A few months later, in April 2011, 
UCC instructed ISPs to temporarily block access to 
Facebook and Twi�er for 24 hours “to eliminate the 
connec�on and sharing of informa�on that incites 
the public.” The order came in the heat of the ‘walk 
to work’ protests in various towns over rising fuel and 
food prices.45

In 2016, there were to be two addi�onal episodes of 
internet shutdowns, in February 2016 during the 
elec�ons and May 2016, during the swearing-in of 
the President. In ordering the shutdowns, the 
government cited na�onal security concerns as the 
main reason. The president is reported to have told 
journalists that he ordered the shutdowns because; 
“Steps must be taken for security to stop so many 
ge�ng in trouble, it is temporary because some 

people use those pathways for telling lies,”46

The AfDEC principle on Freedom of Expression also 
requires that “No-one should be held liable for 
content on the Internet of which they are not the 
author” and seeks to limit the liability of 
intermediaries. Under sec�on 29 of the 2011 
Electronic Transac�ons Act,  intermediaries are 
protected from any liability on content shared by 
third par�es, sta�ng that “a service provider shall not 
be subject to civil or criminal liability in respect of 
third-party material which is in the form of electronic 
records to which he or she merely provides access.”47 
This is a posi�ve provision that should be protected 
by the state.

The AfDEC Principle on Freedom of Expression also 
emphasizes the important role that a safe and secure 
opera�ng environment for internet users if they are 
to meaningfully par�cipate in online expression – 
sharing opinions and ideas. The government has put 
in place a number of commendable measures to curb 
online, safety especially among children and youths. 
The Computer Misuse Act (2011) under sec�on 23 
criminalizes child online sexual exploita�on. This 
scope covers any person who par�cipates in the 
development, sharing, transmission or storage of 
child sexual abuse material.48

 
In addi�on, the Na�onal Informa�on Technology 
Authority – Uganda (NITA-U) in collabora�on with 
the Internet Society Uganda Chapter led to the 
development of an Online Safety Educa�on Toolkit as 
a useful and convenient learning resource for 
children and youth on how best to stay safe online in 
their daily use of the internet.49

The same Act also criminalizes cyber harassment 
(Art. 23), offensive communica�on (Art. 24) as well as 
cyberstalking (Art. 26). Specifically, Ar�cle 26 states 
that; “Any person who willfully, maliciously, and 
repeatedly uses electronic communica�on to harass 
another person and makes a threat with the intent to 
place that person in reasonable fear for his or her 
safety or to a member of that person's immediate 

family commits the crime of cyberstalking and is 
liable on convic�on to a fine not exceeding one 
hundred and twenty currency points or 
imprisonment not exceeding five years or both.”

Unfortunately, the majority of those affected, 
especially the vic�ms whose pictures and videos 
have been leaked online are the first persons to be 
interrogated by law enforcement agencies. In 2018, 
when Ugandan model Judith Heard had her pictures 
published without her consent, she not only found 
herself under arrest but also under a�ack in the 
media and online.50

Recommenda�ons

1. The government should ensure that any 
orders to shut or slow down the internet 
must be done in accordance with the law and 
due process should be followed as laid down 
in Ar�cle 3 of the AfDEC Principle and other 
interna�onal human rights laws.

2. The government should amend laws, such as 
the Computer Misuse Act, to bring them into 
line with Uganda’s cons�tu�on and its 
obliga�ons under interna�onal law regarding 
freedom of expression and access to 
informa�on.

Right to Informa�on
This AfDEc principle notes that “The Internet offers 
new opportuni�es to access informa�on, and for 
governments to communicate with people, using 
open data. Open data and new forms of online 
consulta�on can empower people to take a more 
ac�ve part in public affairs.

Data and informa�on held by governments should be 

made publicly accessible, including being released 
proac�vely and rou�nely, except where legi�mate 
grounds for restric�ng access comply with the rule of 
law, including relevant freedom of informa�on 
legisla�on.

Freedom of informa�on is an integral part of the 
fundamental right of freedom of expression, as 
recognized by Resolu�on 59 of the United Na�ons 
General Assembly adopted in 1946, as well as by 
Ar�cle 19 of the Universal Declara�on of Human 
Rights (1948), which states that Everyone has the 
right to freedom of opinion and expression; this right 
includes freedom to hold opinions without 
interference and to seek, receive and impart 
information and ideas through any media and 
regardless of frontiers”.

Although the 1995 Cons�tu�on of the Republic of 
Uganda guarantees the right of access to 
informa�on,51 with an enabling Act and regula�ons 
providing for the same, the spirit of the current 
legisla�on is more restric�ve, with ci�zens required 
to submit informa�on requests as opposed to 
requiring informa�on officers to proac�vely 
disseminate informa�on.

In 2014, the Government of Uganda with support 
from civil society (AFIC and CIPESA) established an 
online portal for receiving and responding to 
informa�on requests52. However, despite being a 
great ini�a�ve, AFIC’s recent analysis of the pla�orm 
indicated that since 2014, the pla�orm has 6,123 
users registered, 4,059 requests were made to 110 
MDAs. Of 4,059 requests, 80.9% were awai�ng a 
response, 5.2 % were under review, and only 4.5% 
had been par�ally responded to, while 4.3% were 
successful, in that order.

The AfDEC requires exis�ng obliga�on on public 
bodies to share all informa�on produced with the 

support of public funds, subject only to clearly 
defined rules set out in law, as established by the 
Declara�on of Principles on Freedom of Expression in 
Africa, shall extend to the proac�ve release of such 
informa�on on the Internet in openly licensed, freely 
re-usable formats.

According to sec�on 3 (d) of the Access to 
Informa�on Act, every ci�zen is supposed to access 
informa�on easily and in a �mely manner. The Act 
provides for a maximum of 21 days within which a 
ci�zen’s informa�on request is responded to. 
However, the delayed release of informa�on due to 
fear and/or bureaucracy coupled with ignorance 
have made the right to informa�on imprac�cable in 
some circumstances.53

Addi�onally, while ar�cle 41 o�he Ugandan 
Cons�tu�on provides for the right of access to 
informa�on with two excep�ons: where the release 
of the informa�on is likely to prejudice the security 
or sovereignty of the State or interfere with the right 
to privacy of any other person, the Access to 
Informa�on Law, itself in Part III (sec�on 23 - 34) lists 
exemp�ons which are too wide in scope and 
contradict the cons�tu�on. These exemp�ons, which 
include cabinet minutes and those of its commi�ees, 
limit the enjoyment of the right to informa�on by 
restric�ng access to vital records.54

Recommenda�ons
1. The government should amend the 

retrogressive restric�ons within the enabling 
laws such as the Access to Informa�on Act, 
and the Official Secrets Act that undermine 
proac�ve disclosure of informa�on, 
especially online.

2. The government should equip their staff with 
the skills and knowledge as well as tools to 
proac�vely use online pla�orms to share 
data held by government public bodies.

3. Parliament should amend the Access to 
Informa�on Act to provide for online 
informa�on requests

4. Government should undertake promo�onal 

measures for the effec�ve implementa�on 
of the Access to Informa�on Act

5. The Uganda Human Rights Commission 
should undertake measures to promote 
ci�zens’ enjoyment of their right to 
informa�on through online and offline 
channels. 

Freedom of Assembly and 
Associa�on and the Internet
This AfDEC principle states that; “Everyone has the 
right to use the Internet and digital technologies in 
rela�on to freedom of assembly and associa�on, 
including through social networks and pla�orms. It 
further notes; “The Internet can augment the 
opportuni�es and capabili�es of individuals and 
groups to form associa�ons and to manage 
organiza�ons and associa�ons.”

Addi�onally, “It can increase the membership and 
reach of associa�ons by allowing groups of people to 
communicate despite physical boundaries. It 
provides new tools for those organizing assemblies 
offline, as well as the possibility of conduc�ng 
assemblies and protests online.”

African states are therefore called upon to limit the 
shu�ng down or blocking of access to social 
networking pla�orms, and in fact, the Internet in 
general, as these ac�ons cons�tute direct 
interference with this right. 

But as highlighted above, under Freedom of 
Expression, the government has on several occasions 
been reported to have ordered the shutdown of the 
internet and access to other social media pla�orms 
such as Facebook, Twi�er, and WhatsApp, greatly 
affec�ng ci�zens access and use of the internet.

Recommenda�ons
1. Any a�empts by the Government should be 

done within the parameters of interna�onal 
human rights law - (a) Prescribed by law; (b) 
Serve a legi�mate purpose for protec�on of 
reputa�on, na�onal security, public order, 

public health or morals; and, (c)  It must be 
necessary to achieve the prescribed 
purpose.55 

2. The government should con�nue with efforts 
to expand access and affordability of the 
internet and digital technologies to a wider 
majority of the popula�on for them to enjoy 
the benefits brought about by these 
technological advances, including freedom of 
assembly and associa�on. 

Cultural and Linguis�c Diversity
This AfDEC Principle is cognizant of the rich linguis�c 
and cultural diversity which exists on the African 
con�nent and calls for its promo�on, especially 
online. Specifically, the principle calls upon states to 
put in place comprehensive policies, and alloca�on of 
resources, to support the development and use of 
tools to facilitate linguis�c diversity on the Internet. 
This includes the promo�on of technology and 
content required to access and use domain names, 
so�ware, services, and content in all languages and 
scripts. 

In 2006, Uganda passed the Na�onal Culture Policy 
that sought to among other things; To promote and 
strengthen Uganda’s diverse cultural iden��es; 
enhance social cohesion, collabora�on, and 
par�cipa�on of all people in cultural life; promote 
community ac�on on cultural prac�ces that promote 
and that impinge on human dignity; and conserve, 
protect and promote Uganda’s tangible and 
intangible cultural heritage.56

Government also commi�ed to foster the crea�on of 
varied local and na�onal content, including that 
available in the language of users, and give 
recogni�on and support to ICT-based work in all 
ar�s�c fields through public/private partnerships as 
well as support efforts to develop and use ICTs for 
the preserva�on of natural and, cultural heritage, 
keeping ICT accessible as a living part of today’s 
culture through the Na�onal ICT Policy of 2014.57 

The government also commi�ed to developing 
systems that ensure con�nued access to archived 
digital informa�on and mul�media content in digital 
repositories, and support archives, cultural 

collec�ons, and libraries58

There has however been very slow progress in the 
promo�on of indigenous languages online as only a 
few local languages are represented online. For 
example, news on websites owned by the Vision 
group is only available in four local languages (out of 
40 languages and 56 na�ve dialects) Bukedde 
(Luganda); Etop (Ateso); Rupiny (Acholi) and Orumuri 
(Runyankore).59 

According to the 2018 Freedom House report on 
Internet freedom in Uganda, the Google Uganda 
domain is available in five local languages, while the 
Firefox web browser can be accessed in two 
languages, Luganda and Acholi. The report notes that 
as of early 2018, Wikipedia can be accessed in 
Luganda, with about 1,000 ar�cles translated.60 

Recommenda�ons
1. The government should work with key 

providers – Google, Firefox and others to 
have more local languages on their domains

2. The government should expedite the 
implementa�on of Na�onal ICT Policy, 2014, 
especially the provisions of culture diversity

Right to Development and 
Access to Knowledge
The AfDEC Principle notes that “Developing media 
and informa�on literacy is essen�al in ensuring that 
consumers of media products have the skills to find 
evaluate and engage with various types of 
informa�on, including those relevant for their social, 
economic, cultural and poli�cal development.

The principle also calls upon the government to 
priori�es policies that improve girls’ access to quality 
educa�on and ICT, gender mainstreaming in Science, 
Technology, Engineering and Mathema�cs (STEM) 
policies, and family-friendly policies in STEM 
workplaces.
In 2017, the Ministry of ICT and Na�onal Guidance 
embarked on the Digital Vision Uganda ini�a�ve61 

that aims to leverage technological innova�ons to 
meet various na�onal and interna�onal goals 
including universal inclusion, sustainable 
development, economic progress, and poverty 
eradica�on. 

This campaign aims to achieve a unified ac�on plan 
that draws on various ini�a�ves from all sectors and 
focuses on technology-based empowerment, thus 
fostering relevant ICT use62. While the Digital Vision 
Uganda campaign aims to address per�nent ICT 
development issues that will improve ICT access, 
usage and, penetra�on, the strategy is s�ll under 
development with implementa�on yet to start.63

Recommenda�ons
1. The government should fully implement the 

Digital Vision Uganda campaign and other 
policy frameworks, including the ICT policy, 
broadband policy.

Privacy and Personal Data 
Protec�on
The growth and penetra�on of informa�on and 
communica�on technologies, especially the internet 
partly aided by an increase in mobile phone 
subscrip�ons and increased use of smartphones has 
resulted in increased collec�on, processing and 
sharing of personal biometric data, including by 
business enterprises. Unfortunately, many internet 
users are not aware of the implica�ons of their use of 
the web and how their rights are compromised by 
their internet usage or how their data is 
automa�cally gathered or processed without their 
knowledge and sold or linked with other sources to 
produce a complex record of several aspects of their 
lives.64

AfDEC Principles requires that “Personal data or 
informa�on shall only be collected and/or processed 

by states and non-state actors such as access 
providers, mail providers, hosts, and other 
intermediaries, in compliance with well-established 
data protec�on principles, including the following: 
personal data or informa�on must be processed 
fairly and lawfully; personal data or informa�on must 
be obtained only for one or more specified and lawful 
purposes; among others. 

Although the Uganda Cons�tu�on provides for the 
right to privacy and data protec�on65, it wasn’t un�l 
December 2018 that parliament passed the Privacy 
and Data Protec�on Act that was assented to by the 
President in February 2019.66

The principle notes that “Mass or indiscriminate 
surveillance of individuals or the monitoring of their 
communica�ons, cons�tutes a dispropor�onate 
interference, and thus a viola�on, of the right to 
privacy, freedom of expression and other human 
rights”. 

It is further noted that “targeted surveillance of 
online communica�ons must be governed by clear 
and transparent laws which, at a minimum, comply 
with the following basic principles: first, 
communica�ons surveillance must be both targeted 
and based on reasonable suspicion of commission or 
involvement in the commission of serious crime; 
second, communica�ons surveillance must be 
judicially authorized and individuals placed under 
surveillance must be no�fied that their 
communica�ons have been monitored as soon as 
prac�cable a�er the conclusion of the surveillance 
opera�on; third, the applica�on of surveillance laws 
must be subject to strong parliamentary oversight to 
prevent abuse and ensure the accountability of 
intelligence services and law enforcement agencies.”

Unfortunately, once again the legal environment and 
prac�ces regarding communica�on surveillance and 
intercep�on of communica�on in Uganda go against 
the provisions of the principle. 

The Regula�on of Intercep�on of Communica�ons 
Act, 201067 provides for lawful intercep�on and 
monitoring of communica�ons in the course of their 
transmission through telecommunica�ons, postal or 
any other related services or systems in Uganda. 
Specifically, Sec�on 8 of this Act requires service 
providers to ensure that their telecommunica�on 
systems are always technically capable of suppor�ng 
lawful intercep�on. 

The right to privacy is further limited by the 
An�-Terrorism Act, 2002, which provides for 
intercep�on of communica�ons, specifically, sec�on 
19 (1) which states that “… an authorized officer shall 
have the right to intercept the communica�ons or a 
person and otherwise conduct surveillance of a 
person under this Act.”

Recommenda�ons
1. Expedite the implementa�on of the Data 

Protec�on Act 
2. Reduce the opportuni�es for mass 

surveillance to guard against infringement 
on peoples’ right to privacy and protec�on of 
their personal data.

3. Review and harmonize the laws that provide 
for the surveillance and intercep�on of 
communica�on in view of the new data 
protec�on law provisions.

Security, Stability and Resilience 
of the Internet
The principle requires that everyone has the right to 
enjoy secure connec�ons to and on the Internet 
including protec�ng from services and protocols that 
threaten the security, stability, and resilience of the 
Internet.

States are therefore urged to recognize in their 
legisla�on and prac�ces that encryp�on is a basic 
requirement for the protec�on of the confiden�ality 
and security of informa�on. States should promote 

end-to-end encryp�on as the basic standard for the 
protec�on of the rights to freedom of expression and 
privacy online and promote the use of open-source 
so�ware.

However sec�on 10 of the Regula�on of Intercep�on 
of Communica�ons Act 2010, provides for disclosure 
of protected (encrypted) informa�on with failure to 
comply with the disclosure no�ce a�rac�ng a fine 
not exceeding one hundred and twenty currency 
points or to imprisonment for a period not exceeding 
five years, or both upon convic�on.
 
Although a January 2019 report on the State of 
Privacy in Uganda68 by Privacy Interna�onal notes 
that there does not appear to be any restric�on on 
the use of encryp�on in Uganda. And that the use of 
end-to-end encrypted messaging applica�ons, 
par�cularly WhatsApp, are popular.

Recommenda�ons
1. The government should consider repealing 

sec�on 10 of the RICA that criminalizes the 
failure to disclose encrypted informa�on.

Marginalized Groups and Groups at Risk
Despite the recent advances in the ICT and internet, 
with a greater number of people now having access 
to and using these, many marginalized groups of 
people, including persons with disabili�es, rural 
communi�es, the elderly, and women s�ll find it hard 
to access and use digital technologies and thus 
con�nue to miss out on the benefits that the 
technologies bring.

Several factors, including high literacy levels, the 
s�ll-high costs of the internet, poor implementa�on 
of enabling policies among others.

Under this principle, states and non-state actors are 
required to respect and protect the right of all 

individuals to have access to and use the Internet. 
However, recent prac�ces, including the introduc�on 
of the OTT tax have instead served to widen the 
digital divide gap. It has been reported that the social 
media tax has raised the internet connec�on costs by 
10% for Uganda’s poorest residents, and in turn le� 
them with less access to informa�on.69

 
The situa�on is however much worse for persons 
with disabili�es, as the costs of assis�ve technologies 
that would aid them access to and use the internet 
and other ICT is quite high.70 

Recommenda�ons
1. Review and consider amending the social 

media tax to reduce the exclusion
2. Reduce ICT access costs for marginalized 

groups, especially the elderly and persons 
with disabili�es

3. Introduce incen�ves to services providers to 
expand their networks to rural areas

Gender Equality
As earlier discussed, women are among the 
marginalized groups that con�nue to lag behind 
when accessing and using ICT, especially the internet. 
A survey carried out in 2014 by the Uganda 
Communica�ons Commission found that only 6% of 
women in Uganda are online. And only 21% of 
women reported having used the internet, versus 
61% for men.71 

Like the other marginalized groups, the gender gap in 
internet access is also perpetuated by several factors 
including limited access to the internet, lack of digital 
skills and empowerment of women, affordability of 
ICT services especially broadband connec�vity, 

relevant content as well as safety of women online.72

The AfDEC principle on gender equity calls upon key 
stakeholders to ensure that the processes and 
mechanisms that enable the full, ac�ve and equal 
par�cipa�on of women and girls in decision making 
about how the Internet is shaped and governed are 
developed and strengthened.

Recommenda�ons
1. The laws enacted and any bill to be passed 

must-have women’s unique perspec�ves 
and views integrated to produce a robust law 
that is gender-sensi�ve73

2. Women should be trained and skilled in how 
to access and use the internet safely and 
securely

3. The government should set up a Monitoring 
and Evalua�on Framework for all gender and 
ICT policies so that actual benefit accrues to 
the common person74

Conclusion
There indeed some posi�ve steps, especially the legal 
framework that Uganda has adopted to ensure 
compliance to the key principles as laid out in the 
African Declara�on on Internet Rights and Freedoms 
– including the ICT Policies, the Access to Informa�on 
Laws, the Cons�tu�onal provisions, the Data 
Protec�on Act, the Income Tax Act of 2018 that 
introduced the social media tax among others. There 
are however other laws whose provisions are quite 
retrogressive and these need to be amended, 
especially those that infringe on privacy and personal 
data protec�on such as the Regula�on of 
Intercep�on of Communica�ons Act, the Computer 
Misuse Act among others.
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Introduc�on

The Internet is considered the most disrup�ve 
informa�on and communica�on technology that has 
revolu�onized the free flow of informa�on between 
individuals by offering anyone with an Internet 
connec�on, the ability to gather and disseminate 
news, informa�on, and opinions.1 

In the light of its accessibility and its capacity to store 
and communicate vast amounts of informa�on, the 
Internet plays an important role in enhancing the 
public’s access to news and facilita�ng the 
dissemina�on of informa�on in general.2

As of December 2018, Uganda had an es�mated 19 
million internet users, about 42% of the total 
popula�on.3 This growth in internet penetra�on has 
partly been aided by the increase in mobile telephony 
penetra�on which stood at 22 million subscribers, 
with almost 10 million accessing the internet through 
the mobile as of June 2018.4

The internet is helping develop spaces that can 
empower people, helping them communicate, 
collaborate and exchange views and informa�on, and 
this represents, the ‘democra�za�on’ of freedom of 
expression as it is no longer necessary to rely upon 
professional journalists or gatekeepers to act as public 
spokespeople for our views.5

Uganda has passed several laws and policies, some of 
which contain progressive provisions that advance the 
rights to freedom of expression. Principally, the right 
to freedom of expression and access to informa�on is 
cons�tu�onally guaranteed under Ar�cles 29 (1) (a) 
and 41, respec�vely. Other legal framework include; 

the Access to Informa�on Act, 2005 that seeks to 
promote an efficient, effec�ve, transparent and 
accountable government as well as to give effect to 
Ar�cle 41 of the Cons�tu�on by providing the right of 
access to informa�on held by organs of the State; the 
Computer Misuse Act, 2011 that seeks to make 
provision for the safety and security of electronic 
transac�ons and informa�on systems; to prevent 
unlawful access, abuse or misuse of informa�on 
systems6; the Uganda Communica�ons Commission 
(UCC) Act, 2013 that mandates the Commission, 
under Sec�on 5(L) to promote research into the 
development and use of new communica�ons 
techniques and technologies, including those which 
promote accessibility to communica�ons services for 
persons with disabili�es, as well as the Uganda 
Na�onal Vision 2040 which clearly iden�fies ICT 
access and u�liza�on not just as a cross-cu�ng 
development enabler but also as a major business 
opportunity, providing the highest policy level 
underpinning to the impera�ve for universality of ICT 
in Uganda.7

Unfortunately, even with these progressive legal 
frameworks, there are a number of other laws, 
policies, and prac�ces that have been adopted and 
have had a nega�ve effect on the ci�zens’ enjoyment 
of their rights to freedom of expression and online 
expression; for example, the An�-Terrorism Act of 
2002, under which intercep�on of communica�ons 
may be conducted on grounds such as safeguarding of 
the public interest; preven�on of the viola�on of the 
fundamental and other human rights and freedoms of 
any person from terrorism; preven�on or detec�ng 
the commission of any offence; and safeguarding the 
na�onal economy from terrorism,8 the 2011 
Computer Misuse Act, which criminalised cyber 
harassment (sec�on 24)  and “offensive 
communica�on under sec�on 25. 

Addi�onally, several provisions within these laws 
have been used to increasingly put pressure on 
private actors to censor content which the state 
deems illegal or simply “harmful to na�onal 
security.”9 

In 2016, UCC ordered the shutdown of internet 
access on the eve of the presiden�al elec�ons vo�ng 
day in February, ci�ng “na�onal security”, as well as 
during the inaugura�on in May 2016, affec�ng social 
media pla�orms including Facebook, Whatsapp, 
Twi�er, and mobile money transfer services.10

In April 2018, the Ugandan communica�ons 
regulator directed online data communica�on 
service providers, that include; online publishers, 
online news pla�orms and online radio and 
television operators, to apply and obtain 
authorisa�on from the commission within a period of 
one month or risk having their websites and/or 
streams being blocked by Internet Service Providers 
(ISPs).11 The regulator later published a list of the 
licenced providers, who were each required to pay 
USD 20. 

On 29, April 2019, UCC ordered internet service 
providers to shut down all unauthorized news sites 
following a direc�ve requiring online data 
communica�on service providers, including 
publishers, news pla�orms, radio and television 
operators to obtain authoriza�on.12

Later in 2019, another direc�ve was issued by UCC 
requiring all “online publishers and influencers who 
have reached a capacity of sharing communica�on 
content and also using the online publica�on for 
commercial business” to register with regulator and 
pay a USD 20 levy.13

In May 2017, a famous movie translator, Marysmats 
Matovu alias VJ Junior and his colleague, Geoffrey 
Bbosa, were arrested and charged with cyber 
harassment and offensive communica�on based on 
allegedly provoca�ve messages sent in a group 
message chain about the Uganda Film Producers 
Associa�on.14

Interna�onal Legal Framework 
on Internet Rights and Freedom
The right to freedom of expression (including on the 
internet) has been provided for under Ar�cle 19 of 
the Universal Declara�on of Human Rights, that 
states that; “Everyone has the right to freedom of 
opinion and expression; this right includes freedom 
to hold opinions without interference and to seek, 
receive and impart informa�on and ideas through 
any media and regardless of fron�ers.”15 

This right is further ar�culated within Ar�cle 19 (2) of 
the Interna�onal Covenant on Civil and Poli�cal 
Rights (ICCPR), sta�ng that; Everyone shall have the 
right to freedom of expression; this right shall include 
freedom to seek, receive and impart informa�on and 
ideas of all kinds, regardless of fron�ers, either 
orally, in wri�ng or in print, in the form of art, or 
through any other media of his choice. 

The General Comment 34 on State par�es’ 
obliga�ons under Ar�cle 19 of the Interna�onal 
Covenant on Civil and Poli�cal Rights adopted on July 
21, 2011 holds that the same rights an individual 
enjoys on line must be the same rights enjoyed 
online16. 

In 2016, the United Na�ons passed a non-binding 
resolu�on on “the promo�on, protec�on, and 
enjoyment of human rights on the Internet.”17 The 
resolu�on specifically condemns measures to 
prevent or disrupt access and calls on all States to 
refrain from and cease such measures. It further 
recognizes the importance of access to informa�on 
and privacy online for the realiza�on of the right to 
freedom of expression and to hold opinions without 
interference.18

Although there is no express right of access to the 
internet under interna�onal law, the 2016 United 
Na�ons Resolu�on urges states to “consider 
formula�ng, through transparent and inclusive 

processes with all stakeholders, and adop�ng 
na�onal Internet-related public policies that have the 
objec�ve of universal access and enjoyment of 
human rights at their core.”

On the African con�nent, Ar�cle 9 of the African 
Charter on Human and Peoples’ Rights (ACHPR) 
states that; “Every individual shall have the right to 
receive informa�on” (9(1); and “Every individual shall 
have the right to express and disseminate his opinion 
within the law.” (9(2). 

The ACHPR has also adopted several resolu�ons 
aimed at promo�ng the right to informa�on and 
freedom of expression in Africa amongst which 
include; ACHPR/Res. 362 (LIX) 2016, adopted in 
Banjul on 4 November 2016. The resolu�on reaffirms 
the fundamental right to freedom of informa�on and 
expression enshrined under Ar�cle 9 of the African 
Charter on Human and People’s Rights and in other 
interna�onal human rights instruments and 
recognizes the role of the internet in advancing 
human and people’s rights in Africa. This resolu�on 
came at a cri�cal �me when the region was 
witnessing regular internet shutdowns which 
impacted directly on freedom of expression and 
access to informa�on.

Limita�ons on the Right to 
Freedom of Expression
Both the ICCPR and ACHPR have within their 
provisions, limita�ons to the rights to freedom of 
expression. Specifically, Ar�cle 19 (3) of the ICCPR 
notes that; the exercise of the rights provided for in 
paragraph 2 of this Ar�cle carries with it special 
du�es and responsibili�es. It may, therefore, be 
subject to certain restric�ons, but these shall only be 
such as are provided by law and are necessary: (a) For 
respect of the rights or reputa�ons of others; (b) For 
the protec�on of na�onal security or of public order 
(ordre public), or of public health or morals.19 
On 21 July 2011, the UN Human Rights Commi�ee 
adopted General Comment 34 on States par�es' 
obliga�ons under Ar�cle 19 of the (ICCPR), with 
guidance to States on what the freedoms of opinion 

and expression mean in prac�ce, and therefore 
strengthens the protec�on provided by interna�onal 
law. In reference to any restric�ons, General 
Comment 34 (para 35) highlights that “When a State 
party invokes a legi�mate ground for restric�on of 
freedom of expression, it must demonstrate in 
specific and individualized fashion the precise nature 
of the threat, and the necessity and propor�onality 
of the specific ac�on taken, in par�cular by 
establishing a direct and immediate connec�on 
between the expression and the threat”.20

In Uganda, the right to freedom of expression, like 
other rights are also limited within the Cons�tu�on 
by Ar�cle 43(1) which states that; (1) In the 
enjoyment of the rights and freedoms prescribed in 
this Chapter, no person shall prejudice the 
fundamental or other human rights and freedoms of 
others or the public interest. But as noted above, any 
limita�on must pass the three-part test as provided 
for under Ar�cle 19(3) of the ICCPR.
As a signatory to various interna�onal human rights 
instruments such as the Interna�onal Covenant on 
Civil and Poli�cal Rights, the African Charter on 
Human and Peoples’ Rights and having incorporated 
progressive ar�cles within the Cons�tu�on, 
specifically on the Bill of Rights, Uganda has a duty to 
promote and advance peoples’ fundamental human 
rights online, including access to and use of the 
internet through progressive legisla�on and 
prac�ces.

About the African Declara�on on 
Internet Rights and Freedoms
The African Declara�on on Internet Rights and 
Freedoms (AfDEC) is a Pan-African ini�a�ve to 
promote human rights standards and principles of 
openness in internet policy formula�on and 
implementa�on on the con�nent. The Declara�on is 
intended to elaborate on the principles which are 
necessary to uphold human and people’s rights on 
the Internet, and to cul�vate an Internet 
environment that can best meet Africa’s social and 
economic development needs and goals.
The Declara�on builds on well-established African 
human rights documents including the African 
Charter on Human and Peoples’ Rights of 1981, the 

Windhoek Declara�on on Promo�ng an Independent 
and Pluralis�c African Press of 1991, the African 
Charter on Broadcas�ng of 2001, the Declara�on of 
Principles on Freedom of Expression in Africa of 
2002, and the African Pla�orm on Access to 
Informa�on Declara�on of 2011.

The Declara�on has iden�fied 13 key principles that

 include; Openness; Internet Access and Affordability; 
Freedom of Expression; Right to Informa�on; 
Freedom of Assembly and Associa�on on the 
Internet; Cultural and Linguis�c Diversity; Right to 
Development and Access to Knowledge; Privacy and 
Personal Data Protec�on; Security, Stability, and 
Resilience of the Internet; Marginalised Groups at 
Risk; Due Process; Democra�c Mul�-stakeholder 
Internet Governance; and Gender Equity.

This report, therefore, provides an assessment of 
Uganda’s Compliance with 11 out of the 13 Principles 
of the African Declara�on on Internet Rights and 
Freedoms. The report examines both the legal 
environment (laws and policies) and prac�ces by the 
state regarding internet freedom and rights.

Findings: Uganda’s Compliance 
to the AfDEC Principles

Openness
The AfDEC Principle on Openness requires that the 
Internet should have an open and distributed 
architecture and should con�nue to be based on 
open standards and applica�on interfaces and 
guarantee interoperability so as to enable a common 
exchange of informa�on and informa�on.

In 2014, the government, through the Na�onal 
Informa�on Technology Authority, issued guidelines 
for developing government websites that 
emphasized the need to use open standard-based 
tools and technologies for the development of 
websites as well as content to ensure interoperability 
and accessibility of websites. The web guidelines 
adhered to the Web Content Accessibility Guidelines 
(WCAG) of the World Wide Web Consor�um (W3C). 
W3C is an interna�onal body working towards 
defining standards in web technologies and formats 
for publishing content on the web.21

Sec�on 1.4 of Guidelines on Development and 
Management of Government Websites requires all 
government MDAs to “consider the needs of a broad 
spectrum of visitors, including the general public, 
specialised audiences, people with disabili�es, those 
without access to advanced technologies, and those 
with limited English proficiency and ICT skills.”

However, a 2007 survey on Web Accessibility in 
Uganda22 established that 100% of the government 
websites whose webmasters responded to the 
survey were not accessible to users with visual 
disabili�es. Addi�onally, the majority of government 
MDA websites are in English, making them 
inaccessible to many Ugandans who cannot read and 
write in this language.23

The Openness principle also seeks to advance the 
principle of network neutrality, which requires that 
all data on the Internet must be treated in an equal 
and non-discriminatory manner, and shall not be 
charged differen�ally, according to user, content, 
site, pla�orm, applica�on, type of a�ached 
equipment, and modes of communica�on.

However, it has been reported that Uganda does not 

have robust and implementable legal protec�ons for net neutrality24, and because of this, both the government 
and telecom companies have violated the principle in the past, with �ered pricing of the communica�on 
services and social media blocking.25 In 2005, UCC passed the Telecommunica�ons (Tariffs and Accoun�ng) 
Regula�ons,26 to regulate the pricing of telecommunica�ons services and accoun�ng by telecommunica�ons 
operators. Unfortunately, as noted earlier, the regula�ons are largely unenforceable.
The AfDEC Principle on Openness also demands that there should be no special privileges for, or obstacles 
against, the exchange of informa�on online or any party or content on economic, social, cultural or poli�cal 
grounds.

There have been a number of policies and prac�ces that have however served to undermine these principles. 
Specifically, the passage of the Uganda Excise Duty (Amendment) Bill 2018, which introduced taxa�on of 
“over-the-top” (OTT) services, and raised taxes on other telecommunica�ons services violated this principle 
which requires service providers to treat all internet traffic equally, and not block or thro�le access to online 
content and services. 

According to figures from the UCC, the number of subscribers reduced by two and a half million from 16 million 
to 13.5 million subscribers between July and September 2018. The same trend was noted in the amount of 
revenue falling from Uganda Shillings (UGX) 5.6 billion in July 2018, to UGX 3.96 billion in September 2018 (see 
table below). 

Recommenda�ons
1. The Government of Uganda should consider the expansion of the scope of the guidelines27 for 

developing and managing government websites to cover the private sector.
2. Given the nega�ve impact that the OTT tax has had on the ability of the majority of users to access and 

use the internet, the government should consider amending the Excise Duty (Amendment) law to 
consider other avenues of raising revenue rather than imposing a tax on the internet. 

Internet Access and Affordability

Access to the Internet plays a vital role in the full 
realiza�on of human development and facilitates the 
exercise and enjoyment of a number of human rights 
and freedoms, including the right to freedom of 
expression and informa�on, the right to educa�on, 
the right to assembly and associa�on, the right to full 
par�cipa�on in social, cultural and poli�cal life and 
the right to social and economic development.

Accordingly, access and affordability policies and 
regula�ons that foster universal and equal access to 
the Internet, including fair and transparent market 
regula�on, universal service requirements and 
licensing agreements, must be adopted, according to 
the AfDEC. 

The government has put up various policies and 
strategies in place in order to foster a conducive 
environment through which users can maximize the 
social and economic benefits enabled by ICT.

In 2014, the government passed the Na�onal 
Informa�on and Communica�ons Technology Policy, 
with broad policy objec�ves of; building a 
knowledge-based human capital; promo�ng 
innova�on in economic and social systems; 
expanding ICT infrastructure and its integra�on 
throughout the country; deepening u�liza�on of ICT 
services by government, private sector, 
Non-Government Organiza�ons and ci�zenry; 
enhancing research and innova�on in ICT products, 
applica�ons, and services; and improving ICT 
governance and environment in Uganda.28

Addi�onally, Uganda’s Na�onal Vision 2040 very 
clearly iden�fies ICT access and u�liza�on not just as 
a cross-cu�ng development enabler but also as a 
major business opportunity. This provides the 
highest policy level underpinning to the impera�ve 
for universality of ICT in Uganda.29

The AfDEC principle also calls for the establishment 
of na�onal and regional Internet exchange points 

(IXPs) to ra�onalize and reduce the cost of Internet 
traffic at na�onal, local and sub-regional levels, as 
well as addressing the gender digital divide, with 
factors such as level of employment, educa�on, 
poverty, literacy and geographical loca�on resul�ng 
in African women having lower levels of access than 
men.

In 2016, the government is reported to have 
embarked on the provision of “free internet access” 
to residents within the capital city, Kampala through 
the MYUG, a new applica�on that has been 
developed by the Na�onal Informa�on and 
Communica�ons Technology (NITAU).30 The services 
have however experienced some challenges and 
don’t cover all the intended hotspots as had been 
envisaged.31 

Addi�onally, in December 2019, MTN, the largest 
telecommunica�on service provider in Uganda also 
announced the introduc�on of a range of data 
bundles that do not expire32, a�er many complaints 
from clients for loss of unused internet bundles. 
Previously, customer internet bundles would expire 
a�er 24 hours.

It is also refreshing to note that within the new 
guidelines for the Rural Communica�on 
Development Fund (RCDFII)33, the government has 
commi�ed to improving on the Connec�vity, Access, 
Affordability, and Equity for the target groups.

To date, UCC through RCDF has implemented ICT 
Computer Labs in over 1000 Secondary Schools, 
Ter�ary ins�tu�ons and Universi�es.34 The schools 
with Computer laboratory infrastructure have also 
acted as a pla�orm to provide digital literacy skills to 
the communi�es around the schools, which has 
drama�cally reduced the digital divide in the country

The Na�onal Broadband Strategy for Uganda35 
(2016-2020) defines the minimum requirements for 
high-speed transmission and access for voice, data, 

and video to homes and businesses and sets the 
target to be achieved within the five-year period. 
Some of the key targets defined for the five-year 
period include raising the minimum broadband 
speeds from 512kbps (in 2014/15) to 3Mbps and 
reducing the cost per Mbps of broadband in rela�on 
to average income by 10%. The strategy also seeks to 
achieve 100% broadband connec�vity at all district 
and sub-county headquarters, health centre IVs, 
ter�ary ins�tu�ons and secondary schools by 2020.36

Unfortunately, internet access and affordability is 
s�ll a challenge for large sec�ons of the popula�on 
especially the poor, rural popula�ons, women, and 
persons with disabili�es. This is because while 
internet access has become more affordable, 
par�cularly on mobile phones, costs are s�ll 
expensive for many Ugandans.37 Within East Africa, 
Ugandans are reported to be paying the highest 
prices to access mobile internet, at an average of 
$4.69 (Shs 17, 231) for 1GB [gigabyte] of data, 
compared to her neighbors in Rwanda who are 
paying an average of $0.56 or (Shs 2,057) for 1GB of 
data, with Burundi and Kenya, paying $2 (Shs7,344) 
and $2.73 (Shs10,024) for 1GB, respec�vely.38 The 
introduc�on of a daily UGX 200 (USD $0.05) tax on 
social media use in July 2018 is reported to have le� 
millions unconnected due to the increased costs.39 

Other factors that have affected access and 
affordability include limited access to electricity as it 
is mostly concentrated in urban areas and further 
impedes access to ICTs.40

Recommenda�ons
1. The government should review and expedite 

the full implementa�on of the Na�onal 
Broadband Strategy, which expires within 
less than a year, 2020.

2. The government should expand the free 
Wi-Fi program to other areas outside of 
Kampala and Entebbe. 

3. The government should work with and 
incen�vize telecommunica�on companies to 
provide special rates for the rural poor so as 
to reduce the costs of mobile internet in the 
country.

4. Review the revenue collec�on concept as the 
OTT tax has definitely had a nega�ve effect 
on both revenue and internet access and 
affordability.

Freedom of Expression

Principle 3 of the African Declara�on on Internet 
Rights and Freedoms notes that; “Everyone has the 
right to hold opinions without interferences. 
Everyone has a right to freedom of expression which 
includes the freedom to seek, receive, impart 
informa�on and ideas of all kinds through the 
internet and digital technologies, regardless of 
fron�ers”. The principle acknowledges the 
non-absoluteness of the rights but however notes 
that any restric�ons must be provided for by law, 
pursue a legi�mate aim as expressly listed under 
interna�onal law. 

In Uganda, the right to freedom of expression, and 

access to informa�on are provided for under the 
Cons�tu�on41, and although not explicitly defined 
within the cons�tu�on, this right includes the 
“freedom to seek, receive and impart informa�on 
and ideas of all kinds, regardless of fron�ers, either 
orally, in wri�ng or in print, in the form of art, or 
through any other media (including the internet) of 
his choice.”42 

Although the right to freedom of expression, 
especially online, like many others is not absolute, 
under both interna�onal law and the Ugandan 
Cons�tu�on, the AfDEC notes that “Content 
blocking, filtering, removal and other technical or 
legal limits on access to content cons�tute serious 
restric�ons on freedom of expression and can only 
be jus�fied if they strictly comply with interna�onal 
human rights law, which says that any restric�ons 
should be; (a) Prescribed by law; (b) Serve a 
legi�mate purpose for the protec�on of reputa�on, 
na�onal security, public order, public health or 
morals; and, (c)  It must be necessary to achieve the 
prescribed purpose.43

However, at the height of what came to be known as 
the Arab Spring, the government is reported to have 
ordered Telecom companies to block and regulate 
text messages that could ins�gate hatred, violence, 
and unrest during the presiden�al elec�on period, 
February 2011.44 A few months later, in April 2011, 
UCC instructed ISPs to temporarily block access to 
Facebook and Twi�er for 24 hours “to eliminate the 
connec�on and sharing of informa�on that incites 
the public.” The order came in the heat of the ‘walk 
to work’ protests in various towns over rising fuel and 
food prices.45

In 2016, there were to be two addi�onal episodes of 
internet shutdowns, in February 2016 during the 
elec�ons and May 2016, during the swearing-in of 
the President. In ordering the shutdowns, the 
government cited na�onal security concerns as the 
main reason. The president is reported to have told 
journalists that he ordered the shutdowns because; 
“Steps must be taken for security to stop so many 
ge�ng in trouble, it is temporary because some 

people use those pathways for telling lies,”46

The AfDEC principle on Freedom of Expression also 
requires that “No-one should be held liable for 
content on the Internet of which they are not the 
author” and seeks to limit the liability of 
intermediaries. Under sec�on 29 of the 2011 
Electronic Transac�ons Act,  intermediaries are 
protected from any liability on content shared by 
third par�es, sta�ng that “a service provider shall not 
be subject to civil or criminal liability in respect of 
third-party material which is in the form of electronic 
records to which he or she merely provides access.”47 
This is a posi�ve provision that should be protected 
by the state.

The AfDEC Principle on Freedom of Expression also 
emphasizes the important role that a safe and secure 
opera�ng environment for internet users if they are 
to meaningfully par�cipate in online expression – 
sharing opinions and ideas. The government has put 
in place a number of commendable measures to curb 
online, safety especially among children and youths. 
The Computer Misuse Act (2011) under sec�on 23 
criminalizes child online sexual exploita�on. This 
scope covers any person who par�cipates in the 
development, sharing, transmission or storage of 
child sexual abuse material.48

 
In addi�on, the Na�onal Informa�on Technology 
Authority – Uganda (NITA-U) in collabora�on with 
the Internet Society Uganda Chapter led to the 
development of an Online Safety Educa�on Toolkit as 
a useful and convenient learning resource for 
children and youth on how best to stay safe online in 
their daily use of the internet.49

The same Act also criminalizes cyber harassment 
(Art. 23), offensive communica�on (Art. 24) as well as 
cyberstalking (Art. 26). Specifically, Ar�cle 26 states 
that; “Any person who willfully, maliciously, and 
repeatedly uses electronic communica�on to harass 
another person and makes a threat with the intent to 
place that person in reasonable fear for his or her 
safety or to a member of that person's immediate 

family commits the crime of cyberstalking and is 
liable on convic�on to a fine not exceeding one 
hundred and twenty currency points or 
imprisonment not exceeding five years or both.”

Unfortunately, the majority of those affected, 
especially the vic�ms whose pictures and videos 
have been leaked online are the first persons to be 
interrogated by law enforcement agencies. In 2018, 
when Ugandan model Judith Heard had her pictures 
published without her consent, she not only found 
herself under arrest but also under a�ack in the 
media and online.50

Recommenda�ons

1. The government should ensure that any 
orders to shut or slow down the internet 
must be done in accordance with the law and 
due process should be followed as laid down 
in Ar�cle 3 of the AfDEC Principle and other 
interna�onal human rights laws.

2. The government should amend laws, such as 
the Computer Misuse Act, to bring them into 
line with Uganda’s cons�tu�on and its 
obliga�ons under interna�onal law regarding 
freedom of expression and access to 
informa�on.

Right to Informa�on
This AfDEc principle notes that “The Internet offers 
new opportuni�es to access informa�on, and for 
governments to communicate with people, using 
open data. Open data and new forms of online 
consulta�on can empower people to take a more 
ac�ve part in public affairs.

Data and informa�on held by governments should be 

made publicly accessible, including being released 
proac�vely and rou�nely, except where legi�mate 
grounds for restric�ng access comply with the rule of 
law, including relevant freedom of informa�on 
legisla�on.

Freedom of informa�on is an integral part of the 
fundamental right of freedom of expression, as 
recognized by Resolu�on 59 of the United Na�ons 
General Assembly adopted in 1946, as well as by 
Ar�cle 19 of the Universal Declara�on of Human 
Rights (1948), which states that Everyone has the 
right to freedom of opinion and expression; this right 
includes freedom to hold opinions without 
interference and to seek, receive and impart 
information and ideas through any media and 
regardless of frontiers”.

Although the 1995 Cons�tu�on of the Republic of 
Uganda guarantees the right of access to 
informa�on,51 with an enabling Act and regula�ons 
providing for the same, the spirit of the current 
legisla�on is more restric�ve, with ci�zens required 
to submit informa�on requests as opposed to 
requiring informa�on officers to proac�vely 
disseminate informa�on.

In 2014, the Government of Uganda with support 
from civil society (AFIC and CIPESA) established an 
online portal for receiving and responding to 
informa�on requests52. However, despite being a 
great ini�a�ve, AFIC’s recent analysis of the pla�orm 
indicated that since 2014, the pla�orm has 6,123 
users registered, 4,059 requests were made to 110 
MDAs. Of 4,059 requests, 80.9% were awai�ng a 
response, 5.2 % were under review, and only 4.5% 
had been par�ally responded to, while 4.3% were 
successful, in that order.

The AfDEC requires exis�ng obliga�on on public 
bodies to share all informa�on produced with the 

support of public funds, subject only to clearly 
defined rules set out in law, as established by the 
Declara�on of Principles on Freedom of Expression in 
Africa, shall extend to the proac�ve release of such 
informa�on on the Internet in openly licensed, freely 
re-usable formats.

According to sec�on 3 (d) of the Access to 
Informa�on Act, every ci�zen is supposed to access 
informa�on easily and in a �mely manner. The Act 
provides for a maximum of 21 days within which a 
ci�zen’s informa�on request is responded to. 
However, the delayed release of informa�on due to 
fear and/or bureaucracy coupled with ignorance 
have made the right to informa�on imprac�cable in 
some circumstances.53

Addi�onally, while ar�cle 41 o�he Ugandan 
Cons�tu�on provides for the right of access to 
informa�on with two excep�ons: where the release 
of the informa�on is likely to prejudice the security 
or sovereignty of the State or interfere with the right 
to privacy of any other person, the Access to 
Informa�on Law, itself in Part III (sec�on 23 - 34) lists 
exemp�ons which are too wide in scope and 
contradict the cons�tu�on. These exemp�ons, which 
include cabinet minutes and those of its commi�ees, 
limit the enjoyment of the right to informa�on by 
restric�ng access to vital records.54

Recommenda�ons
1. The government should amend the 

retrogressive restric�ons within the enabling 
laws such as the Access to Informa�on Act, 
and the Official Secrets Act that undermine 
proac�ve disclosure of informa�on, 
especially online.

2. The government should equip their staff with 
the skills and knowledge as well as tools to 
proac�vely use online pla�orms to share 
data held by government public bodies.

3. Parliament should amend the Access to 
Informa�on Act to provide for online 
informa�on requests

4. Government should undertake promo�onal 

measures for the effec�ve implementa�on 
of the Access to Informa�on Act

5. The Uganda Human Rights Commission 
should undertake measures to promote 
ci�zens’ enjoyment of their right to 
informa�on through online and offline 
channels. 

Freedom of Assembly and 
Associa�on and the Internet
This AfDEC principle states that; “Everyone has the 
right to use the Internet and digital technologies in 
rela�on to freedom of assembly and associa�on, 
including through social networks and pla�orms. It 
further notes; “The Internet can augment the 
opportuni�es and capabili�es of individuals and 
groups to form associa�ons and to manage 
organiza�ons and associa�ons.”

Addi�onally, “It can increase the membership and 
reach of associa�ons by allowing groups of people to 
communicate despite physical boundaries. It 
provides new tools for those organizing assemblies 
offline, as well as the possibility of conduc�ng 
assemblies and protests online.”

African states are therefore called upon to limit the 
shu�ng down or blocking of access to social 
networking pla�orms, and in fact, the Internet in 
general, as these ac�ons cons�tute direct 
interference with this right. 

But as highlighted above, under Freedom of 
Expression, the government has on several occasions 
been reported to have ordered the shutdown of the 
internet and access to other social media pla�orms 
such as Facebook, Twi�er, and WhatsApp, greatly 
affec�ng ci�zens access and use of the internet.

Recommenda�ons
1. Any a�empts by the Government should be 

done within the parameters of interna�onal 
human rights law - (a) Prescribed by law; (b) 
Serve a legi�mate purpose for protec�on of 
reputa�on, na�onal security, public order, 

public health or morals; and, (c)  It must be 
necessary to achieve the prescribed 
purpose.55 

2. The government should con�nue with efforts 
to expand access and affordability of the 
internet and digital technologies to a wider 
majority of the popula�on for them to enjoy 
the benefits brought about by these 
technological advances, including freedom of 
assembly and associa�on. 

Cultural and Linguis�c Diversity
This AfDEC Principle is cognizant of the rich linguis�c 
and cultural diversity which exists on the African 
con�nent and calls for its promo�on, especially 
online. Specifically, the principle calls upon states to 
put in place comprehensive policies, and alloca�on of 
resources, to support the development and use of 
tools to facilitate linguis�c diversity on the Internet. 
This includes the promo�on of technology and 
content required to access and use domain names, 
so�ware, services, and content in all languages and 
scripts. 

In 2006, Uganda passed the Na�onal Culture Policy 
that sought to among other things; To promote and 
strengthen Uganda’s diverse cultural iden��es; 
enhance social cohesion, collabora�on, and 
par�cipa�on of all people in cultural life; promote 
community ac�on on cultural prac�ces that promote 
and that impinge on human dignity; and conserve, 
protect and promote Uganda’s tangible and 
intangible cultural heritage.56

Government also commi�ed to foster the crea�on of 
varied local and na�onal content, including that 
available in the language of users, and give 
recogni�on and support to ICT-based work in all 
ar�s�c fields through public/private partnerships as 
well as support efforts to develop and use ICTs for 
the preserva�on of natural and, cultural heritage, 
keeping ICT accessible as a living part of today’s 
culture through the Na�onal ICT Policy of 2014.57 

The government also commi�ed to developing 
systems that ensure con�nued access to archived 
digital informa�on and mul�media content in digital 
repositories, and support archives, cultural 

collec�ons, and libraries58

There has however been very slow progress in the 
promo�on of indigenous languages online as only a 
few local languages are represented online. For 
example, news on websites owned by the Vision 
group is only available in four local languages (out of 
40 languages and 56 na�ve dialects) Bukedde 
(Luganda); Etop (Ateso); Rupiny (Acholi) and Orumuri 
(Runyankore).59 

According to the 2018 Freedom House report on 
Internet freedom in Uganda, the Google Uganda 
domain is available in five local languages, while the 
Firefox web browser can be accessed in two 
languages, Luganda and Acholi. The report notes that 
as of early 2018, Wikipedia can be accessed in 
Luganda, with about 1,000 ar�cles translated.60 

Recommenda�ons
1. The government should work with key 

providers – Google, Firefox and others to 
have more local languages on their domains

2. The government should expedite the 
implementa�on of Na�onal ICT Policy, 2014, 
especially the provisions of culture diversity

Right to Development and 
Access to Knowledge
The AfDEC Principle notes that “Developing media 
and informa�on literacy is essen�al in ensuring that 
consumers of media products have the skills to find 
evaluate and engage with various types of 
informa�on, including those relevant for their social, 
economic, cultural and poli�cal development.

The principle also calls upon the government to 
priori�es policies that improve girls’ access to quality 
educa�on and ICT, gender mainstreaming in Science, 
Technology, Engineering and Mathema�cs (STEM) 
policies, and family-friendly policies in STEM 
workplaces.
In 2017, the Ministry of ICT and Na�onal Guidance 
embarked on the Digital Vision Uganda ini�a�ve61 

that aims to leverage technological innova�ons to 
meet various na�onal and interna�onal goals 
including universal inclusion, sustainable 
development, economic progress, and poverty 
eradica�on. 

This campaign aims to achieve a unified ac�on plan 
that draws on various ini�a�ves from all sectors and 
focuses on technology-based empowerment, thus 
fostering relevant ICT use62. While the Digital Vision 
Uganda campaign aims to address per�nent ICT 
development issues that will improve ICT access, 
usage and, penetra�on, the strategy is s�ll under 
development with implementa�on yet to start.63

Recommenda�ons
1. The government should fully implement the 

Digital Vision Uganda campaign and other 
policy frameworks, including the ICT policy, 
broadband policy.

Privacy and Personal Data 
Protec�on
The growth and penetra�on of informa�on and 
communica�on technologies, especially the internet 
partly aided by an increase in mobile phone 
subscrip�ons and increased use of smartphones has 
resulted in increased collec�on, processing and 
sharing of personal biometric data, including by 
business enterprises. Unfortunately, many internet 
users are not aware of the implica�ons of their use of 
the web and how their rights are compromised by 
their internet usage or how their data is 
automa�cally gathered or processed without their 
knowledge and sold or linked with other sources to 
produce a complex record of several aspects of their 
lives.64

AfDEC Principles requires that “Personal data or 
informa�on shall only be collected and/or processed 

by states and non-state actors such as access 
providers, mail providers, hosts, and other 
intermediaries, in compliance with well-established 
data protec�on principles, including the following: 
personal data or informa�on must be processed 
fairly and lawfully; personal data or informa�on must 
be obtained only for one or more specified and lawful 
purposes; among others. 

Although the Uganda Cons�tu�on provides for the 
right to privacy and data protec�on65, it wasn’t un�l 
December 2018 that parliament passed the Privacy 
and Data Protec�on Act that was assented to by the 
President in February 2019.66

The principle notes that “Mass or indiscriminate 
surveillance of individuals or the monitoring of their 
communica�ons, cons�tutes a dispropor�onate 
interference, and thus a viola�on, of the right to 
privacy, freedom of expression and other human 
rights”. 

It is further noted that “targeted surveillance of 
online communica�ons must be governed by clear 
and transparent laws which, at a minimum, comply 
with the following basic principles: first, 
communica�ons surveillance must be both targeted 
and based on reasonable suspicion of commission or 
involvement in the commission of serious crime; 
second, communica�ons surveillance must be 
judicially authorized and individuals placed under 
surveillance must be no�fied that their 
communica�ons have been monitored as soon as 
prac�cable a�er the conclusion of the surveillance 
opera�on; third, the applica�on of surveillance laws 
must be subject to strong parliamentary oversight to 
prevent abuse and ensure the accountability of 
intelligence services and law enforcement agencies.”

Unfortunately, once again the legal environment and 
prac�ces regarding communica�on surveillance and 
intercep�on of communica�on in Uganda go against 
the provisions of the principle. 

The Regula�on of Intercep�on of Communica�ons 
Act, 201067 provides for lawful intercep�on and 
monitoring of communica�ons in the course of their 
transmission through telecommunica�ons, postal or 
any other related services or systems in Uganda. 
Specifically, Sec�on 8 of this Act requires service 
providers to ensure that their telecommunica�on 
systems are always technically capable of suppor�ng 
lawful intercep�on. 

The right to privacy is further limited by the 
An�-Terrorism Act, 2002, which provides for 
intercep�on of communica�ons, specifically, sec�on 
19 (1) which states that “… an authorized officer shall 
have the right to intercept the communica�ons or a 
person and otherwise conduct surveillance of a 
person under this Act.”

Recommenda�ons
1. Expedite the implementa�on of the Data 

Protec�on Act 
2. Reduce the opportuni�es for mass 

surveillance to guard against infringement 
on peoples’ right to privacy and protec�on of 
their personal data.

3. Review and harmonize the laws that provide 
for the surveillance and intercep�on of 
communica�on in view of the new data 
protec�on law provisions.

Security, Stability and Resilience 
of the Internet
The principle requires that everyone has the right to 
enjoy secure connec�ons to and on the Internet 
including protec�ng from services and protocols that 
threaten the security, stability, and resilience of the 
Internet.

States are therefore urged to recognize in their 
legisla�on and prac�ces that encryp�on is a basic 
requirement for the protec�on of the confiden�ality 
and security of informa�on. States should promote 

end-to-end encryp�on as the basic standard for the 
protec�on of the rights to freedom of expression and 
privacy online and promote the use of open-source 
so�ware.

However sec�on 10 of the Regula�on of Intercep�on 
of Communica�ons Act 2010, provides for disclosure 
of protected (encrypted) informa�on with failure to 
comply with the disclosure no�ce a�rac�ng a fine 
not exceeding one hundred and twenty currency 
points or to imprisonment for a period not exceeding 
five years, or both upon convic�on.
 
Although a January 2019 report on the State of 
Privacy in Uganda68 by Privacy Interna�onal notes 
that there does not appear to be any restric�on on 
the use of encryp�on in Uganda. And that the use of 
end-to-end encrypted messaging applica�ons, 
par�cularly WhatsApp, are popular.

Recommenda�ons
1. The government should consider repealing 

sec�on 10 of the RICA that criminalizes the 
failure to disclose encrypted informa�on.

Marginalized Groups and Groups at Risk
Despite the recent advances in the ICT and internet, 
with a greater number of people now having access 
to and using these, many marginalized groups of 
people, including persons with disabili�es, rural 
communi�es, the elderly, and women s�ll find it hard 
to access and use digital technologies and thus 
con�nue to miss out on the benefits that the 
technologies bring.

Several factors, including high literacy levels, the 
s�ll-high costs of the internet, poor implementa�on 
of enabling policies among others.

Under this principle, states and non-state actors are 
required to respect and protect the right of all 

individuals to have access to and use the Internet. 
However, recent prac�ces, including the introduc�on 
of the OTT tax have instead served to widen the 
digital divide gap. It has been reported that the social 
media tax has raised the internet connec�on costs by 
10% for Uganda’s poorest residents, and in turn le� 
them with less access to informa�on.69

 
The situa�on is however much worse for persons 
with disabili�es, as the costs of assis�ve technologies 
that would aid them access to and use the internet 
and other ICT is quite high.70 

Recommenda�ons
1. Review and consider amending the social 

media tax to reduce the exclusion
2. Reduce ICT access costs for marginalized 

groups, especially the elderly and persons 
with disabili�es

3. Introduce incen�ves to services providers to 
expand their networks to rural areas

Gender Equality
As earlier discussed, women are among the 
marginalized groups that con�nue to lag behind 
when accessing and using ICT, especially the internet. 
A survey carried out in 2014 by the Uganda 
Communica�ons Commission found that only 6% of 
women in Uganda are online. And only 21% of 
women reported having used the internet, versus 
61% for men.71 

Like the other marginalized groups, the gender gap in 
internet access is also perpetuated by several factors 
including limited access to the internet, lack of digital 
skills and empowerment of women, affordability of 
ICT services especially broadband connec�vity, 

relevant content as well as safety of women online.72

The AfDEC principle on gender equity calls upon key 
stakeholders to ensure that the processes and 
mechanisms that enable the full, ac�ve and equal 
par�cipa�on of women and girls in decision making 
about how the Internet is shaped and governed are 
developed and strengthened.

Recommenda�ons
1. The laws enacted and any bill to be passed 

must-have women’s unique perspec�ves 
and views integrated to produce a robust law 
that is gender-sensi�ve73

2. Women should be trained and skilled in how 
to access and use the internet safely and 
securely

3. The government should set up a Monitoring 
and Evalua�on Framework for all gender and 
ICT policies so that actual benefit accrues to 
the common person74

Conclusion
There indeed some posi�ve steps, especially the legal 
framework that Uganda has adopted to ensure 
compliance to the key principles as laid out in the 
African Declara�on on Internet Rights and Freedoms 
– including the ICT Policies, the Access to Informa�on 
Laws, the Cons�tu�onal provisions, the Data 
Protec�on Act, the Income Tax Act of 2018 that 
introduced the social media tax among others. There 
are however other laws whose provisions are quite 
retrogressive and these need to be amended, 
especially those that infringe on privacy and personal 
data protec�on such as the Regula�on of 
Intercep�on of Communica�ons Act, the Computer 
Misuse Act among others.
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Introduc�on

The Internet is considered the most disrup�ve 
informa�on and communica�on technology that has 
revolu�onized the free flow of informa�on between 
individuals by offering anyone with an Internet 
connec�on, the ability to gather and disseminate 
news, informa�on, and opinions.1 

In the light of its accessibility and its capacity to store 
and communicate vast amounts of informa�on, the 
Internet plays an important role in enhancing the 
public’s access to news and facilita�ng the 
dissemina�on of informa�on in general.2

As of December 2018, Uganda had an es�mated 19 
million internet users, about 42% of the total 
popula�on.3 This growth in internet penetra�on has 
partly been aided by the increase in mobile telephony 
penetra�on which stood at 22 million subscribers, 
with almost 10 million accessing the internet through 
the mobile as of June 2018.4

The internet is helping develop spaces that can 
empower people, helping them communicate, 
collaborate and exchange views and informa�on, and 
this represents, the ‘democra�za�on’ of freedom of 
expression as it is no longer necessary to rely upon 
professional journalists or gatekeepers to act as public 
spokespeople for our views.5

Uganda has passed several laws and policies, some of 
which contain progressive provisions that advance the 
rights to freedom of expression. Principally, the right 
to freedom of expression and access to informa�on is 
cons�tu�onally guaranteed under Ar�cles 29 (1) (a) 
and 41, respec�vely. Other legal framework include; 

the Access to Informa�on Act, 2005 that seeks to 
promote an efficient, effec�ve, transparent and 
accountable government as well as to give effect to 
Ar�cle 41 of the Cons�tu�on by providing the right of 
access to informa�on held by organs of the State; the 
Computer Misuse Act, 2011 that seeks to make 
provision for the safety and security of electronic 
transac�ons and informa�on systems; to prevent 
unlawful access, abuse or misuse of informa�on 
systems6; the Uganda Communica�ons Commission 
(UCC) Act, 2013 that mandates the Commission, 
under Sec�on 5(L) to promote research into the 
development and use of new communica�ons 
techniques and technologies, including those which 
promote accessibility to communica�ons services for 
persons with disabili�es, as well as the Uganda 
Na�onal Vision 2040 which clearly iden�fies ICT 
access and u�liza�on not just as a cross-cu�ng 
development enabler but also as a major business 
opportunity, providing the highest policy level 
underpinning to the impera�ve for universality of ICT 
in Uganda.7

Unfortunately, even with these progressive legal 
frameworks, there are a number of other laws, 
policies, and prac�ces that have been adopted and 
have had a nega�ve effect on the ci�zens’ enjoyment 
of their rights to freedom of expression and online 
expression; for example, the An�-Terrorism Act of 
2002, under which intercep�on of communica�ons 
may be conducted on grounds such as safeguarding of 
the public interest; preven�on of the viola�on of the 
fundamental and other human rights and freedoms of 
any person from terrorism; preven�on or detec�ng 
the commission of any offence; and safeguarding the 
na�onal economy from terrorism,8 the 2011 
Computer Misuse Act, which criminalised cyber 
harassment (sec�on 24)  and “offensive 
communica�on under sec�on 25. 

Addi�onally, several provisions within these laws 
have been used to increasingly put pressure on 
private actors to censor content which the state 
deems illegal or simply “harmful to na�onal 
security.”9 

In 2016, UCC ordered the shutdown of internet 
access on the eve of the presiden�al elec�ons vo�ng 
day in February, ci�ng “na�onal security”, as well as 
during the inaugura�on in May 2016, affec�ng social 
media pla�orms including Facebook, Whatsapp, 
Twi�er, and mobile money transfer services.10

In April 2018, the Ugandan communica�ons 
regulator directed online data communica�on 
service providers, that include; online publishers, 
online news pla�orms and online radio and 
television operators, to apply and obtain 
authorisa�on from the commission within a period of 
one month or risk having their websites and/or 
streams being blocked by Internet Service Providers 
(ISPs).11 The regulator later published a list of the 
licenced providers, who were each required to pay 
USD 20. 

On 29, April 2019, UCC ordered internet service 
providers to shut down all unauthorized news sites 
following a direc�ve requiring online data 
communica�on service providers, including 
publishers, news pla�orms, radio and television 
operators to obtain authoriza�on.12

Later in 2019, another direc�ve was issued by UCC 
requiring all “online publishers and influencers who 
have reached a capacity of sharing communica�on 
content and also using the online publica�on for 
commercial business” to register with regulator and 
pay a USD 20 levy.13

In May 2017, a famous movie translator, Marysmats 
Matovu alias VJ Junior and his colleague, Geoffrey 
Bbosa, were arrested and charged with cyber 
harassment and offensive communica�on based on 
allegedly provoca�ve messages sent in a group 
message chain about the Uganda Film Producers 
Associa�on.14

Interna�onal Legal Framework 
on Internet Rights and Freedom
The right to freedom of expression (including on the 
internet) has been provided for under Ar�cle 19 of 
the Universal Declara�on of Human Rights, that 
states that; “Everyone has the right to freedom of 
opinion and expression; this right includes freedom 
to hold opinions without interference and to seek, 
receive and impart informa�on and ideas through 
any media and regardless of fron�ers.”15 

This right is further ar�culated within Ar�cle 19 (2) of 
the Interna�onal Covenant on Civil and Poli�cal 
Rights (ICCPR), sta�ng that; Everyone shall have the 
right to freedom of expression; this right shall include 
freedom to seek, receive and impart informa�on and 
ideas of all kinds, regardless of fron�ers, either 
orally, in wri�ng or in print, in the form of art, or 
through any other media of his choice. 

The General Comment 34 on State par�es’ 
obliga�ons under Ar�cle 19 of the Interna�onal 
Covenant on Civil and Poli�cal Rights adopted on July 
21, 2011 holds that the same rights an individual 
enjoys on line must be the same rights enjoyed 
online16. 

In 2016, the United Na�ons passed a non-binding 
resolu�on on “the promo�on, protec�on, and 
enjoyment of human rights on the Internet.”17 The 
resolu�on specifically condemns measures to 
prevent or disrupt access and calls on all States to 
refrain from and cease such measures. It further 
recognizes the importance of access to informa�on 
and privacy online for the realiza�on of the right to 
freedom of expression and to hold opinions without 
interference.18

Although there is no express right of access to the 
internet under interna�onal law, the 2016 United 
Na�ons Resolu�on urges states to “consider 
formula�ng, through transparent and inclusive 

processes with all stakeholders, and adop�ng 
na�onal Internet-related public policies that have the 
objec�ve of universal access and enjoyment of 
human rights at their core.”

On the African con�nent, Ar�cle 9 of the African 
Charter on Human and Peoples’ Rights (ACHPR) 
states that; “Every individual shall have the right to 
receive informa�on” (9(1); and “Every individual shall 
have the right to express and disseminate his opinion 
within the law.” (9(2). 

The ACHPR has also adopted several resolu�ons 
aimed at promo�ng the right to informa�on and 
freedom of expression in Africa amongst which 
include; ACHPR/Res. 362 (LIX) 2016, adopted in 
Banjul on 4 November 2016. The resolu�on reaffirms 
the fundamental right to freedom of informa�on and 
expression enshrined under Ar�cle 9 of the African 
Charter on Human and People’s Rights and in other 
interna�onal human rights instruments and 
recognizes the role of the internet in advancing 
human and people’s rights in Africa. This resolu�on 
came at a cri�cal �me when the region was 
witnessing regular internet shutdowns which 
impacted directly on freedom of expression and 
access to informa�on.

Limita�ons on the Right to 
Freedom of Expression
Both the ICCPR and ACHPR have within their 
provisions, limita�ons to the rights to freedom of 
expression. Specifically, Ar�cle 19 (3) of the ICCPR 
notes that; the exercise of the rights provided for in 
paragraph 2 of this Ar�cle carries with it special 
du�es and responsibili�es. It may, therefore, be 
subject to certain restric�ons, but these shall only be 
such as are provided by law and are necessary: (a) For 
respect of the rights or reputa�ons of others; (b) For 
the protec�on of na�onal security or of public order 
(ordre public), or of public health or morals.19 
On 21 July 2011, the UN Human Rights Commi�ee 
adopted General Comment 34 on States par�es' 
obliga�ons under Ar�cle 19 of the (ICCPR), with 
guidance to States on what the freedoms of opinion 

and expression mean in prac�ce, and therefore 
strengthens the protec�on provided by interna�onal 
law. In reference to any restric�ons, General 
Comment 34 (para 35) highlights that “When a State 
party invokes a legi�mate ground for restric�on of 
freedom of expression, it must demonstrate in 
specific and individualized fashion the precise nature 
of the threat, and the necessity and propor�onality 
of the specific ac�on taken, in par�cular by 
establishing a direct and immediate connec�on 
between the expression and the threat”.20

In Uganda, the right to freedom of expression, like 
other rights are also limited within the Cons�tu�on 
by Ar�cle 43(1) which states that; (1) In the 
enjoyment of the rights and freedoms prescribed in 
this Chapter, no person shall prejudice the 
fundamental or other human rights and freedoms of 
others or the public interest. But as noted above, any 
limita�on must pass the three-part test as provided 
for under Ar�cle 19(3) of the ICCPR.
As a signatory to various interna�onal human rights 
instruments such as the Interna�onal Covenant on 
Civil and Poli�cal Rights, the African Charter on 
Human and Peoples’ Rights and having incorporated 
progressive ar�cles within the Cons�tu�on, 
specifically on the Bill of Rights, Uganda has a duty to 
promote and advance peoples’ fundamental human 
rights online, including access to and use of the 
internet through progressive legisla�on and 
prac�ces.

About the African Declara�on on 
Internet Rights and Freedoms
The African Declara�on on Internet Rights and 
Freedoms (AfDEC) is a Pan-African ini�a�ve to 
promote human rights standards and principles of 
openness in internet policy formula�on and 
implementa�on on the con�nent. The Declara�on is 
intended to elaborate on the principles which are 
necessary to uphold human and people’s rights on 
the Internet, and to cul�vate an Internet 
environment that can best meet Africa’s social and 
economic development needs and goals.
The Declara�on builds on well-established African 
human rights documents including the African 
Charter on Human and Peoples’ Rights of 1981, the 

Windhoek Declara�on on Promo�ng an Independent 
and Pluralis�c African Press of 1991, the African 
Charter on Broadcas�ng of 2001, the Declara�on of 
Principles on Freedom of Expression in Africa of 
2002, and the African Pla�orm on Access to 
Informa�on Declara�on of 2011.

The Declara�on has iden�fied 13 key principles that

 include; Openness; Internet Access and Affordability; 
Freedom of Expression; Right to Informa�on; 
Freedom of Assembly and Associa�on on the 
Internet; Cultural and Linguis�c Diversity; Right to 
Development and Access to Knowledge; Privacy and 
Personal Data Protec�on; Security, Stability, and 
Resilience of the Internet; Marginalised Groups at 
Risk; Due Process; Democra�c Mul�-stakeholder 
Internet Governance; and Gender Equity.

This report, therefore, provides an assessment of 
Uganda’s Compliance with 11 out of the 13 Principles 
of the African Declara�on on Internet Rights and 
Freedoms. The report examines both the legal 
environment (laws and policies) and prac�ces by the 
state regarding internet freedom and rights.

Findings: Uganda’s Compliance 
to the AfDEC Principles

Openness
The AfDEC Principle on Openness requires that the 
Internet should have an open and distributed 
architecture and should con�nue to be based on 
open standards and applica�on interfaces and 
guarantee interoperability so as to enable a common 
exchange of informa�on and informa�on.

In 2014, the government, through the Na�onal 
Informa�on Technology Authority, issued guidelines 
for developing government websites that 
emphasized the need to use open standard-based 
tools and technologies for the development of 
websites as well as content to ensure interoperability 
and accessibility of websites. The web guidelines 
adhered to the Web Content Accessibility Guidelines 
(WCAG) of the World Wide Web Consor�um (W3C). 
W3C is an interna�onal body working towards 
defining standards in web technologies and formats 
for publishing content on the web.21

Sec�on 1.4 of Guidelines on Development and 
Management of Government Websites requires all 
government MDAs to “consider the needs of a broad 
spectrum of visitors, including the general public, 
specialised audiences, people with disabili�es, those 
without access to advanced technologies, and those 
with limited English proficiency and ICT skills.”

However, a 2007 survey on Web Accessibility in 
Uganda22 established that 100% of the government 
websites whose webmasters responded to the 
survey were not accessible to users with visual 
disabili�es. Addi�onally, the majority of government 
MDA websites are in English, making them 
inaccessible to many Ugandans who cannot read and 
write in this language.23

The Openness principle also seeks to advance the 
principle of network neutrality, which requires that 
all data on the Internet must be treated in an equal 
and non-discriminatory manner, and shall not be 
charged differen�ally, according to user, content, 
site, pla�orm, applica�on, type of a�ached 
equipment, and modes of communica�on.

However, it has been reported that Uganda does not 

have robust and implementable legal protec�ons for net neutrality24, and because of this, both the government 
and telecom companies have violated the principle in the past, with �ered pricing of the communica�on 
services and social media blocking.25 In 2005, UCC passed the Telecommunica�ons (Tariffs and Accoun�ng) 
Regula�ons,26 to regulate the pricing of telecommunica�ons services and accoun�ng by telecommunica�ons 
operators. Unfortunately, as noted earlier, the regula�ons are largely unenforceable.
The AfDEC Principle on Openness also demands that there should be no special privileges for, or obstacles 
against, the exchange of informa�on online or any party or content on economic, social, cultural or poli�cal 
grounds.

There have been a number of policies and prac�ces that have however served to undermine these principles. 
Specifically, the passage of the Uganda Excise Duty (Amendment) Bill 2018, which introduced taxa�on of 
“over-the-top” (OTT) services, and raised taxes on other telecommunica�ons services violated this principle 
which requires service providers to treat all internet traffic equally, and not block or thro�le access to online 
content and services. 

According to figures from the UCC, the number of subscribers reduced by two and a half million from 16 million 
to 13.5 million subscribers between July and September 2018. The same trend was noted in the amount of 
revenue falling from Uganda Shillings (UGX) 5.6 billion in July 2018, to UGX 3.96 billion in September 2018 (see 
table below). 

Recommenda�ons
1. The Government of Uganda should consider the expansion of the scope of the guidelines27 for 

developing and managing government websites to cover the private sector.
2. Given the nega�ve impact that the OTT tax has had on the ability of the majority of users to access and 

use the internet, the government should consider amending the Excise Duty (Amendment) law to 
consider other avenues of raising revenue rather than imposing a tax on the internet. 

Internet Access and Affordability

Access to the Internet plays a vital role in the full 
realiza�on of human development and facilitates the 
exercise and enjoyment of a number of human rights 
and freedoms, including the right to freedom of 
expression and informa�on, the right to educa�on, 
the right to assembly and associa�on, the right to full 
par�cipa�on in social, cultural and poli�cal life and 
the right to social and economic development.

Accordingly, access and affordability policies and 
regula�ons that foster universal and equal access to 
the Internet, including fair and transparent market 
regula�on, universal service requirements and 
licensing agreements, must be adopted, according to 
the AfDEC. 

The government has put up various policies and 
strategies in place in order to foster a conducive 
environment through which users can maximize the 
social and economic benefits enabled by ICT.

In 2014, the government passed the Na�onal 
Informa�on and Communica�ons Technology Policy, 
with broad policy objec�ves of; building a 
knowledge-based human capital; promo�ng 
innova�on in economic and social systems; 
expanding ICT infrastructure and its integra�on 
throughout the country; deepening u�liza�on of ICT 
services by government, private sector, 
Non-Government Organiza�ons and ci�zenry; 
enhancing research and innova�on in ICT products, 
applica�ons, and services; and improving ICT 
governance and environment in Uganda.28

Addi�onally, Uganda’s Na�onal Vision 2040 very 
clearly iden�fies ICT access and u�liza�on not just as 
a cross-cu�ng development enabler but also as a 
major business opportunity. This provides the 
highest policy level underpinning to the impera�ve 
for universality of ICT in Uganda.29

The AfDEC principle also calls for the establishment 
of na�onal and regional Internet exchange points 

(IXPs) to ra�onalize and reduce the cost of Internet 
traffic at na�onal, local and sub-regional levels, as 
well as addressing the gender digital divide, with 
factors such as level of employment, educa�on, 
poverty, literacy and geographical loca�on resul�ng 
in African women having lower levels of access than 
men.

In 2016, the government is reported to have 
embarked on the provision of “free internet access” 
to residents within the capital city, Kampala through 
the MYUG, a new applica�on that has been 
developed by the Na�onal Informa�on and 
Communica�ons Technology (NITAU).30 The services 
have however experienced some challenges and 
don’t cover all the intended hotspots as had been 
envisaged.31 

Addi�onally, in December 2019, MTN, the largest 
telecommunica�on service provider in Uganda also 
announced the introduc�on of a range of data 
bundles that do not expire32, a�er many complaints 
from clients for loss of unused internet bundles. 
Previously, customer internet bundles would expire 
a�er 24 hours.

It is also refreshing to note that within the new 
guidelines for the Rural Communica�on 
Development Fund (RCDFII)33, the government has 
commi�ed to improving on the Connec�vity, Access, 
Affordability, and Equity for the target groups.

To date, UCC through RCDF has implemented ICT 
Computer Labs in over 1000 Secondary Schools, 
Ter�ary ins�tu�ons and Universi�es.34 The schools 
with Computer laboratory infrastructure have also 
acted as a pla�orm to provide digital literacy skills to 
the communi�es around the schools, which has 
drama�cally reduced the digital divide in the country

The Na�onal Broadband Strategy for Uganda35 
(2016-2020) defines the minimum requirements for 
high-speed transmission and access for voice, data, 

and video to homes and businesses and sets the 
target to be achieved within the five-year period. 
Some of the key targets defined for the five-year 
period include raising the minimum broadband 
speeds from 512kbps (in 2014/15) to 3Mbps and 
reducing the cost per Mbps of broadband in rela�on 
to average income by 10%. The strategy also seeks to 
achieve 100% broadband connec�vity at all district 
and sub-county headquarters, health centre IVs, 
ter�ary ins�tu�ons and secondary schools by 2020.36

Unfortunately, internet access and affordability is 
s�ll a challenge for large sec�ons of the popula�on 
especially the poor, rural popula�ons, women, and 
persons with disabili�es. This is because while 
internet access has become more affordable, 
par�cularly on mobile phones, costs are s�ll 
expensive for many Ugandans.37 Within East Africa, 
Ugandans are reported to be paying the highest 
prices to access mobile internet, at an average of 
$4.69 (Shs 17, 231) for 1GB [gigabyte] of data, 
compared to her neighbors in Rwanda who are 
paying an average of $0.56 or (Shs 2,057) for 1GB of 
data, with Burundi and Kenya, paying $2 (Shs7,344) 
and $2.73 (Shs10,024) for 1GB, respec�vely.38 The 
introduc�on of a daily UGX 200 (USD $0.05) tax on 
social media use in July 2018 is reported to have le� 
millions unconnected due to the increased costs.39 

Other factors that have affected access and 
affordability include limited access to electricity as it 
is mostly concentrated in urban areas and further 
impedes access to ICTs.40

Recommenda�ons
1. The government should review and expedite 

the full implementa�on of the Na�onal 
Broadband Strategy, which expires within 
less than a year, 2020.

2. The government should expand the free 
Wi-Fi program to other areas outside of 
Kampala and Entebbe. 

3. The government should work with and 
incen�vize telecommunica�on companies to 
provide special rates for the rural poor so as 
to reduce the costs of mobile internet in the 
country.

4. Review the revenue collec�on concept as the 
OTT tax has definitely had a nega�ve effect 
on both revenue and internet access and 
affordability.

Freedom of Expression

Principle 3 of the African Declara�on on Internet 
Rights and Freedoms notes that; “Everyone has the 
right to hold opinions without interferences. 
Everyone has a right to freedom of expression which 
includes the freedom to seek, receive, impart 
informa�on and ideas of all kinds through the 
internet and digital technologies, regardless of 
fron�ers”. The principle acknowledges the 
non-absoluteness of the rights but however notes 
that any restric�ons must be provided for by law, 
pursue a legi�mate aim as expressly listed under 
interna�onal law. 

In Uganda, the right to freedom of expression, and 

access to informa�on are provided for under the 
Cons�tu�on41, and although not explicitly defined 
within the cons�tu�on, this right includes the 
“freedom to seek, receive and impart informa�on 
and ideas of all kinds, regardless of fron�ers, either 
orally, in wri�ng or in print, in the form of art, or 
through any other media (including the internet) of 
his choice.”42 

Although the right to freedom of expression, 
especially online, like many others is not absolute, 
under both interna�onal law and the Ugandan 
Cons�tu�on, the AfDEC notes that “Content 
blocking, filtering, removal and other technical or 
legal limits on access to content cons�tute serious 
restric�ons on freedom of expression and can only 
be jus�fied if they strictly comply with interna�onal 
human rights law, which says that any restric�ons 
should be; (a) Prescribed by law; (b) Serve a 
legi�mate purpose for the protec�on of reputa�on, 
na�onal security, public order, public health or 
morals; and, (c)  It must be necessary to achieve the 
prescribed purpose.43

However, at the height of what came to be known as 
the Arab Spring, the government is reported to have 
ordered Telecom companies to block and regulate 
text messages that could ins�gate hatred, violence, 
and unrest during the presiden�al elec�on period, 
February 2011.44 A few months later, in April 2011, 
UCC instructed ISPs to temporarily block access to 
Facebook and Twi�er for 24 hours “to eliminate the 
connec�on and sharing of informa�on that incites 
the public.” The order came in the heat of the ‘walk 
to work’ protests in various towns over rising fuel and 
food prices.45

In 2016, there were to be two addi�onal episodes of 
internet shutdowns, in February 2016 during the 
elec�ons and May 2016, during the swearing-in of 
the President. In ordering the shutdowns, the 
government cited na�onal security concerns as the 
main reason. The president is reported to have told 
journalists that he ordered the shutdowns because; 
“Steps must be taken for security to stop so many 
ge�ng in trouble, it is temporary because some 

people use those pathways for telling lies,”46

The AfDEC principle on Freedom of Expression also 
requires that “No-one should be held liable for 
content on the Internet of which they are not the 
author” and seeks to limit the liability of 
intermediaries. Under sec�on 29 of the 2011 
Electronic Transac�ons Act,  intermediaries are 
protected from any liability on content shared by 
third par�es, sta�ng that “a service provider shall not 
be subject to civil or criminal liability in respect of 
third-party material which is in the form of electronic 
records to which he or she merely provides access.”47 
This is a posi�ve provision that should be protected 
by the state.

The AfDEC Principle on Freedom of Expression also 
emphasizes the important role that a safe and secure 
opera�ng environment for internet users if they are 
to meaningfully par�cipate in online expression – 
sharing opinions and ideas. The government has put 
in place a number of commendable measures to curb 
online, safety especially among children and youths. 
The Computer Misuse Act (2011) under sec�on 23 
criminalizes child online sexual exploita�on. This 
scope covers any person who par�cipates in the 
development, sharing, transmission or storage of 
child sexual abuse material.48

 
In addi�on, the Na�onal Informa�on Technology 
Authority – Uganda (NITA-U) in collabora�on with 
the Internet Society Uganda Chapter led to the 
development of an Online Safety Educa�on Toolkit as 
a useful and convenient learning resource for 
children and youth on how best to stay safe online in 
their daily use of the internet.49

The same Act also criminalizes cyber harassment 
(Art. 23), offensive communica�on (Art. 24) as well as 
cyberstalking (Art. 26). Specifically, Ar�cle 26 states 
that; “Any person who willfully, maliciously, and 
repeatedly uses electronic communica�on to harass 
another person and makes a threat with the intent to 
place that person in reasonable fear for his or her 
safety or to a member of that person's immediate 

family commits the crime of cyberstalking and is 
liable on convic�on to a fine not exceeding one 
hundred and twenty currency points or 
imprisonment not exceeding five years or both.”

Unfortunately, the majority of those affected, 
especially the vic�ms whose pictures and videos 
have been leaked online are the first persons to be 
interrogated by law enforcement agencies. In 2018, 
when Ugandan model Judith Heard had her pictures 
published without her consent, she not only found 
herself under arrest but also under a�ack in the 
media and online.50

Recommenda�ons

1. The government should ensure that any 
orders to shut or slow down the internet 
must be done in accordance with the law and 
due process should be followed as laid down 
in Ar�cle 3 of the AfDEC Principle and other 
interna�onal human rights laws.

2. The government should amend laws, such as 
the Computer Misuse Act, to bring them into 
line with Uganda’s cons�tu�on and its 
obliga�ons under interna�onal law regarding 
freedom of expression and access to 
informa�on.

Right to Informa�on
This AfDEc principle notes that “The Internet offers 
new opportuni�es to access informa�on, and for 
governments to communicate with people, using 
open data. Open data and new forms of online 
consulta�on can empower people to take a more 
ac�ve part in public affairs.

Data and informa�on held by governments should be 

made publicly accessible, including being released 
proac�vely and rou�nely, except where legi�mate 
grounds for restric�ng access comply with the rule of 
law, including relevant freedom of informa�on 
legisla�on.

Freedom of informa�on is an integral part of the 
fundamental right of freedom of expression, as 
recognized by Resolu�on 59 of the United Na�ons 
General Assembly adopted in 1946, as well as by 
Ar�cle 19 of the Universal Declara�on of Human 
Rights (1948), which states that Everyone has the 
right to freedom of opinion and expression; this right 
includes freedom to hold opinions without 
interference and to seek, receive and impart 
information and ideas through any media and 
regardless of frontiers”.

Although the 1995 Cons�tu�on of the Republic of 
Uganda guarantees the right of access to 
informa�on,51 with an enabling Act and regula�ons 
providing for the same, the spirit of the current 
legisla�on is more restric�ve, with ci�zens required 
to submit informa�on requests as opposed to 
requiring informa�on officers to proac�vely 
disseminate informa�on.

In 2014, the Government of Uganda with support 
from civil society (AFIC and CIPESA) established an 
online portal for receiving and responding to 
informa�on requests52. However, despite being a 
great ini�a�ve, AFIC’s recent analysis of the pla�orm 
indicated that since 2014, the pla�orm has 6,123 
users registered, 4,059 requests were made to 110 
MDAs. Of 4,059 requests, 80.9% were awai�ng a 
response, 5.2 % were under review, and only 4.5% 
had been par�ally responded to, while 4.3% were 
successful, in that order.

The AfDEC requires exis�ng obliga�on on public 
bodies to share all informa�on produced with the 

support of public funds, subject only to clearly 
defined rules set out in law, as established by the 
Declara�on of Principles on Freedom of Expression in 
Africa, shall extend to the proac�ve release of such 
informa�on on the Internet in openly licensed, freely 
re-usable formats.

According to sec�on 3 (d) of the Access to 
Informa�on Act, every ci�zen is supposed to access 
informa�on easily and in a �mely manner. The Act 
provides for a maximum of 21 days within which a 
ci�zen’s informa�on request is responded to. 
However, the delayed release of informa�on due to 
fear and/or bureaucracy coupled with ignorance 
have made the right to informa�on imprac�cable in 
some circumstances.53

Addi�onally, while ar�cle 41 o�he Ugandan 
Cons�tu�on provides for the right of access to 
informa�on with two excep�ons: where the release 
of the informa�on is likely to prejudice the security 
or sovereignty of the State or interfere with the right 
to privacy of any other person, the Access to 
Informa�on Law, itself in Part III (sec�on 23 - 34) lists 
exemp�ons which are too wide in scope and 
contradict the cons�tu�on. These exemp�ons, which 
include cabinet minutes and those of its commi�ees, 
limit the enjoyment of the right to informa�on by 
restric�ng access to vital records.54

Recommenda�ons
1. The government should amend the 

retrogressive restric�ons within the enabling 
laws such as the Access to Informa�on Act, 
and the Official Secrets Act that undermine 
proac�ve disclosure of informa�on, 
especially online.

2. The government should equip their staff with 
the skills and knowledge as well as tools to 
proac�vely use online pla�orms to share 
data held by government public bodies.

3. Parliament should amend the Access to 
Informa�on Act to provide for online 
informa�on requests

4. Government should undertake promo�onal 

measures for the effec�ve implementa�on 
of the Access to Informa�on Act

5. The Uganda Human Rights Commission 
should undertake measures to promote 
ci�zens’ enjoyment of their right to 
informa�on through online and offline 
channels. 

Freedom of Assembly and 
Associa�on and the Internet
This AfDEC principle states that; “Everyone has the 
right to use the Internet and digital technologies in 
rela�on to freedom of assembly and associa�on, 
including through social networks and pla�orms. It 
further notes; “The Internet can augment the 
opportuni�es and capabili�es of individuals and 
groups to form associa�ons and to manage 
organiza�ons and associa�ons.”

Addi�onally, “It can increase the membership and 
reach of associa�ons by allowing groups of people to 
communicate despite physical boundaries. It 
provides new tools for those organizing assemblies 
offline, as well as the possibility of conduc�ng 
assemblies and protests online.”

African states are therefore called upon to limit the 
shu�ng down or blocking of access to social 
networking pla�orms, and in fact, the Internet in 
general, as these ac�ons cons�tute direct 
interference with this right. 

But as highlighted above, under Freedom of 
Expression, the government has on several occasions 
been reported to have ordered the shutdown of the 
internet and access to other social media pla�orms 
such as Facebook, Twi�er, and WhatsApp, greatly 
affec�ng ci�zens access and use of the internet.

Recommenda�ons
1. Any a�empts by the Government should be 

done within the parameters of interna�onal 
human rights law - (a) Prescribed by law; (b) 
Serve a legi�mate purpose for protec�on of 
reputa�on, na�onal security, public order, 

public health or morals; and, (c)  It must be 
necessary to achieve the prescribed 
purpose.55 

2. The government should con�nue with efforts 
to expand access and affordability of the 
internet and digital technologies to a wider 
majority of the popula�on for them to enjoy 
the benefits brought about by these 
technological advances, including freedom of 
assembly and associa�on. 

Cultural and Linguis�c Diversity
This AfDEC Principle is cognizant of the rich linguis�c 
and cultural diversity which exists on the African 
con�nent and calls for its promo�on, especially 
online. Specifically, the principle calls upon states to 
put in place comprehensive policies, and alloca�on of 
resources, to support the development and use of 
tools to facilitate linguis�c diversity on the Internet. 
This includes the promo�on of technology and 
content required to access and use domain names, 
so�ware, services, and content in all languages and 
scripts. 

In 2006, Uganda passed the Na�onal Culture Policy 
that sought to among other things; To promote and 
strengthen Uganda’s diverse cultural iden��es; 
enhance social cohesion, collabora�on, and 
par�cipa�on of all people in cultural life; promote 
community ac�on on cultural prac�ces that promote 
and that impinge on human dignity; and conserve, 
protect and promote Uganda’s tangible and 
intangible cultural heritage.56

Government also commi�ed to foster the crea�on of 
varied local and na�onal content, including that 
available in the language of users, and give 
recogni�on and support to ICT-based work in all 
ar�s�c fields through public/private partnerships as 
well as support efforts to develop and use ICTs for 
the preserva�on of natural and, cultural heritage, 
keeping ICT accessible as a living part of today’s 
culture through the Na�onal ICT Policy of 2014.57 

The government also commi�ed to developing 
systems that ensure con�nued access to archived 
digital informa�on and mul�media content in digital 
repositories, and support archives, cultural 

collec�ons, and libraries58

There has however been very slow progress in the 
promo�on of indigenous languages online as only a 
few local languages are represented online. For 
example, news on websites owned by the Vision 
group is only available in four local languages (out of 
40 languages and 56 na�ve dialects) Bukedde 
(Luganda); Etop (Ateso); Rupiny (Acholi) and Orumuri 
(Runyankore).59 

According to the 2018 Freedom House report on 
Internet freedom in Uganda, the Google Uganda 
domain is available in five local languages, while the 
Firefox web browser can be accessed in two 
languages, Luganda and Acholi. The report notes that 
as of early 2018, Wikipedia can be accessed in 
Luganda, with about 1,000 ar�cles translated.60 

Recommenda�ons
1. The government should work with key 

providers – Google, Firefox and others to 
have more local languages on their domains

2. The government should expedite the 
implementa�on of Na�onal ICT Policy, 2014, 
especially the provisions of culture diversity

Right to Development and 
Access to Knowledge
The AfDEC Principle notes that “Developing media 
and informa�on literacy is essen�al in ensuring that 
consumers of media products have the skills to find 
evaluate and engage with various types of 
informa�on, including those relevant for their social, 
economic, cultural and poli�cal development.

The principle also calls upon the government to 
priori�es policies that improve girls’ access to quality 
educa�on and ICT, gender mainstreaming in Science, 
Technology, Engineering and Mathema�cs (STEM) 
policies, and family-friendly policies in STEM 
workplaces.
In 2017, the Ministry of ICT and Na�onal Guidance 
embarked on the Digital Vision Uganda ini�a�ve61 

that aims to leverage technological innova�ons to 
meet various na�onal and interna�onal goals 
including universal inclusion, sustainable 
development, economic progress, and poverty 
eradica�on. 

This campaign aims to achieve a unified ac�on plan 
that draws on various ini�a�ves from all sectors and 
focuses on technology-based empowerment, thus 
fostering relevant ICT use62. While the Digital Vision 
Uganda campaign aims to address per�nent ICT 
development issues that will improve ICT access, 
usage and, penetra�on, the strategy is s�ll under 
development with implementa�on yet to start.63

Recommenda�ons
1. The government should fully implement the 

Digital Vision Uganda campaign and other 
policy frameworks, including the ICT policy, 
broadband policy.

Privacy and Personal Data 
Protec�on
The growth and penetra�on of informa�on and 
communica�on technologies, especially the internet 
partly aided by an increase in mobile phone 
subscrip�ons and increased use of smartphones has 
resulted in increased collec�on, processing and 
sharing of personal biometric data, including by 
business enterprises. Unfortunately, many internet 
users are not aware of the implica�ons of their use of 
the web and how their rights are compromised by 
their internet usage or how their data is 
automa�cally gathered or processed without their 
knowledge and sold or linked with other sources to 
produce a complex record of several aspects of their 
lives.64

AfDEC Principles requires that “Personal data or 
informa�on shall only be collected and/or processed 

by states and non-state actors such as access 
providers, mail providers, hosts, and other 
intermediaries, in compliance with well-established 
data protec�on principles, including the following: 
personal data or informa�on must be processed 
fairly and lawfully; personal data or informa�on must 
be obtained only for one or more specified and lawful 
purposes; among others. 

Although the Uganda Cons�tu�on provides for the 
right to privacy and data protec�on65, it wasn’t un�l 
December 2018 that parliament passed the Privacy 
and Data Protec�on Act that was assented to by the 
President in February 2019.66

The principle notes that “Mass or indiscriminate 
surveillance of individuals or the monitoring of their 
communica�ons, cons�tutes a dispropor�onate 
interference, and thus a viola�on, of the right to 
privacy, freedom of expression and other human 
rights”. 

It is further noted that “targeted surveillance of 
online communica�ons must be governed by clear 
and transparent laws which, at a minimum, comply 
with the following basic principles: first, 
communica�ons surveillance must be both targeted 
and based on reasonable suspicion of commission or 
involvement in the commission of serious crime; 
second, communica�ons surveillance must be 
judicially authorized and individuals placed under 
surveillance must be no�fied that their 
communica�ons have been monitored as soon as 
prac�cable a�er the conclusion of the surveillance 
opera�on; third, the applica�on of surveillance laws 
must be subject to strong parliamentary oversight to 
prevent abuse and ensure the accountability of 
intelligence services and law enforcement agencies.”

Unfortunately, once again the legal environment and 
prac�ces regarding communica�on surveillance and 
intercep�on of communica�on in Uganda go against 
the provisions of the principle. 

The Regula�on of Intercep�on of Communica�ons 
Act, 201067 provides for lawful intercep�on and 
monitoring of communica�ons in the course of their 
transmission through telecommunica�ons, postal or 
any other related services or systems in Uganda. 
Specifically, Sec�on 8 of this Act requires service 
providers to ensure that their telecommunica�on 
systems are always technically capable of suppor�ng 
lawful intercep�on. 

The right to privacy is further limited by the 
An�-Terrorism Act, 2002, which provides for 
intercep�on of communica�ons, specifically, sec�on 
19 (1) which states that “… an authorized officer shall 
have the right to intercept the communica�ons or a 
person and otherwise conduct surveillance of a 
person under this Act.”

Recommenda�ons
1. Expedite the implementa�on of the Data 

Protec�on Act 
2. Reduce the opportuni�es for mass 

surveillance to guard against infringement 
on peoples’ right to privacy and protec�on of 
their personal data.

3. Review and harmonize the laws that provide 
for the surveillance and intercep�on of 
communica�on in view of the new data 
protec�on law provisions.

Security, Stability and Resilience 
of the Internet
The principle requires that everyone has the right to 
enjoy secure connec�ons to and on the Internet 
including protec�ng from services and protocols that 
threaten the security, stability, and resilience of the 
Internet.

States are therefore urged to recognize in their 
legisla�on and prac�ces that encryp�on is a basic 
requirement for the protec�on of the confiden�ality 
and security of informa�on. States should promote 

end-to-end encryp�on as the basic standard for the 
protec�on of the rights to freedom of expression and 
privacy online and promote the use of open-source 
so�ware.

However sec�on 10 of the Regula�on of Intercep�on 
of Communica�ons Act 2010, provides for disclosure 
of protected (encrypted) informa�on with failure to 
comply with the disclosure no�ce a�rac�ng a fine 
not exceeding one hundred and twenty currency 
points or to imprisonment for a period not exceeding 
five years, or both upon convic�on.
 
Although a January 2019 report on the State of 
Privacy in Uganda68 by Privacy Interna�onal notes 
that there does not appear to be any restric�on on 
the use of encryp�on in Uganda. And that the use of 
end-to-end encrypted messaging applica�ons, 
par�cularly WhatsApp, are popular.

Recommenda�ons
1. The government should consider repealing 

sec�on 10 of the RICA that criminalizes the 
failure to disclose encrypted informa�on.

Marginalized Groups and Groups at Risk
Despite the recent advances in the ICT and internet, 
with a greater number of people now having access 
to and using these, many marginalized groups of 
people, including persons with disabili�es, rural 
communi�es, the elderly, and women s�ll find it hard 
to access and use digital technologies and thus 
con�nue to miss out on the benefits that the 
technologies bring.

Several factors, including high literacy levels, the 
s�ll-high costs of the internet, poor implementa�on 
of enabling policies among others.

Under this principle, states and non-state actors are 
required to respect and protect the right of all 

individuals to have access to and use the Internet. 
However, recent prac�ces, including the introduc�on 
of the OTT tax have instead served to widen the 
digital divide gap. It has been reported that the social 
media tax has raised the internet connec�on costs by 
10% for Uganda’s poorest residents, and in turn le� 
them with less access to informa�on.69

 
The situa�on is however much worse for persons 
with disabili�es, as the costs of assis�ve technologies 
that would aid them access to and use the internet 
and other ICT is quite high.70 

Recommenda�ons
1. Review and consider amending the social 

media tax to reduce the exclusion
2. Reduce ICT access costs for marginalized 

groups, especially the elderly and persons 
with disabili�es

3. Introduce incen�ves to services providers to 
expand their networks to rural areas

Gender Equality
As earlier discussed, women are among the 
marginalized groups that con�nue to lag behind 
when accessing and using ICT, especially the internet. 
A survey carried out in 2014 by the Uganda 
Communica�ons Commission found that only 6% of 
women in Uganda are online. And only 21% of 
women reported having used the internet, versus 
61% for men.71 

Like the other marginalized groups, the gender gap in 
internet access is also perpetuated by several factors 
including limited access to the internet, lack of digital 
skills and empowerment of women, affordability of 
ICT services especially broadband connec�vity, 

relevant content as well as safety of women online.72

The AfDEC principle on gender equity calls upon key 
stakeholders to ensure that the processes and 
mechanisms that enable the full, ac�ve and equal 
par�cipa�on of women and girls in decision making 
about how the Internet is shaped and governed are 
developed and strengthened.

Recommenda�ons
1. The laws enacted and any bill to be passed 

must-have women’s unique perspec�ves 
and views integrated to produce a robust law 
that is gender-sensi�ve73

2. Women should be trained and skilled in how 
to access and use the internet safely and 
securely

3. The government should set up a Monitoring 
and Evalua�on Framework for all gender and 
ICT policies so that actual benefit accrues to 
the common person74

Conclusion
There indeed some posi�ve steps, especially the legal 
framework that Uganda has adopted to ensure 
compliance to the key principles as laid out in the 
African Declara�on on Internet Rights and Freedoms 
– including the ICT Policies, the Access to Informa�on 
Laws, the Cons�tu�onal provisions, the Data 
Protec�on Act, the Income Tax Act of 2018 that 
introduced the social media tax among others. There 
are however other laws whose provisions are quite 
retrogressive and these need to be amended, 
especially those that infringe on privacy and personal 
data protec�on such as the Regula�on of 
Intercep�on of Communica�ons Act, the Computer 
Misuse Act among others.
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Introduc�on

The Internet is considered the most disrup�ve 
informa�on and communica�on technology that has 
revolu�onized the free flow of informa�on between 
individuals by offering anyone with an Internet 
connec�on, the ability to gather and disseminate 
news, informa�on, and opinions.1 

In the light of its accessibility and its capacity to store 
and communicate vast amounts of informa�on, the 
Internet plays an important role in enhancing the 
public’s access to news and facilita�ng the 
dissemina�on of informa�on in general.2

As of December 2018, Uganda had an es�mated 19 
million internet users, about 42% of the total 
popula�on.3 This growth in internet penetra�on has 
partly been aided by the increase in mobile telephony 
penetra�on which stood at 22 million subscribers, 
with almost 10 million accessing the internet through 
the mobile as of June 2018.4

The internet is helping develop spaces that can 
empower people, helping them communicate, 
collaborate and exchange views and informa�on, and 
this represents, the ‘democra�za�on’ of freedom of 
expression as it is no longer necessary to rely upon 
professional journalists or gatekeepers to act as public 
spokespeople for our views.5

Uganda has passed several laws and policies, some of 
which contain progressive provisions that advance the 
rights to freedom of expression. Principally, the right 
to freedom of expression and access to informa�on is 
cons�tu�onally guaranteed under Ar�cles 29 (1) (a) 
and 41, respec�vely. Other legal framework include; 

the Access to Informa�on Act, 2005 that seeks to 
promote an efficient, effec�ve, transparent and 
accountable government as well as to give effect to 
Ar�cle 41 of the Cons�tu�on by providing the right of 
access to informa�on held by organs of the State; the 
Computer Misuse Act, 2011 that seeks to make 
provision for the safety and security of electronic 
transac�ons and informa�on systems; to prevent 
unlawful access, abuse or misuse of informa�on 
systems6; the Uganda Communica�ons Commission 
(UCC) Act, 2013 that mandates the Commission, 
under Sec�on 5(L) to promote research into the 
development and use of new communica�ons 
techniques and technologies, including those which 
promote accessibility to communica�ons services for 
persons with disabili�es, as well as the Uganda 
Na�onal Vision 2040 which clearly iden�fies ICT 
access and u�liza�on not just as a cross-cu�ng 
development enabler but also as a major business 
opportunity, providing the highest policy level 
underpinning to the impera�ve for universality of ICT 
in Uganda.7

Unfortunately, even with these progressive legal 
frameworks, there are a number of other laws, 
policies, and prac�ces that have been adopted and 
have had a nega�ve effect on the ci�zens’ enjoyment 
of their rights to freedom of expression and online 
expression; for example, the An�-Terrorism Act of 
2002, under which intercep�on of communica�ons 
may be conducted on grounds such as safeguarding of 
the public interest; preven�on of the viola�on of the 
fundamental and other human rights and freedoms of 
any person from terrorism; preven�on or detec�ng 
the commission of any offence; and safeguarding the 
na�onal economy from terrorism,8 the 2011 
Computer Misuse Act, which criminalised cyber 
harassment (sec�on 24)  and “offensive 
communica�on under sec�on 25. 

Addi�onally, several provisions within these laws 
have been used to increasingly put pressure on 
private actors to censor content which the state 
deems illegal or simply “harmful to na�onal 
security.”9 

In 2016, UCC ordered the shutdown of internet 
access on the eve of the presiden�al elec�ons vo�ng 
day in February, ci�ng “na�onal security”, as well as 
during the inaugura�on in May 2016, affec�ng social 
media pla�orms including Facebook, Whatsapp, 
Twi�er, and mobile money transfer services.10

In April 2018, the Ugandan communica�ons 
regulator directed online data communica�on 
service providers, that include; online publishers, 
online news pla�orms and online radio and 
television operators, to apply and obtain 
authorisa�on from the commission within a period of 
one month or risk having their websites and/or 
streams being blocked by Internet Service Providers 
(ISPs).11 The regulator later published a list of the 
licenced providers, who were each required to pay 
USD 20. 

On 29, April 2019, UCC ordered internet service 
providers to shut down all unauthorized news sites 
following a direc�ve requiring online data 
communica�on service providers, including 
publishers, news pla�orms, radio and television 
operators to obtain authoriza�on.12

Later in 2019, another direc�ve was issued by UCC 
requiring all “online publishers and influencers who 
have reached a capacity of sharing communica�on 
content and also using the online publica�on for 
commercial business” to register with regulator and 
pay a USD 20 levy.13

In May 2017, a famous movie translator, Marysmats 
Matovu alias VJ Junior and his colleague, Geoffrey 
Bbosa, were arrested and charged with cyber 
harassment and offensive communica�on based on 
allegedly provoca�ve messages sent in a group 
message chain about the Uganda Film Producers 
Associa�on.14

Interna�onal Legal Framework 
on Internet Rights and Freedom
The right to freedom of expression (including on the 
internet) has been provided for under Ar�cle 19 of 
the Universal Declara�on of Human Rights, that 
states that; “Everyone has the right to freedom of 
opinion and expression; this right includes freedom 
to hold opinions without interference and to seek, 
receive and impart informa�on and ideas through 
any media and regardless of fron�ers.”15 

This right is further ar�culated within Ar�cle 19 (2) of 
the Interna�onal Covenant on Civil and Poli�cal 
Rights (ICCPR), sta�ng that; Everyone shall have the 
right to freedom of expression; this right shall include 
freedom to seek, receive and impart informa�on and 
ideas of all kinds, regardless of fron�ers, either 
orally, in wri�ng or in print, in the form of art, or 
through any other media of his choice. 

The General Comment 34 on State par�es’ 
obliga�ons under Ar�cle 19 of the Interna�onal 
Covenant on Civil and Poli�cal Rights adopted on July 
21, 2011 holds that the same rights an individual 
enjoys on line must be the same rights enjoyed 
online16. 

In 2016, the United Na�ons passed a non-binding 
resolu�on on “the promo�on, protec�on, and 
enjoyment of human rights on the Internet.”17 The 
resolu�on specifically condemns measures to 
prevent or disrupt access and calls on all States to 
refrain from and cease such measures. It further 
recognizes the importance of access to informa�on 
and privacy online for the realiza�on of the right to 
freedom of expression and to hold opinions without 
interference.18

Although there is no express right of access to the 
internet under interna�onal law, the 2016 United 
Na�ons Resolu�on urges states to “consider 
formula�ng, through transparent and inclusive 

processes with all stakeholders, and adop�ng 
na�onal Internet-related public policies that have the 
objec�ve of universal access and enjoyment of 
human rights at their core.”

On the African con�nent, Ar�cle 9 of the African 
Charter on Human and Peoples’ Rights (ACHPR) 
states that; “Every individual shall have the right to 
receive informa�on” (9(1); and “Every individual shall 
have the right to express and disseminate his opinion 
within the law.” (9(2). 

The ACHPR has also adopted several resolu�ons 
aimed at promo�ng the right to informa�on and 
freedom of expression in Africa amongst which 
include; ACHPR/Res. 362 (LIX) 2016, adopted in 
Banjul on 4 November 2016. The resolu�on reaffirms 
the fundamental right to freedom of informa�on and 
expression enshrined under Ar�cle 9 of the African 
Charter on Human and People’s Rights and in other 
interna�onal human rights instruments and 
recognizes the role of the internet in advancing 
human and people’s rights in Africa. This resolu�on 
came at a cri�cal �me when the region was 
witnessing regular internet shutdowns which 
impacted directly on freedom of expression and 
access to informa�on.

Limita�ons on the Right to 
Freedom of Expression
Both the ICCPR and ACHPR have within their 
provisions, limita�ons to the rights to freedom of 
expression. Specifically, Ar�cle 19 (3) of the ICCPR 
notes that; the exercise of the rights provided for in 
paragraph 2 of this Ar�cle carries with it special 
du�es and responsibili�es. It may, therefore, be 
subject to certain restric�ons, but these shall only be 
such as are provided by law and are necessary: (a) For 
respect of the rights or reputa�ons of others; (b) For 
the protec�on of na�onal security or of public order 
(ordre public), or of public health or morals.19 
On 21 July 2011, the UN Human Rights Commi�ee 
adopted General Comment 34 on States par�es' 
obliga�ons under Ar�cle 19 of the (ICCPR), with 
guidance to States on what the freedoms of opinion 

and expression mean in prac�ce, and therefore 
strengthens the protec�on provided by interna�onal 
law. In reference to any restric�ons, General 
Comment 34 (para 35) highlights that “When a State 
party invokes a legi�mate ground for restric�on of 
freedom of expression, it must demonstrate in 
specific and individualized fashion the precise nature 
of the threat, and the necessity and propor�onality 
of the specific ac�on taken, in par�cular by 
establishing a direct and immediate connec�on 
between the expression and the threat”.20

In Uganda, the right to freedom of expression, like 
other rights are also limited within the Cons�tu�on 
by Ar�cle 43(1) which states that; (1) In the 
enjoyment of the rights and freedoms prescribed in 
this Chapter, no person shall prejudice the 
fundamental or other human rights and freedoms of 
others or the public interest. But as noted above, any 
limita�on must pass the three-part test as provided 
for under Ar�cle 19(3) of the ICCPR.
As a signatory to various interna�onal human rights 
instruments such as the Interna�onal Covenant on 
Civil and Poli�cal Rights, the African Charter on 
Human and Peoples’ Rights and having incorporated 
progressive ar�cles within the Cons�tu�on, 
specifically on the Bill of Rights, Uganda has a duty to 
promote and advance peoples’ fundamental human 
rights online, including access to and use of the 
internet through progressive legisla�on and 
prac�ces.

About the African Declara�on on 
Internet Rights and Freedoms
The African Declara�on on Internet Rights and 
Freedoms (AfDEC) is a Pan-African ini�a�ve to 
promote human rights standards and principles of 
openness in internet policy formula�on and 
implementa�on on the con�nent. The Declara�on is 
intended to elaborate on the principles which are 
necessary to uphold human and people’s rights on 
the Internet, and to cul�vate an Internet 
environment that can best meet Africa’s social and 
economic development needs and goals.
The Declara�on builds on well-established African 
human rights documents including the African 
Charter on Human and Peoples’ Rights of 1981, the 

Windhoek Declara�on on Promo�ng an Independent 
and Pluralis�c African Press of 1991, the African 
Charter on Broadcas�ng of 2001, the Declara�on of 
Principles on Freedom of Expression in Africa of 
2002, and the African Pla�orm on Access to 
Informa�on Declara�on of 2011.

The Declara�on has iden�fied 13 key principles that

 include; Openness; Internet Access and Affordability; 
Freedom of Expression; Right to Informa�on; 
Freedom of Assembly and Associa�on on the 
Internet; Cultural and Linguis�c Diversity; Right to 
Development and Access to Knowledge; Privacy and 
Personal Data Protec�on; Security, Stability, and 
Resilience of the Internet; Marginalised Groups at 
Risk; Due Process; Democra�c Mul�-stakeholder 
Internet Governance; and Gender Equity.

This report, therefore, provides an assessment of 
Uganda’s Compliance with 11 out of the 13 Principles 
of the African Declara�on on Internet Rights and 
Freedoms. The report examines both the legal 
environment (laws and policies) and prac�ces by the 
state regarding internet freedom and rights.

Findings: Uganda’s Compliance 
to the AfDEC Principles

Openness
The AfDEC Principle on Openness requires that the 
Internet should have an open and distributed 
architecture and should con�nue to be based on 
open standards and applica�on interfaces and 
guarantee interoperability so as to enable a common 
exchange of informa�on and informa�on.

In 2014, the government, through the Na�onal 
Informa�on Technology Authority, issued guidelines 
for developing government websites that 
emphasized the need to use open standard-based 
tools and technologies for the development of 
websites as well as content to ensure interoperability 
and accessibility of websites. The web guidelines 
adhered to the Web Content Accessibility Guidelines 
(WCAG) of the World Wide Web Consor�um (W3C). 
W3C is an interna�onal body working towards 
defining standards in web technologies and formats 
for publishing content on the web.21

Sec�on 1.4 of Guidelines on Development and 
Management of Government Websites requires all 
government MDAs to “consider the needs of a broad 
spectrum of visitors, including the general public, 
specialised audiences, people with disabili�es, those 
without access to advanced technologies, and those 
with limited English proficiency and ICT skills.”

However, a 2007 survey on Web Accessibility in 
Uganda22 established that 100% of the government 
websites whose webmasters responded to the 
survey were not accessible to users with visual 
disabili�es. Addi�onally, the majority of government 
MDA websites are in English, making them 
inaccessible to many Ugandans who cannot read and 
write in this language.23

The Openness principle also seeks to advance the 
principle of network neutrality, which requires that 
all data on the Internet must be treated in an equal 
and non-discriminatory manner, and shall not be 
charged differen�ally, according to user, content, 
site, pla�orm, applica�on, type of a�ached 
equipment, and modes of communica�on.

However, it has been reported that Uganda does not 

have robust and implementable legal protec�ons for net neutrality24, and because of this, both the government 
and telecom companies have violated the principle in the past, with �ered pricing of the communica�on 
services and social media blocking.25 In 2005, UCC passed the Telecommunica�ons (Tariffs and Accoun�ng) 
Regula�ons,26 to regulate the pricing of telecommunica�ons services and accoun�ng by telecommunica�ons 
operators. Unfortunately, as noted earlier, the regula�ons are largely unenforceable.
The AfDEC Principle on Openness also demands that there should be no special privileges for, or obstacles 
against, the exchange of informa�on online or any party or content on economic, social, cultural or poli�cal 
grounds.

There have been a number of policies and prac�ces that have however served to undermine these principles. 
Specifically, the passage of the Uganda Excise Duty (Amendment) Bill 2018, which introduced taxa�on of 
“over-the-top” (OTT) services, and raised taxes on other telecommunica�ons services violated this principle 
which requires service providers to treat all internet traffic equally, and not block or thro�le access to online 
content and services. 

According to figures from the UCC, the number of subscribers reduced by two and a half million from 16 million 
to 13.5 million subscribers between July and September 2018. The same trend was noted in the amount of 
revenue falling from Uganda Shillings (UGX) 5.6 billion in July 2018, to UGX 3.96 billion in September 2018 (see 
table below). 

Recommenda�ons
1. The Government of Uganda should consider the expansion of the scope of the guidelines27 for 

developing and managing government websites to cover the private sector.
2. Given the nega�ve impact that the OTT tax has had on the ability of the majority of users to access and 

use the internet, the government should consider amending the Excise Duty (Amendment) law to 
consider other avenues of raising revenue rather than imposing a tax on the internet. 

Internet Access and Affordability

Access to the Internet plays a vital role in the full 
realiza�on of human development and facilitates the 
exercise and enjoyment of a number of human rights 
and freedoms, including the right to freedom of 
expression and informa�on, the right to educa�on, 
the right to assembly and associa�on, the right to full 
par�cipa�on in social, cultural and poli�cal life and 
the right to social and economic development.

Accordingly, access and affordability policies and 
regula�ons that foster universal and equal access to 
the Internet, including fair and transparent market 
regula�on, universal service requirements and 
licensing agreements, must be adopted, according to 
the AfDEC. 

The government has put up various policies and 
strategies in place in order to foster a conducive 
environment through which users can maximize the 
social and economic benefits enabled by ICT.

In 2014, the government passed the Na�onal 
Informa�on and Communica�ons Technology Policy, 
with broad policy objec�ves of; building a 
knowledge-based human capital; promo�ng 
innova�on in economic and social systems; 
expanding ICT infrastructure and its integra�on 
throughout the country; deepening u�liza�on of ICT 
services by government, private sector, 
Non-Government Organiza�ons and ci�zenry; 
enhancing research and innova�on in ICT products, 
applica�ons, and services; and improving ICT 
governance and environment in Uganda.28

Addi�onally, Uganda’s Na�onal Vision 2040 very 
clearly iden�fies ICT access and u�liza�on not just as 
a cross-cu�ng development enabler but also as a 
major business opportunity. This provides the 
highest policy level underpinning to the impera�ve 
for universality of ICT in Uganda.29

The AfDEC principle also calls for the establishment 
of na�onal and regional Internet exchange points 

(IXPs) to ra�onalize and reduce the cost of Internet 
traffic at na�onal, local and sub-regional levels, as 
well as addressing the gender digital divide, with 
factors such as level of employment, educa�on, 
poverty, literacy and geographical loca�on resul�ng 
in African women having lower levels of access than 
men.

In 2016, the government is reported to have 
embarked on the provision of “free internet access” 
to residents within the capital city, Kampala through 
the MYUG, a new applica�on that has been 
developed by the Na�onal Informa�on and 
Communica�ons Technology (NITAU).30 The services 
have however experienced some challenges and 
don’t cover all the intended hotspots as had been 
envisaged.31 

Addi�onally, in December 2019, MTN, the largest 
telecommunica�on service provider in Uganda also 
announced the introduc�on of a range of data 
bundles that do not expire32, a�er many complaints 
from clients for loss of unused internet bundles. 
Previously, customer internet bundles would expire 
a�er 24 hours.

It is also refreshing to note that within the new 
guidelines for the Rural Communica�on 
Development Fund (RCDFII)33, the government has 
commi�ed to improving on the Connec�vity, Access, 
Affordability, and Equity for the target groups.

To date, UCC through RCDF has implemented ICT 
Computer Labs in over 1000 Secondary Schools, 
Ter�ary ins�tu�ons and Universi�es.34 The schools 
with Computer laboratory infrastructure have also 
acted as a pla�orm to provide digital literacy skills to 
the communi�es around the schools, which has 
drama�cally reduced the digital divide in the country

The Na�onal Broadband Strategy for Uganda35 
(2016-2020) defines the minimum requirements for 
high-speed transmission and access for voice, data, 

and video to homes and businesses and sets the 
target to be achieved within the five-year period. 
Some of the key targets defined for the five-year 
period include raising the minimum broadband 
speeds from 512kbps (in 2014/15) to 3Mbps and 
reducing the cost per Mbps of broadband in rela�on 
to average income by 10%. The strategy also seeks to 
achieve 100% broadband connec�vity at all district 
and sub-county headquarters, health centre IVs, 
ter�ary ins�tu�ons and secondary schools by 2020.36

Unfortunately, internet access and affordability is 
s�ll a challenge for large sec�ons of the popula�on 
especially the poor, rural popula�ons, women, and 
persons with disabili�es. This is because while 
internet access has become more affordable, 
par�cularly on mobile phones, costs are s�ll 
expensive for many Ugandans.37 Within East Africa, 
Ugandans are reported to be paying the highest 
prices to access mobile internet, at an average of 
$4.69 (Shs 17, 231) for 1GB [gigabyte] of data, 
compared to her neighbors in Rwanda who are 
paying an average of $0.56 or (Shs 2,057) for 1GB of 
data, with Burundi and Kenya, paying $2 (Shs7,344) 
and $2.73 (Shs10,024) for 1GB, respec�vely.38 The 
introduc�on of a daily UGX 200 (USD $0.05) tax on 
social media use in July 2018 is reported to have le� 
millions unconnected due to the increased costs.39 

Other factors that have affected access and 
affordability include limited access to electricity as it 
is mostly concentrated in urban areas and further 
impedes access to ICTs.40

Recommenda�ons
1. The government should review and expedite 

the full implementa�on of the Na�onal 
Broadband Strategy, which expires within 
less than a year, 2020.

2. The government should expand the free 
Wi-Fi program to other areas outside of 
Kampala and Entebbe. 

3. The government should work with and 
incen�vize telecommunica�on companies to 
provide special rates for the rural poor so as 
to reduce the costs of mobile internet in the 
country.

4. Review the revenue collec�on concept as the 
OTT tax has definitely had a nega�ve effect 
on both revenue and internet access and 
affordability.

Freedom of Expression

Principle 3 of the African Declara�on on Internet 
Rights and Freedoms notes that; “Everyone has the 
right to hold opinions without interferences. 
Everyone has a right to freedom of expression which 
includes the freedom to seek, receive, impart 
informa�on and ideas of all kinds through the 
internet and digital technologies, regardless of 
fron�ers”. The principle acknowledges the 
non-absoluteness of the rights but however notes 
that any restric�ons must be provided for by law, 
pursue a legi�mate aim as expressly listed under 
interna�onal law. 

In Uganda, the right to freedom of expression, and 

access to informa�on are provided for under the 
Cons�tu�on41, and although not explicitly defined 
within the cons�tu�on, this right includes the 
“freedom to seek, receive and impart informa�on 
and ideas of all kinds, regardless of fron�ers, either 
orally, in wri�ng or in print, in the form of art, or 
through any other media (including the internet) of 
his choice.”42 

Although the right to freedom of expression, 
especially online, like many others is not absolute, 
under both interna�onal law and the Ugandan 
Cons�tu�on, the AfDEC notes that “Content 
blocking, filtering, removal and other technical or 
legal limits on access to content cons�tute serious 
restric�ons on freedom of expression and can only 
be jus�fied if they strictly comply with interna�onal 
human rights law, which says that any restric�ons 
should be; (a) Prescribed by law; (b) Serve a 
legi�mate purpose for the protec�on of reputa�on, 
na�onal security, public order, public health or 
morals; and, (c)  It must be necessary to achieve the 
prescribed purpose.43

However, at the height of what came to be known as 
the Arab Spring, the government is reported to have 
ordered Telecom companies to block and regulate 
text messages that could ins�gate hatred, violence, 
and unrest during the presiden�al elec�on period, 
February 2011.44 A few months later, in April 2011, 
UCC instructed ISPs to temporarily block access to 
Facebook and Twi�er for 24 hours “to eliminate the 
connec�on and sharing of informa�on that incites 
the public.” The order came in the heat of the ‘walk 
to work’ protests in various towns over rising fuel and 
food prices.45

In 2016, there were to be two addi�onal episodes of 
internet shutdowns, in February 2016 during the 
elec�ons and May 2016, during the swearing-in of 
the President. In ordering the shutdowns, the 
government cited na�onal security concerns as the 
main reason. The president is reported to have told 
journalists that he ordered the shutdowns because; 
“Steps must be taken for security to stop so many 
ge�ng in trouble, it is temporary because some 

people use those pathways for telling lies,”46

The AfDEC principle on Freedom of Expression also 
requires that “No-one should be held liable for 
content on the Internet of which they are not the 
author” and seeks to limit the liability of 
intermediaries. Under sec�on 29 of the 2011 
Electronic Transac�ons Act,  intermediaries are 
protected from any liability on content shared by 
third par�es, sta�ng that “a service provider shall not 
be subject to civil or criminal liability in respect of 
third-party material which is in the form of electronic 
records to which he or she merely provides access.”47 
This is a posi�ve provision that should be protected 
by the state.

The AfDEC Principle on Freedom of Expression also 
emphasizes the important role that a safe and secure 
opera�ng environment for internet users if they are 
to meaningfully par�cipate in online expression – 
sharing opinions and ideas. The government has put 
in place a number of commendable measures to curb 
online, safety especially among children and youths. 
The Computer Misuse Act (2011) under sec�on 23 
criminalizes child online sexual exploita�on. This 
scope covers any person who par�cipates in the 
development, sharing, transmission or storage of 
child sexual abuse material.48

 
In addi�on, the Na�onal Informa�on Technology 
Authority – Uganda (NITA-U) in collabora�on with 
the Internet Society Uganda Chapter led to the 
development of an Online Safety Educa�on Toolkit as 
a useful and convenient learning resource for 
children and youth on how best to stay safe online in 
their daily use of the internet.49

The same Act also criminalizes cyber harassment 
(Art. 23), offensive communica�on (Art. 24) as well as 
cyberstalking (Art. 26). Specifically, Ar�cle 26 states 
that; “Any person who willfully, maliciously, and 
repeatedly uses electronic communica�on to harass 
another person and makes a threat with the intent to 
place that person in reasonable fear for his or her 
safety or to a member of that person's immediate 

family commits the crime of cyberstalking and is 
liable on convic�on to a fine not exceeding one 
hundred and twenty currency points or 
imprisonment not exceeding five years or both.”

Unfortunately, the majority of those affected, 
especially the vic�ms whose pictures and videos 
have been leaked online are the first persons to be 
interrogated by law enforcement agencies. In 2018, 
when Ugandan model Judith Heard had her pictures 
published without her consent, she not only found 
herself under arrest but also under a�ack in the 
media and online.50

Recommenda�ons

1. The government should ensure that any 
orders to shut or slow down the internet 
must be done in accordance with the law and 
due process should be followed as laid down 
in Ar�cle 3 of the AfDEC Principle and other 
interna�onal human rights laws.

2. The government should amend laws, such as 
the Computer Misuse Act, to bring them into 
line with Uganda’s cons�tu�on and its 
obliga�ons under interna�onal law regarding 
freedom of expression and access to 
informa�on.

Right to Informa�on
This AfDEc principle notes that “The Internet offers 
new opportuni�es to access informa�on, and for 
governments to communicate with people, using 
open data. Open data and new forms of online 
consulta�on can empower people to take a more 
ac�ve part in public affairs.

Data and informa�on held by governments should be 

made publicly accessible, including being released 
proac�vely and rou�nely, except where legi�mate 
grounds for restric�ng access comply with the rule of 
law, including relevant freedom of informa�on 
legisla�on.

Freedom of informa�on is an integral part of the 
fundamental right of freedom of expression, as 
recognized by Resolu�on 59 of the United Na�ons 
General Assembly adopted in 1946, as well as by 
Ar�cle 19 of the Universal Declara�on of Human 
Rights (1948), which states that Everyone has the 
right to freedom of opinion and expression; this right 
includes freedom to hold opinions without 
interference and to seek, receive and impart 
information and ideas through any media and 
regardless of frontiers”.

Although the 1995 Cons�tu�on of the Republic of 
Uganda guarantees the right of access to 
informa�on,51 with an enabling Act and regula�ons 
providing for the same, the spirit of the current 
legisla�on is more restric�ve, with ci�zens required 
to submit informa�on requests as opposed to 
requiring informa�on officers to proac�vely 
disseminate informa�on.

In 2014, the Government of Uganda with support 
from civil society (AFIC and CIPESA) established an 
online portal for receiving and responding to 
informa�on requests52. However, despite being a 
great ini�a�ve, AFIC’s recent analysis of the pla�orm 
indicated that since 2014, the pla�orm has 6,123 
users registered, 4,059 requests were made to 110 
MDAs. Of 4,059 requests, 80.9% were awai�ng a 
response, 5.2 % were under review, and only 4.5% 
had been par�ally responded to, while 4.3% were 
successful, in that order.

The AfDEC requires exis�ng obliga�on on public 
bodies to share all informa�on produced with the 

support of public funds, subject only to clearly 
defined rules set out in law, as established by the 
Declara�on of Principles on Freedom of Expression in 
Africa, shall extend to the proac�ve release of such 
informa�on on the Internet in openly licensed, freely 
re-usable formats.

According to sec�on 3 (d) of the Access to 
Informa�on Act, every ci�zen is supposed to access 
informa�on easily and in a �mely manner. The Act 
provides for a maximum of 21 days within which a 
ci�zen’s informa�on request is responded to. 
However, the delayed release of informa�on due to 
fear and/or bureaucracy coupled with ignorance 
have made the right to informa�on imprac�cable in 
some circumstances.53

Addi�onally, while ar�cle 41 o�he Ugandan 
Cons�tu�on provides for the right of access to 
informa�on with two excep�ons: where the release 
of the informa�on is likely to prejudice the security 
or sovereignty of the State or interfere with the right 
to privacy of any other person, the Access to 
Informa�on Law, itself in Part III (sec�on 23 - 34) lists 
exemp�ons which are too wide in scope and 
contradict the cons�tu�on. These exemp�ons, which 
include cabinet minutes and those of its commi�ees, 
limit the enjoyment of the right to informa�on by 
restric�ng access to vital records.54

Recommenda�ons
1. The government should amend the 

retrogressive restric�ons within the enabling 
laws such as the Access to Informa�on Act, 
and the Official Secrets Act that undermine 
proac�ve disclosure of informa�on, 
especially online.

2. The government should equip their staff with 
the skills and knowledge as well as tools to 
proac�vely use online pla�orms to share 
data held by government public bodies.

3. Parliament should amend the Access to 
Informa�on Act to provide for online 
informa�on requests

4. Government should undertake promo�onal 

measures for the effec�ve implementa�on 
of the Access to Informa�on Act

5. The Uganda Human Rights Commission 
should undertake measures to promote 
ci�zens’ enjoyment of their right to 
informa�on through online and offline 
channels. 

Freedom of Assembly and 
Associa�on and the Internet
This AfDEC principle states that; “Everyone has the 
right to use the Internet and digital technologies in 
rela�on to freedom of assembly and associa�on, 
including through social networks and pla�orms. It 
further notes; “The Internet can augment the 
opportuni�es and capabili�es of individuals and 
groups to form associa�ons and to manage 
organiza�ons and associa�ons.”

Addi�onally, “It can increase the membership and 
reach of associa�ons by allowing groups of people to 
communicate despite physical boundaries. It 
provides new tools for those organizing assemblies 
offline, as well as the possibility of conduc�ng 
assemblies and protests online.”

African states are therefore called upon to limit the 
shu�ng down or blocking of access to social 
networking pla�orms, and in fact, the Internet in 
general, as these ac�ons cons�tute direct 
interference with this right. 

But as highlighted above, under Freedom of 
Expression, the government has on several occasions 
been reported to have ordered the shutdown of the 
internet and access to other social media pla�orms 
such as Facebook, Twi�er, and WhatsApp, greatly 
affec�ng ci�zens access and use of the internet.

Recommenda�ons
1. Any a�empts by the Government should be 

done within the parameters of interna�onal 
human rights law - (a) Prescribed by law; (b) 
Serve a legi�mate purpose for protec�on of 
reputa�on, na�onal security, public order, 

public health or morals; and, (c)  It must be 
necessary to achieve the prescribed 
purpose.55 

2. The government should con�nue with efforts 
to expand access and affordability of the 
internet and digital technologies to a wider 
majority of the popula�on for them to enjoy 
the benefits brought about by these 
technological advances, including freedom of 
assembly and associa�on. 

Cultural and Linguis�c Diversity
This AfDEC Principle is cognizant of the rich linguis�c 
and cultural diversity which exists on the African 
con�nent and calls for its promo�on, especially 
online. Specifically, the principle calls upon states to 
put in place comprehensive policies, and alloca�on of 
resources, to support the development and use of 
tools to facilitate linguis�c diversity on the Internet. 
This includes the promo�on of technology and 
content required to access and use domain names, 
so�ware, services, and content in all languages and 
scripts. 

In 2006, Uganda passed the Na�onal Culture Policy 
that sought to among other things; To promote and 
strengthen Uganda’s diverse cultural iden��es; 
enhance social cohesion, collabora�on, and 
par�cipa�on of all people in cultural life; promote 
community ac�on on cultural prac�ces that promote 
and that impinge on human dignity; and conserve, 
protect and promote Uganda’s tangible and 
intangible cultural heritage.56

Government also commi�ed to foster the crea�on of 
varied local and na�onal content, including that 
available in the language of users, and give 
recogni�on and support to ICT-based work in all 
ar�s�c fields through public/private partnerships as 
well as support efforts to develop and use ICTs for 
the preserva�on of natural and, cultural heritage, 
keeping ICT accessible as a living part of today’s 
culture through the Na�onal ICT Policy of 2014.57 

The government also commi�ed to developing 
systems that ensure con�nued access to archived 
digital informa�on and mul�media content in digital 
repositories, and support archives, cultural 

collec�ons, and libraries58

There has however been very slow progress in the 
promo�on of indigenous languages online as only a 
few local languages are represented online. For 
example, news on websites owned by the Vision 
group is only available in four local languages (out of 
40 languages and 56 na�ve dialects) Bukedde 
(Luganda); Etop (Ateso); Rupiny (Acholi) and Orumuri 
(Runyankore).59 

According to the 2018 Freedom House report on 
Internet freedom in Uganda, the Google Uganda 
domain is available in five local languages, while the 
Firefox web browser can be accessed in two 
languages, Luganda and Acholi. The report notes that 
as of early 2018, Wikipedia can be accessed in 
Luganda, with about 1,000 ar�cles translated.60 

Recommenda�ons
1. The government should work with key 

providers – Google, Firefox and others to 
have more local languages on their domains

2. The government should expedite the 
implementa�on of Na�onal ICT Policy, 2014, 
especially the provisions of culture diversity

Right to Development and 
Access to Knowledge
The AfDEC Principle notes that “Developing media 
and informa�on literacy is essen�al in ensuring that 
consumers of media products have the skills to find 
evaluate and engage with various types of 
informa�on, including those relevant for their social, 
economic, cultural and poli�cal development.

The principle also calls upon the government to 
priori�es policies that improve girls’ access to quality 
educa�on and ICT, gender mainstreaming in Science, 
Technology, Engineering and Mathema�cs (STEM) 
policies, and family-friendly policies in STEM 
workplaces.
In 2017, the Ministry of ICT and Na�onal Guidance 
embarked on the Digital Vision Uganda ini�a�ve61 

that aims to leverage technological innova�ons to 
meet various na�onal and interna�onal goals 
including universal inclusion, sustainable 
development, economic progress, and poverty 
eradica�on. 

This campaign aims to achieve a unified ac�on plan 
that draws on various ini�a�ves from all sectors and 
focuses on technology-based empowerment, thus 
fostering relevant ICT use62. While the Digital Vision 
Uganda campaign aims to address per�nent ICT 
development issues that will improve ICT access, 
usage and, penetra�on, the strategy is s�ll under 
development with implementa�on yet to start.63

Recommenda�ons
1. The government should fully implement the 

Digital Vision Uganda campaign and other 
policy frameworks, including the ICT policy, 
broadband policy.

Privacy and Personal Data 
Protec�on
The growth and penetra�on of informa�on and 
communica�on technologies, especially the internet 
partly aided by an increase in mobile phone 
subscrip�ons and increased use of smartphones has 
resulted in increased collec�on, processing and 
sharing of personal biometric data, including by 
business enterprises. Unfortunately, many internet 
users are not aware of the implica�ons of their use of 
the web and how their rights are compromised by 
their internet usage or how their data is 
automa�cally gathered or processed without their 
knowledge and sold or linked with other sources to 
produce a complex record of several aspects of their 
lives.64

AfDEC Principles requires that “Personal data or 
informa�on shall only be collected and/or processed 

by states and non-state actors such as access 
providers, mail providers, hosts, and other 
intermediaries, in compliance with well-established 
data protec�on principles, including the following: 
personal data or informa�on must be processed 
fairly and lawfully; personal data or informa�on must 
be obtained only for one or more specified and lawful 
purposes; among others. 

Although the Uganda Cons�tu�on provides for the 
right to privacy and data protec�on65, it wasn’t un�l 
December 2018 that parliament passed the Privacy 
and Data Protec�on Act that was assented to by the 
President in February 2019.66

The principle notes that “Mass or indiscriminate 
surveillance of individuals or the monitoring of their 
communica�ons, cons�tutes a dispropor�onate 
interference, and thus a viola�on, of the right to 
privacy, freedom of expression and other human 
rights”. 

It is further noted that “targeted surveillance of 
online communica�ons must be governed by clear 
and transparent laws which, at a minimum, comply 
with the following basic principles: first, 
communica�ons surveillance must be both targeted 
and based on reasonable suspicion of commission or 
involvement in the commission of serious crime; 
second, communica�ons surveillance must be 
judicially authorized and individuals placed under 
surveillance must be no�fied that their 
communica�ons have been monitored as soon as 
prac�cable a�er the conclusion of the surveillance 
opera�on; third, the applica�on of surveillance laws 
must be subject to strong parliamentary oversight to 
prevent abuse and ensure the accountability of 
intelligence services and law enforcement agencies.”

Unfortunately, once again the legal environment and 
prac�ces regarding communica�on surveillance and 
intercep�on of communica�on in Uganda go against 
the provisions of the principle. 

The Regula�on of Intercep�on of Communica�ons 
Act, 201067 provides for lawful intercep�on and 
monitoring of communica�ons in the course of their 
transmission through telecommunica�ons, postal or 
any other related services or systems in Uganda. 
Specifically, Sec�on 8 of this Act requires service 
providers to ensure that their telecommunica�on 
systems are always technically capable of suppor�ng 
lawful intercep�on. 

The right to privacy is further limited by the 
An�-Terrorism Act, 2002, which provides for 
intercep�on of communica�ons, specifically, sec�on 
19 (1) which states that “… an authorized officer shall 
have the right to intercept the communica�ons or a 
person and otherwise conduct surveillance of a 
person under this Act.”

Recommenda�ons
1. Expedite the implementa�on of the Data 

Protec�on Act 
2. Reduce the opportuni�es for mass 

surveillance to guard against infringement 
on peoples’ right to privacy and protec�on of 
their personal data.

3. Review and harmonize the laws that provide 
for the surveillance and intercep�on of 
communica�on in view of the new data 
protec�on law provisions.

Security, Stability and Resilience 
of the Internet
The principle requires that everyone has the right to 
enjoy secure connec�ons to and on the Internet 
including protec�ng from services and protocols that 
threaten the security, stability, and resilience of the 
Internet.

States are therefore urged to recognize in their 
legisla�on and prac�ces that encryp�on is a basic 
requirement for the protec�on of the confiden�ality 
and security of informa�on. States should promote 

end-to-end encryp�on as the basic standard for the 
protec�on of the rights to freedom of expression and 
privacy online and promote the use of open-source 
so�ware.

However sec�on 10 of the Regula�on of Intercep�on 
of Communica�ons Act 2010, provides for disclosure 
of protected (encrypted) informa�on with failure to 
comply with the disclosure no�ce a�rac�ng a fine 
not exceeding one hundred and twenty currency 
points or to imprisonment for a period not exceeding 
five years, or both upon convic�on.
 
Although a January 2019 report on the State of 
Privacy in Uganda68 by Privacy Interna�onal notes 
that there does not appear to be any restric�on on 
the use of encryp�on in Uganda. And that the use of 
end-to-end encrypted messaging applica�ons, 
par�cularly WhatsApp, are popular.

Recommenda�ons
1. The government should consider repealing 

sec�on 10 of the RICA that criminalizes the 
failure to disclose encrypted informa�on.

Marginalized Groups and Groups at Risk
Despite the recent advances in the ICT and internet, 
with a greater number of people now having access 
to and using these, many marginalized groups of 
people, including persons with disabili�es, rural 
communi�es, the elderly, and women s�ll find it hard 
to access and use digital technologies and thus 
con�nue to miss out on the benefits that the 
technologies bring.

Several factors, including high literacy levels, the 
s�ll-high costs of the internet, poor implementa�on 
of enabling policies among others.

Under this principle, states and non-state actors are 
required to respect and protect the right of all 

individuals to have access to and use the Internet. 
However, recent prac�ces, including the introduc�on 
of the OTT tax have instead served to widen the 
digital divide gap. It has been reported that the social 
media tax has raised the internet connec�on costs by 
10% for Uganda’s poorest residents, and in turn le� 
them with less access to informa�on.69

 
The situa�on is however much worse for persons 
with disabili�es, as the costs of assis�ve technologies 
that would aid them access to and use the internet 
and other ICT is quite high.70 

Recommenda�ons
1. Review and consider amending the social 

media tax to reduce the exclusion
2. Reduce ICT access costs for marginalized 

groups, especially the elderly and persons 
with disabili�es

3. Introduce incen�ves to services providers to 
expand their networks to rural areas

Gender Equality
As earlier discussed, women are among the 
marginalized groups that con�nue to lag behind 
when accessing and using ICT, especially the internet. 
A survey carried out in 2014 by the Uganda 
Communica�ons Commission found that only 6% of 
women in Uganda are online. And only 21% of 
women reported having used the internet, versus 
61% for men.71 

Like the other marginalized groups, the gender gap in 
internet access is also perpetuated by several factors 
including limited access to the internet, lack of digital 
skills and empowerment of women, affordability of 
ICT services especially broadband connec�vity, 

relevant content as well as safety of women online.72

The AfDEC principle on gender equity calls upon key 
stakeholders to ensure that the processes and 
mechanisms that enable the full, ac�ve and equal 
par�cipa�on of women and girls in decision making 
about how the Internet is shaped and governed are 
developed and strengthened.

Recommenda�ons
1. The laws enacted and any bill to be passed 

must-have women’s unique perspec�ves 
and views integrated to produce a robust law 
that is gender-sensi�ve73

2. Women should be trained and skilled in how 
to access and use the internet safely and 
securely

3. The government should set up a Monitoring 
and Evalua�on Framework for all gender and 
ICT policies so that actual benefit accrues to 
the common person74

Conclusion
There indeed some posi�ve steps, especially the legal 
framework that Uganda has adopted to ensure 
compliance to the key principles as laid out in the 
African Declara�on on Internet Rights and Freedoms 
– including the ICT Policies, the Access to Informa�on 
Laws, the Cons�tu�onal provisions, the Data 
Protec�on Act, the Income Tax Act of 2018 that 
introduced the social media tax among others. There 
are however other laws whose provisions are quite 
retrogressive and these need to be amended, 
especially those that infringe on privacy and personal 
data protec�on such as the Regula�on of 
Intercep�on of Communica�ons Act, the Computer 
Misuse Act among others.
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Introduc�on

The Internet is considered the most disrup�ve 
informa�on and communica�on technology that has 
revolu�onized the free flow of informa�on between 
individuals by offering anyone with an Internet 
connec�on, the ability to gather and disseminate 
news, informa�on, and opinions.1 

In the light of its accessibility and its capacity to store 
and communicate vast amounts of informa�on, the 
Internet plays an important role in enhancing the 
public’s access to news and facilita�ng the 
dissemina�on of informa�on in general.2

As of December 2018, Uganda had an es�mated 19 
million internet users, about 42% of the total 
popula�on.3 This growth in internet penetra�on has 
partly been aided by the increase in mobile telephony 
penetra�on which stood at 22 million subscribers, 
with almost 10 million accessing the internet through 
the mobile as of June 2018.4

The internet is helping develop spaces that can 
empower people, helping them communicate, 
collaborate and exchange views and informa�on, and 
this represents, the ‘democra�za�on’ of freedom of 
expression as it is no longer necessary to rely upon 
professional journalists or gatekeepers to act as public 
spokespeople for our views.5

Uganda has passed several laws and policies, some of 
which contain progressive provisions that advance the 
rights to freedom of expression. Principally, the right 
to freedom of expression and access to informa�on is 
cons�tu�onally guaranteed under Ar�cles 29 (1) (a) 
and 41, respec�vely. Other legal framework include; 

the Access to Informa�on Act, 2005 that seeks to 
promote an efficient, effec�ve, transparent and 
accountable government as well as to give effect to 
Ar�cle 41 of the Cons�tu�on by providing the right of 
access to informa�on held by organs of the State; the 
Computer Misuse Act, 2011 that seeks to make 
provision for the safety and security of electronic 
transac�ons and informa�on systems; to prevent 
unlawful access, abuse or misuse of informa�on 
systems6; the Uganda Communica�ons Commission 
(UCC) Act, 2013 that mandates the Commission, 
under Sec�on 5(L) to promote research into the 
development and use of new communica�ons 
techniques and technologies, including those which 
promote accessibility to communica�ons services for 
persons with disabili�es, as well as the Uganda 
Na�onal Vision 2040 which clearly iden�fies ICT 
access and u�liza�on not just as a cross-cu�ng 
development enabler but also as a major business 
opportunity, providing the highest policy level 
underpinning to the impera�ve for universality of ICT 
in Uganda.7

Unfortunately, even with these progressive legal 
frameworks, there are a number of other laws, 
policies, and prac�ces that have been adopted and 
have had a nega�ve effect on the ci�zens’ enjoyment 
of their rights to freedom of expression and online 
expression; for example, the An�-Terrorism Act of 
2002, under which intercep�on of communica�ons 
may be conducted on grounds such as safeguarding of 
the public interest; preven�on of the viola�on of the 
fundamental and other human rights and freedoms of 
any person from terrorism; preven�on or detec�ng 
the commission of any offence; and safeguarding the 
na�onal economy from terrorism,8 the 2011 
Computer Misuse Act, which criminalised cyber 
harassment (sec�on 24)  and “offensive 
communica�on under sec�on 25. 

Addi�onally, several provisions within these laws 
have been used to increasingly put pressure on 
private actors to censor content which the state 
deems illegal or simply “harmful to na�onal 
security.”9 

In 2016, UCC ordered the shutdown of internet 
access on the eve of the presiden�al elec�ons vo�ng 
day in February, ci�ng “na�onal security”, as well as 
during the inaugura�on in May 2016, affec�ng social 
media pla�orms including Facebook, Whatsapp, 
Twi�er, and mobile money transfer services.10

In April 2018, the Ugandan communica�ons 
regulator directed online data communica�on 
service providers, that include; online publishers, 
online news pla�orms and online radio and 
television operators, to apply and obtain 
authorisa�on from the commission within a period of 
one month or risk having their websites and/or 
streams being blocked by Internet Service Providers 
(ISPs).11 The regulator later published a list of the 
licenced providers, who were each required to pay 
USD 20. 

On 29, April 2019, UCC ordered internet service 
providers to shut down all unauthorized news sites 
following a direc�ve requiring online data 
communica�on service providers, including 
publishers, news pla�orms, radio and television 
operators to obtain authoriza�on.12

Later in 2019, another direc�ve was issued by UCC 
requiring all “online publishers and influencers who 
have reached a capacity of sharing communica�on 
content and also using the online publica�on for 
commercial business” to register with regulator and 
pay a USD 20 levy.13

In May 2017, a famous movie translator, Marysmats 
Matovu alias VJ Junior and his colleague, Geoffrey 
Bbosa, were arrested and charged with cyber 
harassment and offensive communica�on based on 
allegedly provoca�ve messages sent in a group 
message chain about the Uganda Film Producers 
Associa�on.14

Interna�onal Legal Framework 
on Internet Rights and Freedom
The right to freedom of expression (including on the 
internet) has been provided for under Ar�cle 19 of 
the Universal Declara�on of Human Rights, that 
states that; “Everyone has the right to freedom of 
opinion and expression; this right includes freedom 
to hold opinions without interference and to seek, 
receive and impart informa�on and ideas through 
any media and regardless of fron�ers.”15 

This right is further ar�culated within Ar�cle 19 (2) of 
the Interna�onal Covenant on Civil and Poli�cal 
Rights (ICCPR), sta�ng that; Everyone shall have the 
right to freedom of expression; this right shall include 
freedom to seek, receive and impart informa�on and 
ideas of all kinds, regardless of fron�ers, either 
orally, in wri�ng or in print, in the form of art, or 
through any other media of his choice. 

The General Comment 34 on State par�es’ 
obliga�ons under Ar�cle 19 of the Interna�onal 
Covenant on Civil and Poli�cal Rights adopted on July 
21, 2011 holds that the same rights an individual 
enjoys on line must be the same rights enjoyed 
online16. 

In 2016, the United Na�ons passed a non-binding 
resolu�on on “the promo�on, protec�on, and 
enjoyment of human rights on the Internet.”17 The 
resolu�on specifically condemns measures to 
prevent or disrupt access and calls on all States to 
refrain from and cease such measures. It further 
recognizes the importance of access to informa�on 
and privacy online for the realiza�on of the right to 
freedom of expression and to hold opinions without 
interference.18

Although there is no express right of access to the 
internet under interna�onal law, the 2016 United 
Na�ons Resolu�on urges states to “consider 
formula�ng, through transparent and inclusive 

processes with all stakeholders, and adop�ng 
na�onal Internet-related public policies that have the 
objec�ve of universal access and enjoyment of 
human rights at their core.”

On the African con�nent, Ar�cle 9 of the African 
Charter on Human and Peoples’ Rights (ACHPR) 
states that; “Every individual shall have the right to 
receive informa�on” (9(1); and “Every individual shall 
have the right to express and disseminate his opinion 
within the law.” (9(2). 

The ACHPR has also adopted several resolu�ons 
aimed at promo�ng the right to informa�on and 
freedom of expression in Africa amongst which 
include; ACHPR/Res. 362 (LIX) 2016, adopted in 
Banjul on 4 November 2016. The resolu�on reaffirms 
the fundamental right to freedom of informa�on and 
expression enshrined under Ar�cle 9 of the African 
Charter on Human and People’s Rights and in other 
interna�onal human rights instruments and 
recognizes the role of the internet in advancing 
human and people’s rights in Africa. This resolu�on 
came at a cri�cal �me when the region was 
witnessing regular internet shutdowns which 
impacted directly on freedom of expression and 
access to informa�on.

Limita�ons on the Right to 
Freedom of Expression
Both the ICCPR and ACHPR have within their 
provisions, limita�ons to the rights to freedom of 
expression. Specifically, Ar�cle 19 (3) of the ICCPR 
notes that; the exercise of the rights provided for in 
paragraph 2 of this Ar�cle carries with it special 
du�es and responsibili�es. It may, therefore, be 
subject to certain restric�ons, but these shall only be 
such as are provided by law and are necessary: (a) For 
respect of the rights or reputa�ons of others; (b) For 
the protec�on of na�onal security or of public order 
(ordre public), or of public health or morals.19 
On 21 July 2011, the UN Human Rights Commi�ee 
adopted General Comment 34 on States par�es' 
obliga�ons under Ar�cle 19 of the (ICCPR), with 
guidance to States on what the freedoms of opinion 

and expression mean in prac�ce, and therefore 
strengthens the protec�on provided by interna�onal 
law. In reference to any restric�ons, General 
Comment 34 (para 35) highlights that “When a State 
party invokes a legi�mate ground for restric�on of 
freedom of expression, it must demonstrate in 
specific and individualized fashion the precise nature 
of the threat, and the necessity and propor�onality 
of the specific ac�on taken, in par�cular by 
establishing a direct and immediate connec�on 
between the expression and the threat”.20

In Uganda, the right to freedom of expression, like 
other rights are also limited within the Cons�tu�on 
by Ar�cle 43(1) which states that; (1) In the 
enjoyment of the rights and freedoms prescribed in 
this Chapter, no person shall prejudice the 
fundamental or other human rights and freedoms of 
others or the public interest. But as noted above, any 
limita�on must pass the three-part test as provided 
for under Ar�cle 19(3) of the ICCPR.
As a signatory to various interna�onal human rights 
instruments such as the Interna�onal Covenant on 
Civil and Poli�cal Rights, the African Charter on 
Human and Peoples’ Rights and having incorporated 
progressive ar�cles within the Cons�tu�on, 
specifically on the Bill of Rights, Uganda has a duty to 
promote and advance peoples’ fundamental human 
rights online, including access to and use of the 
internet through progressive legisla�on and 
prac�ces.

About the African Declara�on on 
Internet Rights and Freedoms
The African Declara�on on Internet Rights and 
Freedoms (AfDEC) is a Pan-African ini�a�ve to 
promote human rights standards and principles of 
openness in internet policy formula�on and 
implementa�on on the con�nent. The Declara�on is 
intended to elaborate on the principles which are 
necessary to uphold human and people’s rights on 
the Internet, and to cul�vate an Internet 
environment that can best meet Africa’s social and 
economic development needs and goals.
The Declara�on builds on well-established African 
human rights documents including the African 
Charter on Human and Peoples’ Rights of 1981, the 

Windhoek Declara�on on Promo�ng an Independent 
and Pluralis�c African Press of 1991, the African 
Charter on Broadcas�ng of 2001, the Declara�on of 
Principles on Freedom of Expression in Africa of 
2002, and the African Pla�orm on Access to 
Informa�on Declara�on of 2011.

The Declara�on has iden�fied 13 key principles that

 include; Openness; Internet Access and Affordability; 
Freedom of Expression; Right to Informa�on; 
Freedom of Assembly and Associa�on on the 
Internet; Cultural and Linguis�c Diversity; Right to 
Development and Access to Knowledge; Privacy and 
Personal Data Protec�on; Security, Stability, and 
Resilience of the Internet; Marginalised Groups at 
Risk; Due Process; Democra�c Mul�-stakeholder 
Internet Governance; and Gender Equity.

This report, therefore, provides an assessment of 
Uganda’s Compliance with 11 out of the 13 Principles 
of the African Declara�on on Internet Rights and 
Freedoms. The report examines both the legal 
environment (laws and policies) and prac�ces by the 
state regarding internet freedom and rights.

Findings: Uganda’s Compliance 
to the AfDEC Principles

Openness
The AfDEC Principle on Openness requires that the 
Internet should have an open and distributed 
architecture and should con�nue to be based on 
open standards and applica�on interfaces and 
guarantee interoperability so as to enable a common 
exchange of informa�on and informa�on.

In 2014, the government, through the Na�onal 
Informa�on Technology Authority, issued guidelines 
for developing government websites that 
emphasized the need to use open standard-based 
tools and technologies for the development of 
websites as well as content to ensure interoperability 
and accessibility of websites. The web guidelines 
adhered to the Web Content Accessibility Guidelines 
(WCAG) of the World Wide Web Consor�um (W3C). 
W3C is an interna�onal body working towards 
defining standards in web technologies and formats 
for publishing content on the web.21

Sec�on 1.4 of Guidelines on Development and 
Management of Government Websites requires all 
government MDAs to “consider the needs of a broad 
spectrum of visitors, including the general public, 
specialised audiences, people with disabili�es, those 
without access to advanced technologies, and those 
with limited English proficiency and ICT skills.”

However, a 2007 survey on Web Accessibility in 
Uganda22 established that 100% of the government 
websites whose webmasters responded to the 
survey were not accessible to users with visual 
disabili�es. Addi�onally, the majority of government 
MDA websites are in English, making them 
inaccessible to many Ugandans who cannot read and 
write in this language.23

The Openness principle also seeks to advance the 
principle of network neutrality, which requires that 
all data on the Internet must be treated in an equal 
and non-discriminatory manner, and shall not be 
charged differen�ally, according to user, content, 
site, pla�orm, applica�on, type of a�ached 
equipment, and modes of communica�on.

However, it has been reported that Uganda does not 

have robust and implementable legal protec�ons for net neutrality24, and because of this, both the government 
and telecom companies have violated the principle in the past, with �ered pricing of the communica�on 
services and social media blocking.25 In 2005, UCC passed the Telecommunica�ons (Tariffs and Accoun�ng) 
Regula�ons,26 to regulate the pricing of telecommunica�ons services and accoun�ng by telecommunica�ons 
operators. Unfortunately, as noted earlier, the regula�ons are largely unenforceable.
The AfDEC Principle on Openness also demands that there should be no special privileges for, or obstacles 
against, the exchange of informa�on online or any party or content on economic, social, cultural or poli�cal 
grounds.

There have been a number of policies and prac�ces that have however served to undermine these principles. 
Specifically, the passage of the Uganda Excise Duty (Amendment) Bill 2018, which introduced taxa�on of 
“over-the-top” (OTT) services, and raised taxes on other telecommunica�ons services violated this principle 
which requires service providers to treat all internet traffic equally, and not block or thro�le access to online 
content and services. 

According to figures from the UCC, the number of subscribers reduced by two and a half million from 16 million 
to 13.5 million subscribers between July and September 2018. The same trend was noted in the amount of 
revenue falling from Uganda Shillings (UGX) 5.6 billion in July 2018, to UGX 3.96 billion in September 2018 (see 
table below). 

Recommenda�ons
1. The Government of Uganda should consider the expansion of the scope of the guidelines27 for 

developing and managing government websites to cover the private sector.
2. Given the nega�ve impact that the OTT tax has had on the ability of the majority of users to access and 

use the internet, the government should consider amending the Excise Duty (Amendment) law to 
consider other avenues of raising revenue rather than imposing a tax on the internet. 

Internet Access and Affordability

Access to the Internet plays a vital role in the full 
realiza�on of human development and facilitates the 
exercise and enjoyment of a number of human rights 
and freedoms, including the right to freedom of 
expression and informa�on, the right to educa�on, 
the right to assembly and associa�on, the right to full 
par�cipa�on in social, cultural and poli�cal life and 
the right to social and economic development.

Accordingly, access and affordability policies and 
regula�ons that foster universal and equal access to 
the Internet, including fair and transparent market 
regula�on, universal service requirements and 
licensing agreements, must be adopted, according to 
the AfDEC. 

The government has put up various policies and 
strategies in place in order to foster a conducive 
environment through which users can maximize the 
social and economic benefits enabled by ICT.

In 2014, the government passed the Na�onal 
Informa�on and Communica�ons Technology Policy, 
with broad policy objec�ves of; building a 
knowledge-based human capital; promo�ng 
innova�on in economic and social systems; 
expanding ICT infrastructure and its integra�on 
throughout the country; deepening u�liza�on of ICT 
services by government, private sector, 
Non-Government Organiza�ons and ci�zenry; 
enhancing research and innova�on in ICT products, 
applica�ons, and services; and improving ICT 
governance and environment in Uganda.28

Addi�onally, Uganda’s Na�onal Vision 2040 very 
clearly iden�fies ICT access and u�liza�on not just as 
a cross-cu�ng development enabler but also as a 
major business opportunity. This provides the 
highest policy level underpinning to the impera�ve 
for universality of ICT in Uganda.29

The AfDEC principle also calls for the establishment 
of na�onal and regional Internet exchange points 

(IXPs) to ra�onalize and reduce the cost of Internet 
traffic at na�onal, local and sub-regional levels, as 
well as addressing the gender digital divide, with 
factors such as level of employment, educa�on, 
poverty, literacy and geographical loca�on resul�ng 
in African women having lower levels of access than 
men.

In 2016, the government is reported to have 
embarked on the provision of “free internet access” 
to residents within the capital city, Kampala through 
the MYUG, a new applica�on that has been 
developed by the Na�onal Informa�on and 
Communica�ons Technology (NITAU).30 The services 
have however experienced some challenges and 
don’t cover all the intended hotspots as had been 
envisaged.31 

Addi�onally, in December 2019, MTN, the largest 
telecommunica�on service provider in Uganda also 
announced the introduc�on of a range of data 
bundles that do not expire32, a�er many complaints 
from clients for loss of unused internet bundles. 
Previously, customer internet bundles would expire 
a�er 24 hours.

It is also refreshing to note that within the new 
guidelines for the Rural Communica�on 
Development Fund (RCDFII)33, the government has 
commi�ed to improving on the Connec�vity, Access, 
Affordability, and Equity for the target groups.

To date, UCC through RCDF has implemented ICT 
Computer Labs in over 1000 Secondary Schools, 
Ter�ary ins�tu�ons and Universi�es.34 The schools 
with Computer laboratory infrastructure have also 
acted as a pla�orm to provide digital literacy skills to 
the communi�es around the schools, which has 
drama�cally reduced the digital divide in the country

The Na�onal Broadband Strategy for Uganda35 
(2016-2020) defines the minimum requirements for 
high-speed transmission and access for voice, data, 

and video to homes and businesses and sets the 
target to be achieved within the five-year period. 
Some of the key targets defined for the five-year 
period include raising the minimum broadband 
speeds from 512kbps (in 2014/15) to 3Mbps and 
reducing the cost per Mbps of broadband in rela�on 
to average income by 10%. The strategy also seeks to 
achieve 100% broadband connec�vity at all district 
and sub-county headquarters, health centre IVs, 
ter�ary ins�tu�ons and secondary schools by 2020.36

Unfortunately, internet access and affordability is 
s�ll a challenge for large sec�ons of the popula�on 
especially the poor, rural popula�ons, women, and 
persons with disabili�es. This is because while 
internet access has become more affordable, 
par�cularly on mobile phones, costs are s�ll 
expensive for many Ugandans.37 Within East Africa, 
Ugandans are reported to be paying the highest 
prices to access mobile internet, at an average of 
$4.69 (Shs 17, 231) for 1GB [gigabyte] of data, 
compared to her neighbors in Rwanda who are 
paying an average of $0.56 or (Shs 2,057) for 1GB of 
data, with Burundi and Kenya, paying $2 (Shs7,344) 
and $2.73 (Shs10,024) for 1GB, respec�vely.38 The 
introduc�on of a daily UGX 200 (USD $0.05) tax on 
social media use in July 2018 is reported to have le� 
millions unconnected due to the increased costs.39 

Other factors that have affected access and 
affordability include limited access to electricity as it 
is mostly concentrated in urban areas and further 
impedes access to ICTs.40

Recommenda�ons
1. The government should review and expedite 

the full implementa�on of the Na�onal 
Broadband Strategy, which expires within 
less than a year, 2020.

2. The government should expand the free 
Wi-Fi program to other areas outside of 
Kampala and Entebbe. 

3. The government should work with and 
incen�vize telecommunica�on companies to 
provide special rates for the rural poor so as 
to reduce the costs of mobile internet in the 
country.

4. Review the revenue collec�on concept as the 
OTT tax has definitely had a nega�ve effect 
on both revenue and internet access and 
affordability.

Freedom of Expression

Principle 3 of the African Declara�on on Internet 
Rights and Freedoms notes that; “Everyone has the 
right to hold opinions without interferences. 
Everyone has a right to freedom of expression which 
includes the freedom to seek, receive, impart 
informa�on and ideas of all kinds through the 
internet and digital technologies, regardless of 
fron�ers”. The principle acknowledges the 
non-absoluteness of the rights but however notes 
that any restric�ons must be provided for by law, 
pursue a legi�mate aim as expressly listed under 
interna�onal law. 

In Uganda, the right to freedom of expression, and 

access to informa�on are provided for under the 
Cons�tu�on41, and although not explicitly defined 
within the cons�tu�on, this right includes the 
“freedom to seek, receive and impart informa�on 
and ideas of all kinds, regardless of fron�ers, either 
orally, in wri�ng or in print, in the form of art, or 
through any other media (including the internet) of 
his choice.”42 

Although the right to freedom of expression, 
especially online, like many others is not absolute, 
under both interna�onal law and the Ugandan 
Cons�tu�on, the AfDEC notes that “Content 
blocking, filtering, removal and other technical or 
legal limits on access to content cons�tute serious 
restric�ons on freedom of expression and can only 
be jus�fied if they strictly comply with interna�onal 
human rights law, which says that any restric�ons 
should be; (a) Prescribed by law; (b) Serve a 
legi�mate purpose for the protec�on of reputa�on, 
na�onal security, public order, public health or 
morals; and, (c)  It must be necessary to achieve the 
prescribed purpose.43

However, at the height of what came to be known as 
the Arab Spring, the government is reported to have 
ordered Telecom companies to block and regulate 
text messages that could ins�gate hatred, violence, 
and unrest during the presiden�al elec�on period, 
February 2011.44 A few months later, in April 2011, 
UCC instructed ISPs to temporarily block access to 
Facebook and Twi�er for 24 hours “to eliminate the 
connec�on and sharing of informa�on that incites 
the public.” The order came in the heat of the ‘walk 
to work’ protests in various towns over rising fuel and 
food prices.45

In 2016, there were to be two addi�onal episodes of 
internet shutdowns, in February 2016 during the 
elec�ons and May 2016, during the swearing-in of 
the President. In ordering the shutdowns, the 
government cited na�onal security concerns as the 
main reason. The president is reported to have told 
journalists that he ordered the shutdowns because; 
“Steps must be taken for security to stop so many 
ge�ng in trouble, it is temporary because some 

people use those pathways for telling lies,”46

The AfDEC principle on Freedom of Expression also 
requires that “No-one should be held liable for 
content on the Internet of which they are not the 
author” and seeks to limit the liability of 
intermediaries. Under sec�on 29 of the 2011 
Electronic Transac�ons Act,  intermediaries are 
protected from any liability on content shared by 
third par�es, sta�ng that “a service provider shall not 
be subject to civil or criminal liability in respect of 
third-party material which is in the form of electronic 
records to which he or she merely provides access.”47 
This is a posi�ve provision that should be protected 
by the state.

The AfDEC Principle on Freedom of Expression also 
emphasizes the important role that a safe and secure 
opera�ng environment for internet users if they are 
to meaningfully par�cipate in online expression – 
sharing opinions and ideas. The government has put 
in place a number of commendable measures to curb 
online, safety especially among children and youths. 
The Computer Misuse Act (2011) under sec�on 23 
criminalizes child online sexual exploita�on. This 
scope covers any person who par�cipates in the 
development, sharing, transmission or storage of 
child sexual abuse material.48

 
In addi�on, the Na�onal Informa�on Technology 
Authority – Uganda (NITA-U) in collabora�on with 
the Internet Society Uganda Chapter led to the 
development of an Online Safety Educa�on Toolkit as 
a useful and convenient learning resource for 
children and youth on how best to stay safe online in 
their daily use of the internet.49

The same Act also criminalizes cyber harassment 
(Art. 23), offensive communica�on (Art. 24) as well as 
cyberstalking (Art. 26). Specifically, Ar�cle 26 states 
that; “Any person who willfully, maliciously, and 
repeatedly uses electronic communica�on to harass 
another person and makes a threat with the intent to 
place that person in reasonable fear for his or her 
safety or to a member of that person's immediate 

family commits the crime of cyberstalking and is 
liable on convic�on to a fine not exceeding one 
hundred and twenty currency points or 
imprisonment not exceeding five years or both.”

Unfortunately, the majority of those affected, 
especially the vic�ms whose pictures and videos 
have been leaked online are the first persons to be 
interrogated by law enforcement agencies. In 2018, 
when Ugandan model Judith Heard had her pictures 
published without her consent, she not only found 
herself under arrest but also under a�ack in the 
media and online.50

Recommenda�ons

1. The government should ensure that any 
orders to shut or slow down the internet 
must be done in accordance with the law and 
due process should be followed as laid down 
in Ar�cle 3 of the AfDEC Principle and other 
interna�onal human rights laws.

2. The government should amend laws, such as 
the Computer Misuse Act, to bring them into 
line with Uganda’s cons�tu�on and its 
obliga�ons under interna�onal law regarding 
freedom of expression and access to 
informa�on.

Right to Informa�on
This AfDEc principle notes that “The Internet offers 
new opportuni�es to access informa�on, and for 
governments to communicate with people, using 
open data. Open data and new forms of online 
consulta�on can empower people to take a more 
ac�ve part in public affairs.

Data and informa�on held by governments should be 

made publicly accessible, including being released 
proac�vely and rou�nely, except where legi�mate 
grounds for restric�ng access comply with the rule of 
law, including relevant freedom of informa�on 
legisla�on.

Freedom of informa�on is an integral part of the 
fundamental right of freedom of expression, as 
recognized by Resolu�on 59 of the United Na�ons 
General Assembly adopted in 1946, as well as by 
Ar�cle 19 of the Universal Declara�on of Human 
Rights (1948), which states that Everyone has the 
right to freedom of opinion and expression; this right 
includes freedom to hold opinions without 
interference and to seek, receive and impart 
information and ideas through any media and 
regardless of frontiers”.

Although the 1995 Cons�tu�on of the Republic of 
Uganda guarantees the right of access to 
informa�on,51 with an enabling Act and regula�ons 
providing for the same, the spirit of the current 
legisla�on is more restric�ve, with ci�zens required 
to submit informa�on requests as opposed to 
requiring informa�on officers to proac�vely 
disseminate informa�on.

In 2014, the Government of Uganda with support 
from civil society (AFIC and CIPESA) established an 
online portal for receiving and responding to 
informa�on requests52. However, despite being a 
great ini�a�ve, AFIC’s recent analysis of the pla�orm 
indicated that since 2014, the pla�orm has 6,123 
users registered, 4,059 requests were made to 110 
MDAs. Of 4,059 requests, 80.9% were awai�ng a 
response, 5.2 % were under review, and only 4.5% 
had been par�ally responded to, while 4.3% were 
successful, in that order.

The AfDEC requires exis�ng obliga�on on public 
bodies to share all informa�on produced with the 

support of public funds, subject only to clearly 
defined rules set out in law, as established by the 
Declara�on of Principles on Freedom of Expression in 
Africa, shall extend to the proac�ve release of such 
informa�on on the Internet in openly licensed, freely 
re-usable formats.

According to sec�on 3 (d) of the Access to 
Informa�on Act, every ci�zen is supposed to access 
informa�on easily and in a �mely manner. The Act 
provides for a maximum of 21 days within which a 
ci�zen’s informa�on request is responded to. 
However, the delayed release of informa�on due to 
fear and/or bureaucracy coupled with ignorance 
have made the right to informa�on imprac�cable in 
some circumstances.53

Addi�onally, while ar�cle 41 o�he Ugandan 
Cons�tu�on provides for the right of access to 
informa�on with two excep�ons: where the release 
of the informa�on is likely to prejudice the security 
or sovereignty of the State or interfere with the right 
to privacy of any other person, the Access to 
Informa�on Law, itself in Part III (sec�on 23 - 34) lists 
exemp�ons which are too wide in scope and 
contradict the cons�tu�on. These exemp�ons, which 
include cabinet minutes and those of its commi�ees, 
limit the enjoyment of the right to informa�on by 
restric�ng access to vital records.54

Recommenda�ons
1. The government should amend the 

retrogressive restric�ons within the enabling 
laws such as the Access to Informa�on Act, 
and the Official Secrets Act that undermine 
proac�ve disclosure of informa�on, 
especially online.

2. The government should equip their staff with 
the skills and knowledge as well as tools to 
proac�vely use online pla�orms to share 
data held by government public bodies.

3. Parliament should amend the Access to 
Informa�on Act to provide for online 
informa�on requests

4. Government should undertake promo�onal 

measures for the effec�ve implementa�on 
of the Access to Informa�on Act

5. The Uganda Human Rights Commission 
should undertake measures to promote 
ci�zens’ enjoyment of their right to 
informa�on through online and offline 
channels. 

Freedom of Assembly and 
Associa�on and the Internet
This AfDEC principle states that; “Everyone has the 
right to use the Internet and digital technologies in 
rela�on to freedom of assembly and associa�on, 
including through social networks and pla�orms. It 
further notes; “The Internet can augment the 
opportuni�es and capabili�es of individuals and 
groups to form associa�ons and to manage 
organiza�ons and associa�ons.”

Addi�onally, “It can increase the membership and 
reach of associa�ons by allowing groups of people to 
communicate despite physical boundaries. It 
provides new tools for those organizing assemblies 
offline, as well as the possibility of conduc�ng 
assemblies and protests online.”

African states are therefore called upon to limit the 
shu�ng down or blocking of access to social 
networking pla�orms, and in fact, the Internet in 
general, as these ac�ons cons�tute direct 
interference with this right. 

But as highlighted above, under Freedom of 
Expression, the government has on several occasions 
been reported to have ordered the shutdown of the 
internet and access to other social media pla�orms 
such as Facebook, Twi�er, and WhatsApp, greatly 
affec�ng ci�zens access and use of the internet.

Recommenda�ons
1. Any a�empts by the Government should be 

done within the parameters of interna�onal 
human rights law - (a) Prescribed by law; (b) 
Serve a legi�mate purpose for protec�on of 
reputa�on, na�onal security, public order, 

public health or morals; and, (c)  It must be 
necessary to achieve the prescribed 
purpose.55 

2. The government should con�nue with efforts 
to expand access and affordability of the 
internet and digital technologies to a wider 
majority of the popula�on for them to enjoy 
the benefits brought about by these 
technological advances, including freedom of 
assembly and associa�on. 

Cultural and Linguis�c Diversity
This AfDEC Principle is cognizant of the rich linguis�c 
and cultural diversity which exists on the African 
con�nent and calls for its promo�on, especially 
online. Specifically, the principle calls upon states to 
put in place comprehensive policies, and alloca�on of 
resources, to support the development and use of 
tools to facilitate linguis�c diversity on the Internet. 
This includes the promo�on of technology and 
content required to access and use domain names, 
so�ware, services, and content in all languages and 
scripts. 

In 2006, Uganda passed the Na�onal Culture Policy 
that sought to among other things; To promote and 
strengthen Uganda’s diverse cultural iden��es; 
enhance social cohesion, collabora�on, and 
par�cipa�on of all people in cultural life; promote 
community ac�on on cultural prac�ces that promote 
and that impinge on human dignity; and conserve, 
protect and promote Uganda’s tangible and 
intangible cultural heritage.56

Government also commi�ed to foster the crea�on of 
varied local and na�onal content, including that 
available in the language of users, and give 
recogni�on and support to ICT-based work in all 
ar�s�c fields through public/private partnerships as 
well as support efforts to develop and use ICTs for 
the preserva�on of natural and, cultural heritage, 
keeping ICT accessible as a living part of today’s 
culture through the Na�onal ICT Policy of 2014.57 

The government also commi�ed to developing 
systems that ensure con�nued access to archived 
digital informa�on and mul�media content in digital 
repositories, and support archives, cultural 

collec�ons, and libraries58

There has however been very slow progress in the 
promo�on of indigenous languages online as only a 
few local languages are represented online. For 
example, news on websites owned by the Vision 
group is only available in four local languages (out of 
40 languages and 56 na�ve dialects) Bukedde 
(Luganda); Etop (Ateso); Rupiny (Acholi) and Orumuri 
(Runyankore).59 

According to the 2018 Freedom House report on 
Internet freedom in Uganda, the Google Uganda 
domain is available in five local languages, while the 
Firefox web browser can be accessed in two 
languages, Luganda and Acholi. The report notes that 
as of early 2018, Wikipedia can be accessed in 
Luganda, with about 1,000 ar�cles translated.60 

Recommenda�ons
1. The government should work with key 

providers – Google, Firefox and others to 
have more local languages on their domains

2. The government should expedite the 
implementa�on of Na�onal ICT Policy, 2014, 
especially the provisions of culture diversity

Right to Development and 
Access to Knowledge
The AfDEC Principle notes that “Developing media 
and informa�on literacy is essen�al in ensuring that 
consumers of media products have the skills to find 
evaluate and engage with various types of 
informa�on, including those relevant for their social, 
economic, cultural and poli�cal development.

The principle also calls upon the government to 
priori�es policies that improve girls’ access to quality 
educa�on and ICT, gender mainstreaming in Science, 
Technology, Engineering and Mathema�cs (STEM) 
policies, and family-friendly policies in STEM 
workplaces.
In 2017, the Ministry of ICT and Na�onal Guidance 
embarked on the Digital Vision Uganda ini�a�ve61 

that aims to leverage technological innova�ons to 
meet various na�onal and interna�onal goals 
including universal inclusion, sustainable 
development, economic progress, and poverty 
eradica�on. 

This campaign aims to achieve a unified ac�on plan 
that draws on various ini�a�ves from all sectors and 
focuses on technology-based empowerment, thus 
fostering relevant ICT use62. While the Digital Vision 
Uganda campaign aims to address per�nent ICT 
development issues that will improve ICT access, 
usage and, penetra�on, the strategy is s�ll under 
development with implementa�on yet to start.63

Recommenda�ons
1. The government should fully implement the 

Digital Vision Uganda campaign and other 
policy frameworks, including the ICT policy, 
broadband policy.

Privacy and Personal Data 
Protec�on
The growth and penetra�on of informa�on and 
communica�on technologies, especially the internet 
partly aided by an increase in mobile phone 
subscrip�ons and increased use of smartphones has 
resulted in increased collec�on, processing and 
sharing of personal biometric data, including by 
business enterprises. Unfortunately, many internet 
users are not aware of the implica�ons of their use of 
the web and how their rights are compromised by 
their internet usage or how their data is 
automa�cally gathered or processed without their 
knowledge and sold or linked with other sources to 
produce a complex record of several aspects of their 
lives.64

AfDEC Principles requires that “Personal data or 
informa�on shall only be collected and/or processed 

by states and non-state actors such as access 
providers, mail providers, hosts, and other 
intermediaries, in compliance with well-established 
data protec�on principles, including the following: 
personal data or informa�on must be processed 
fairly and lawfully; personal data or informa�on must 
be obtained only for one or more specified and lawful 
purposes; among others. 

Although the Uganda Cons�tu�on provides for the 
right to privacy and data protec�on65, it wasn’t un�l 
December 2018 that parliament passed the Privacy 
and Data Protec�on Act that was assented to by the 
President in February 2019.66

The principle notes that “Mass or indiscriminate 
surveillance of individuals or the monitoring of their 
communica�ons, cons�tutes a dispropor�onate 
interference, and thus a viola�on, of the right to 
privacy, freedom of expression and other human 
rights”. 

It is further noted that “targeted surveillance of 
online communica�ons must be governed by clear 
and transparent laws which, at a minimum, comply 
with the following basic principles: first, 
communica�ons surveillance must be both targeted 
and based on reasonable suspicion of commission or 
involvement in the commission of serious crime; 
second, communica�ons surveillance must be 
judicially authorized and individuals placed under 
surveillance must be no�fied that their 
communica�ons have been monitored as soon as 
prac�cable a�er the conclusion of the surveillance 
opera�on; third, the applica�on of surveillance laws 
must be subject to strong parliamentary oversight to 
prevent abuse and ensure the accountability of 
intelligence services and law enforcement agencies.”

Unfortunately, once again the legal environment and 
prac�ces regarding communica�on surveillance and 
intercep�on of communica�on in Uganda go against 
the provisions of the principle. 

The Regula�on of Intercep�on of Communica�ons 
Act, 201067 provides for lawful intercep�on and 
monitoring of communica�ons in the course of their 
transmission through telecommunica�ons, postal or 
any other related services or systems in Uganda. 
Specifically, Sec�on 8 of this Act requires service 
providers to ensure that their telecommunica�on 
systems are always technically capable of suppor�ng 
lawful intercep�on. 

The right to privacy is further limited by the 
An�-Terrorism Act, 2002, which provides for 
intercep�on of communica�ons, specifically, sec�on 
19 (1) which states that “… an authorized officer shall 
have the right to intercept the communica�ons or a 
person and otherwise conduct surveillance of a 
person under this Act.”

Recommenda�ons
1. Expedite the implementa�on of the Data 

Protec�on Act 
2. Reduce the opportuni�es for mass 

surveillance to guard against infringement 
on peoples’ right to privacy and protec�on of 
their personal data.

3. Review and harmonize the laws that provide 
for the surveillance and intercep�on of 
communica�on in view of the new data 
protec�on law provisions.

Security, Stability and Resilience 
of the Internet
The principle requires that everyone has the right to 
enjoy secure connec�ons to and on the Internet 
including protec�ng from services and protocols that 
threaten the security, stability, and resilience of the 
Internet.

States are therefore urged to recognize in their 
legisla�on and prac�ces that encryp�on is a basic 
requirement for the protec�on of the confiden�ality 
and security of informa�on. States should promote 

end-to-end encryp�on as the basic standard for the 
protec�on of the rights to freedom of expression and 
privacy online and promote the use of open-source 
so�ware.

However sec�on 10 of the Regula�on of Intercep�on 
of Communica�ons Act 2010, provides for disclosure 
of protected (encrypted) informa�on with failure to 
comply with the disclosure no�ce a�rac�ng a fine 
not exceeding one hundred and twenty currency 
points or to imprisonment for a period not exceeding 
five years, or both upon convic�on.
 
Although a January 2019 report on the State of 
Privacy in Uganda68 by Privacy Interna�onal notes 
that there does not appear to be any restric�on on 
the use of encryp�on in Uganda. And that the use of 
end-to-end encrypted messaging applica�ons, 
par�cularly WhatsApp, are popular.

Recommenda�ons
1. The government should consider repealing 

sec�on 10 of the RICA that criminalizes the 
failure to disclose encrypted informa�on.

Marginalized Groups and Groups at Risk
Despite the recent advances in the ICT and internet, 
with a greater number of people now having access 
to and using these, many marginalized groups of 
people, including persons with disabili�es, rural 
communi�es, the elderly, and women s�ll find it hard 
to access and use digital technologies and thus 
con�nue to miss out on the benefits that the 
technologies bring.

Several factors, including high literacy levels, the 
s�ll-high costs of the internet, poor implementa�on 
of enabling policies among others.

Under this principle, states and non-state actors are 
required to respect and protect the right of all 

individuals to have access to and use the Internet. 
However, recent prac�ces, including the introduc�on 
of the OTT tax have instead served to widen the 
digital divide gap. It has been reported that the social 
media tax has raised the internet connec�on costs by 
10% for Uganda’s poorest residents, and in turn le� 
them with less access to informa�on.69

 
The situa�on is however much worse for persons 
with disabili�es, as the costs of assis�ve technologies 
that would aid them access to and use the internet 
and other ICT is quite high.70 

Recommenda�ons
1. Review and consider amending the social 

media tax to reduce the exclusion
2. Reduce ICT access costs for marginalized 

groups, especially the elderly and persons 
with disabili�es

3. Introduce incen�ves to services providers to 
expand their networks to rural areas

Gender Equality
As earlier discussed, women are among the 
marginalized groups that con�nue to lag behind 
when accessing and using ICT, especially the internet. 
A survey carried out in 2014 by the Uganda 
Communica�ons Commission found that only 6% of 
women in Uganda are online. And only 21% of 
women reported having used the internet, versus 
61% for men.71 

Like the other marginalized groups, the gender gap in 
internet access is also perpetuated by several factors 
including limited access to the internet, lack of digital 
skills and empowerment of women, affordability of 
ICT services especially broadband connec�vity, 

relevant content as well as safety of women online.72

The AfDEC principle on gender equity calls upon key 
stakeholders to ensure that the processes and 
mechanisms that enable the full, ac�ve and equal 
par�cipa�on of women and girls in decision making 
about how the Internet is shaped and governed are 
developed and strengthened.

Recommenda�ons
1. The laws enacted and any bill to be passed 

must-have women’s unique perspec�ves 
and views integrated to produce a robust law 
that is gender-sensi�ve73

2. Women should be trained and skilled in how 
to access and use the internet safely and 
securely

3. The government should set up a Monitoring 
and Evalua�on Framework for all gender and 
ICT policies so that actual benefit accrues to 
the common person74

Conclusion
There indeed some posi�ve steps, especially the legal 
framework that Uganda has adopted to ensure 
compliance to the key principles as laid out in the 
African Declara�on on Internet Rights and Freedoms 
– including the ICT Policies, the Access to Informa�on 
Laws, the Cons�tu�onal provisions, the Data 
Protec�on Act, the Income Tax Act of 2018 that 
introduced the social media tax among others. There 
are however other laws whose provisions are quite 
retrogressive and these need to be amended, 
especially those that infringe on privacy and personal 
data protec�on such as the Regula�on of 
Intercep�on of Communica�ons Act, the Computer 
Misuse Act among others.
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Introduc�on

The Internet is considered the most disrup�ve 
informa�on and communica�on technology that has 
revolu�onized the free flow of informa�on between 
individuals by offering anyone with an Internet 
connec�on, the ability to gather and disseminate 
news, informa�on, and opinions.1 

In the light of its accessibility and its capacity to store 
and communicate vast amounts of informa�on, the 
Internet plays an important role in enhancing the 
public’s access to news and facilita�ng the 
dissemina�on of informa�on in general.2

As of December 2018, Uganda had an es�mated 19 
million internet users, about 42% of the total 
popula�on.3 This growth in internet penetra�on has 
partly been aided by the increase in mobile telephony 
penetra�on which stood at 22 million subscribers, 
with almost 10 million accessing the internet through 
the mobile as of June 2018.4

The internet is helping develop spaces that can 
empower people, helping them communicate, 
collaborate and exchange views and informa�on, and 
this represents, the ‘democra�za�on’ of freedom of 
expression as it is no longer necessary to rely upon 
professional journalists or gatekeepers to act as public 
spokespeople for our views.5

Uganda has passed several laws and policies, some of 
which contain progressive provisions that advance the 
rights to freedom of expression. Principally, the right 
to freedom of expression and access to informa�on is 
cons�tu�onally guaranteed under Ar�cles 29 (1) (a) 
and 41, respec�vely. Other legal framework include; 

the Access to Informa�on Act, 2005 that seeks to 
promote an efficient, effec�ve, transparent and 
accountable government as well as to give effect to 
Ar�cle 41 of the Cons�tu�on by providing the right of 
access to informa�on held by organs of the State; the 
Computer Misuse Act, 2011 that seeks to make 
provision for the safety and security of electronic 
transac�ons and informa�on systems; to prevent 
unlawful access, abuse or misuse of informa�on 
systems6; the Uganda Communica�ons Commission 
(UCC) Act, 2013 that mandates the Commission, 
under Sec�on 5(L) to promote research into the 
development and use of new communica�ons 
techniques and technologies, including those which 
promote accessibility to communica�ons services for 
persons with disabili�es, as well as the Uganda 
Na�onal Vision 2040 which clearly iden�fies ICT 
access and u�liza�on not just as a cross-cu�ng 
development enabler but also as a major business 
opportunity, providing the highest policy level 
underpinning to the impera�ve for universality of ICT 
in Uganda.7

Unfortunately, even with these progressive legal 
frameworks, there are a number of other laws, 
policies, and prac�ces that have been adopted and 
have had a nega�ve effect on the ci�zens’ enjoyment 
of their rights to freedom of expression and online 
expression; for example, the An�-Terrorism Act of 
2002, under which intercep�on of communica�ons 
may be conducted on grounds such as safeguarding of 
the public interest; preven�on of the viola�on of the 
fundamental and other human rights and freedoms of 
any person from terrorism; preven�on or detec�ng 
the commission of any offence; and safeguarding the 
na�onal economy from terrorism,8 the 2011 
Computer Misuse Act, which criminalised cyber 
harassment (sec�on 24)  and “offensive 
communica�on under sec�on 25. 

Addi�onally, several provisions within these laws 
have been used to increasingly put pressure on 
private actors to censor content which the state 
deems illegal or simply “harmful to na�onal 
security.”9 

In 2016, UCC ordered the shutdown of internet 
access on the eve of the presiden�al elec�ons vo�ng 
day in February, ci�ng “na�onal security”, as well as 
during the inaugura�on in May 2016, affec�ng social 
media pla�orms including Facebook, Whatsapp, 
Twi�er, and mobile money transfer services.10

In April 2018, the Ugandan communica�ons 
regulator directed online data communica�on 
service providers, that include; online publishers, 
online news pla�orms and online radio and 
television operators, to apply and obtain 
authorisa�on from the commission within a period of 
one month or risk having their websites and/or 
streams being blocked by Internet Service Providers 
(ISPs).11 The regulator later published a list of the 
licenced providers, who were each required to pay 
USD 20. 

On 29, April 2019, UCC ordered internet service 
providers to shut down all unauthorized news sites 
following a direc�ve requiring online data 
communica�on service providers, including 
publishers, news pla�orms, radio and television 
operators to obtain authoriza�on.12

Later in 2019, another direc�ve was issued by UCC 
requiring all “online publishers and influencers who 
have reached a capacity of sharing communica�on 
content and also using the online publica�on for 
commercial business” to register with regulator and 
pay a USD 20 levy.13

In May 2017, a famous movie translator, Marysmats 
Matovu alias VJ Junior and his colleague, Geoffrey 
Bbosa, were arrested and charged with cyber 
harassment and offensive communica�on based on 
allegedly provoca�ve messages sent in a group 
message chain about the Uganda Film Producers 
Associa�on.14

Interna�onal Legal Framework 
on Internet Rights and Freedom
The right to freedom of expression (including on the 
internet) has been provided for under Ar�cle 19 of 
the Universal Declara�on of Human Rights, that 
states that; “Everyone has the right to freedom of 
opinion and expression; this right includes freedom 
to hold opinions without interference and to seek, 
receive and impart informa�on and ideas through 
any media and regardless of fron�ers.”15 

This right is further ar�culated within Ar�cle 19 (2) of 
the Interna�onal Covenant on Civil and Poli�cal 
Rights (ICCPR), sta�ng that; Everyone shall have the 
right to freedom of expression; this right shall include 
freedom to seek, receive and impart informa�on and 
ideas of all kinds, regardless of fron�ers, either 
orally, in wri�ng or in print, in the form of art, or 
through any other media of his choice. 

The General Comment 34 on State par�es’ 
obliga�ons under Ar�cle 19 of the Interna�onal 
Covenant on Civil and Poli�cal Rights adopted on July 
21, 2011 holds that the same rights an individual 
enjoys on line must be the same rights enjoyed 
online16. 

In 2016, the United Na�ons passed a non-binding 
resolu�on on “the promo�on, protec�on, and 
enjoyment of human rights on the Internet.”17 The 
resolu�on specifically condemns measures to 
prevent or disrupt access and calls on all States to 
refrain from and cease such measures. It further 
recognizes the importance of access to informa�on 
and privacy online for the realiza�on of the right to 
freedom of expression and to hold opinions without 
interference.18

Although there is no express right of access to the 
internet under interna�onal law, the 2016 United 
Na�ons Resolu�on urges states to “consider 
formula�ng, through transparent and inclusive 

processes with all stakeholders, and adop�ng 
na�onal Internet-related public policies that have the 
objec�ve of universal access and enjoyment of 
human rights at their core.”

On the African con�nent, Ar�cle 9 of the African 
Charter on Human and Peoples’ Rights (ACHPR) 
states that; “Every individual shall have the right to 
receive informa�on” (9(1); and “Every individual shall 
have the right to express and disseminate his opinion 
within the law.” (9(2). 

The ACHPR has also adopted several resolu�ons 
aimed at promo�ng the right to informa�on and 
freedom of expression in Africa amongst which 
include; ACHPR/Res. 362 (LIX) 2016, adopted in 
Banjul on 4 November 2016. The resolu�on reaffirms 
the fundamental right to freedom of informa�on and 
expression enshrined under Ar�cle 9 of the African 
Charter on Human and People’s Rights and in other 
interna�onal human rights instruments and 
recognizes the role of the internet in advancing 
human and people’s rights in Africa. This resolu�on 
came at a cri�cal �me when the region was 
witnessing regular internet shutdowns which 
impacted directly on freedom of expression and 
access to informa�on.

Limita�ons on the Right to 
Freedom of Expression
Both the ICCPR and ACHPR have within their 
provisions, limita�ons to the rights to freedom of 
expression. Specifically, Ar�cle 19 (3) of the ICCPR 
notes that; the exercise of the rights provided for in 
paragraph 2 of this Ar�cle carries with it special 
du�es and responsibili�es. It may, therefore, be 
subject to certain restric�ons, but these shall only be 
such as are provided by law and are necessary: (a) For 
respect of the rights or reputa�ons of others; (b) For 
the protec�on of na�onal security or of public order 
(ordre public), or of public health or morals.19 
On 21 July 2011, the UN Human Rights Commi�ee 
adopted General Comment 34 on States par�es' 
obliga�ons under Ar�cle 19 of the (ICCPR), with 
guidance to States on what the freedoms of opinion 

and expression mean in prac�ce, and therefore 
strengthens the protec�on provided by interna�onal 
law. In reference to any restric�ons, General 
Comment 34 (para 35) highlights that “When a State 
party invokes a legi�mate ground for restric�on of 
freedom of expression, it must demonstrate in 
specific and individualized fashion the precise nature 
of the threat, and the necessity and propor�onality 
of the specific ac�on taken, in par�cular by 
establishing a direct and immediate connec�on 
between the expression and the threat”.20

In Uganda, the right to freedom of expression, like 
other rights are also limited within the Cons�tu�on 
by Ar�cle 43(1) which states that; (1) In the 
enjoyment of the rights and freedoms prescribed in 
this Chapter, no person shall prejudice the 
fundamental or other human rights and freedoms of 
others or the public interest. But as noted above, any 
limita�on must pass the three-part test as provided 
for under Ar�cle 19(3) of the ICCPR.
As a signatory to various interna�onal human rights 
instruments such as the Interna�onal Covenant on 
Civil and Poli�cal Rights, the African Charter on 
Human and Peoples’ Rights and having incorporated 
progressive ar�cles within the Cons�tu�on, 
specifically on the Bill of Rights, Uganda has a duty to 
promote and advance peoples’ fundamental human 
rights online, including access to and use of the 
internet through progressive legisla�on and 
prac�ces.

About the African Declara�on on 
Internet Rights and Freedoms
The African Declara�on on Internet Rights and 
Freedoms (AfDEC) is a Pan-African ini�a�ve to 
promote human rights standards and principles of 
openness in internet policy formula�on and 
implementa�on on the con�nent. The Declara�on is 
intended to elaborate on the principles which are 
necessary to uphold human and people’s rights on 
the Internet, and to cul�vate an Internet 
environment that can best meet Africa’s social and 
economic development needs and goals.
The Declara�on builds on well-established African 
human rights documents including the African 
Charter on Human and Peoples’ Rights of 1981, the 

Windhoek Declara�on on Promo�ng an Independent 
and Pluralis�c African Press of 1991, the African 
Charter on Broadcas�ng of 2001, the Declara�on of 
Principles on Freedom of Expression in Africa of 
2002, and the African Pla�orm on Access to 
Informa�on Declara�on of 2011.

The Declara�on has iden�fied 13 key principles that

 include; Openness; Internet Access and Affordability; 
Freedom of Expression; Right to Informa�on; 
Freedom of Assembly and Associa�on on the 
Internet; Cultural and Linguis�c Diversity; Right to 
Development and Access to Knowledge; Privacy and 
Personal Data Protec�on; Security, Stability, and 
Resilience of the Internet; Marginalised Groups at 
Risk; Due Process; Democra�c Mul�-stakeholder 
Internet Governance; and Gender Equity.

This report, therefore, provides an assessment of 
Uganda’s Compliance with 11 out of the 13 Principles 
of the African Declara�on on Internet Rights and 
Freedoms. The report examines both the legal 
environment (laws and policies) and prac�ces by the 
state regarding internet freedom and rights.

Findings: Uganda’s Compliance 
to the AfDEC Principles

Openness
The AfDEC Principle on Openness requires that the 
Internet should have an open and distributed 
architecture and should con�nue to be based on 
open standards and applica�on interfaces and 
guarantee interoperability so as to enable a common 
exchange of informa�on and informa�on.

In 2014, the government, through the Na�onal 
Informa�on Technology Authority, issued guidelines 
for developing government websites that 
emphasized the need to use open standard-based 
tools and technologies for the development of 
websites as well as content to ensure interoperability 
and accessibility of websites. The web guidelines 
adhered to the Web Content Accessibility Guidelines 
(WCAG) of the World Wide Web Consor�um (W3C). 
W3C is an interna�onal body working towards 
defining standards in web technologies and formats 
for publishing content on the web.21

Sec�on 1.4 of Guidelines on Development and 
Management of Government Websites requires all 
government MDAs to “consider the needs of a broad 
spectrum of visitors, including the general public, 
specialised audiences, people with disabili�es, those 
without access to advanced technologies, and those 
with limited English proficiency and ICT skills.”

However, a 2007 survey on Web Accessibility in 
Uganda22 established that 100% of the government 
websites whose webmasters responded to the 
survey were not accessible to users with visual 
disabili�es. Addi�onally, the majority of government 
MDA websites are in English, making them 
inaccessible to many Ugandans who cannot read and 
write in this language.23

The Openness principle also seeks to advance the 
principle of network neutrality, which requires that 
all data on the Internet must be treated in an equal 
and non-discriminatory manner, and shall not be 
charged differen�ally, according to user, content, 
site, pla�orm, applica�on, type of a�ached 
equipment, and modes of communica�on.

However, it has been reported that Uganda does not 

have robust and implementable legal protec�ons for net neutrality24, and because of this, both the government 
and telecom companies have violated the principle in the past, with �ered pricing of the communica�on 
services and social media blocking.25 In 2005, UCC passed the Telecommunica�ons (Tariffs and Accoun�ng) 
Regula�ons,26 to regulate the pricing of telecommunica�ons services and accoun�ng by telecommunica�ons 
operators. Unfortunately, as noted earlier, the regula�ons are largely unenforceable.
The AfDEC Principle on Openness also demands that there should be no special privileges for, or obstacles 
against, the exchange of informa�on online or any party or content on economic, social, cultural or poli�cal 
grounds.

There have been a number of policies and prac�ces that have however served to undermine these principles. 
Specifically, the passage of the Uganda Excise Duty (Amendment) Bill 2018, which introduced taxa�on of 
“over-the-top” (OTT) services, and raised taxes on other telecommunica�ons services violated this principle 
which requires service providers to treat all internet traffic equally, and not block or thro�le access to online 
content and services. 

According to figures from the UCC, the number of subscribers reduced by two and a half million from 16 million 
to 13.5 million subscribers between July and September 2018. The same trend was noted in the amount of 
revenue falling from Uganda Shillings (UGX) 5.6 billion in July 2018, to UGX 3.96 billion in September 2018 (see 
table below). 

Recommenda�ons
1. The Government of Uganda should consider the expansion of the scope of the guidelines27 for 

developing and managing government websites to cover the private sector.
2. Given the nega�ve impact that the OTT tax has had on the ability of the majority of users to access and 

use the internet, the government should consider amending the Excise Duty (Amendment) law to 
consider other avenues of raising revenue rather than imposing a tax on the internet. 

Internet Access and Affordability

Access to the Internet plays a vital role in the full 
realiza�on of human development and facilitates the 
exercise and enjoyment of a number of human rights 
and freedoms, including the right to freedom of 
expression and informa�on, the right to educa�on, 
the right to assembly and associa�on, the right to full 
par�cipa�on in social, cultural and poli�cal life and 
the right to social and economic development.

Accordingly, access and affordability policies and 
regula�ons that foster universal and equal access to 
the Internet, including fair and transparent market 
regula�on, universal service requirements and 
licensing agreements, must be adopted, according to 
the AfDEC. 

The government has put up various policies and 
strategies in place in order to foster a conducive 
environment through which users can maximize the 
social and economic benefits enabled by ICT.

In 2014, the government passed the Na�onal 
Informa�on and Communica�ons Technology Policy, 
with broad policy objec�ves of; building a 
knowledge-based human capital; promo�ng 
innova�on in economic and social systems; 
expanding ICT infrastructure and its integra�on 
throughout the country; deepening u�liza�on of ICT 
services by government, private sector, 
Non-Government Organiza�ons and ci�zenry; 
enhancing research and innova�on in ICT products, 
applica�ons, and services; and improving ICT 
governance and environment in Uganda.28

Addi�onally, Uganda’s Na�onal Vision 2040 very 
clearly iden�fies ICT access and u�liza�on not just as 
a cross-cu�ng development enabler but also as a 
major business opportunity. This provides the 
highest policy level underpinning to the impera�ve 
for universality of ICT in Uganda.29

The AfDEC principle also calls for the establishment 
of na�onal and regional Internet exchange points 

(IXPs) to ra�onalize and reduce the cost of Internet 
traffic at na�onal, local and sub-regional levels, as 
well as addressing the gender digital divide, with 
factors such as level of employment, educa�on, 
poverty, literacy and geographical loca�on resul�ng 
in African women having lower levels of access than 
men.

In 2016, the government is reported to have 
embarked on the provision of “free internet access” 
to residents within the capital city, Kampala through 
the MYUG, a new applica�on that has been 
developed by the Na�onal Informa�on and 
Communica�ons Technology (NITAU).30 The services 
have however experienced some challenges and 
don’t cover all the intended hotspots as had been 
envisaged.31 

Addi�onally, in December 2019, MTN, the largest 
telecommunica�on service provider in Uganda also 
announced the introduc�on of a range of data 
bundles that do not expire32, a�er many complaints 
from clients for loss of unused internet bundles. 
Previously, customer internet bundles would expire 
a�er 24 hours.

It is also refreshing to note that within the new 
guidelines for the Rural Communica�on 
Development Fund (RCDFII)33, the government has 
commi�ed to improving on the Connec�vity, Access, 
Affordability, and Equity for the target groups.

To date, UCC through RCDF has implemented ICT 
Computer Labs in over 1000 Secondary Schools, 
Ter�ary ins�tu�ons and Universi�es.34 The schools 
with Computer laboratory infrastructure have also 
acted as a pla�orm to provide digital literacy skills to 
the communi�es around the schools, which has 
drama�cally reduced the digital divide in the country

The Na�onal Broadband Strategy for Uganda35 
(2016-2020) defines the minimum requirements for 
high-speed transmission and access for voice, data, 

and video to homes and businesses and sets the 
target to be achieved within the five-year period. 
Some of the key targets defined for the five-year 
period include raising the minimum broadband 
speeds from 512kbps (in 2014/15) to 3Mbps and 
reducing the cost per Mbps of broadband in rela�on 
to average income by 10%. The strategy also seeks to 
achieve 100% broadband connec�vity at all district 
and sub-county headquarters, health centre IVs, 
ter�ary ins�tu�ons and secondary schools by 2020.36

Unfortunately, internet access and affordability is 
s�ll a challenge for large sec�ons of the popula�on 
especially the poor, rural popula�ons, women, and 
persons with disabili�es. This is because while 
internet access has become more affordable, 
par�cularly on mobile phones, costs are s�ll 
expensive for many Ugandans.37 Within East Africa, 
Ugandans are reported to be paying the highest 
prices to access mobile internet, at an average of 
$4.69 (Shs 17, 231) for 1GB [gigabyte] of data, 
compared to her neighbors in Rwanda who are 
paying an average of $0.56 or (Shs 2,057) for 1GB of 
data, with Burundi and Kenya, paying $2 (Shs7,344) 
and $2.73 (Shs10,024) for 1GB, respec�vely.38 The 
introduc�on of a daily UGX 200 (USD $0.05) tax on 
social media use in July 2018 is reported to have le� 
millions unconnected due to the increased costs.39 

Other factors that have affected access and 
affordability include limited access to electricity as it 
is mostly concentrated in urban areas and further 
impedes access to ICTs.40

Recommenda�ons
1. The government should review and expedite 

the full implementa�on of the Na�onal 
Broadband Strategy, which expires within 
less than a year, 2020.

2. The government should expand the free 
Wi-Fi program to other areas outside of 
Kampala and Entebbe. 

3. The government should work with and 
incen�vize telecommunica�on companies to 
provide special rates for the rural poor so as 
to reduce the costs of mobile internet in the 
country.

4. Review the revenue collec�on concept as the 
OTT tax has definitely had a nega�ve effect 
on both revenue and internet access and 
affordability.

Freedom of Expression

Principle 3 of the African Declara�on on Internet 
Rights and Freedoms notes that; “Everyone has the 
right to hold opinions without interferences. 
Everyone has a right to freedom of expression which 
includes the freedom to seek, receive, impart 
informa�on and ideas of all kinds through the 
internet and digital technologies, regardless of 
fron�ers”. The principle acknowledges the 
non-absoluteness of the rights but however notes 
that any restric�ons must be provided for by law, 
pursue a legi�mate aim as expressly listed under 
interna�onal law. 

In Uganda, the right to freedom of expression, and 

access to informa�on are provided for under the 
Cons�tu�on41, and although not explicitly defined 
within the cons�tu�on, this right includes the 
“freedom to seek, receive and impart informa�on 
and ideas of all kinds, regardless of fron�ers, either 
orally, in wri�ng or in print, in the form of art, or 
through any other media (including the internet) of 
his choice.”42 

Although the right to freedom of expression, 
especially online, like many others is not absolute, 
under both interna�onal law and the Ugandan 
Cons�tu�on, the AfDEC notes that “Content 
blocking, filtering, removal and other technical or 
legal limits on access to content cons�tute serious 
restric�ons on freedom of expression and can only 
be jus�fied if they strictly comply with interna�onal 
human rights law, which says that any restric�ons 
should be; (a) Prescribed by law; (b) Serve a 
legi�mate purpose for the protec�on of reputa�on, 
na�onal security, public order, public health or 
morals; and, (c)  It must be necessary to achieve the 
prescribed purpose.43

However, at the height of what came to be known as 
the Arab Spring, the government is reported to have 
ordered Telecom companies to block and regulate 
text messages that could ins�gate hatred, violence, 
and unrest during the presiden�al elec�on period, 
February 2011.44 A few months later, in April 2011, 
UCC instructed ISPs to temporarily block access to 
Facebook and Twi�er for 24 hours “to eliminate the 
connec�on and sharing of informa�on that incites 
the public.” The order came in the heat of the ‘walk 
to work’ protests in various towns over rising fuel and 
food prices.45

In 2016, there were to be two addi�onal episodes of 
internet shutdowns, in February 2016 during the 
elec�ons and May 2016, during the swearing-in of 
the President. In ordering the shutdowns, the 
government cited na�onal security concerns as the 
main reason. The president is reported to have told 
journalists that he ordered the shutdowns because; 
“Steps must be taken for security to stop so many 
ge�ng in trouble, it is temporary because some 

people use those pathways for telling lies,”46

The AfDEC principle on Freedom of Expression also 
requires that “No-one should be held liable for 
content on the Internet of which they are not the 
author” and seeks to limit the liability of 
intermediaries. Under sec�on 29 of the 2011 
Electronic Transac�ons Act,  intermediaries are 
protected from any liability on content shared by 
third par�es, sta�ng that “a service provider shall not 
be subject to civil or criminal liability in respect of 
third-party material which is in the form of electronic 
records to which he or she merely provides access.”47 
This is a posi�ve provision that should be protected 
by the state.

The AfDEC Principle on Freedom of Expression also 
emphasizes the important role that a safe and secure 
opera�ng environment for internet users if they are 
to meaningfully par�cipate in online expression – 
sharing opinions and ideas. The government has put 
in place a number of commendable measures to curb 
online, safety especially among children and youths. 
The Computer Misuse Act (2011) under sec�on 23 
criminalizes child online sexual exploita�on. This 
scope covers any person who par�cipates in the 
development, sharing, transmission or storage of 
child sexual abuse material.48

 
In addi�on, the Na�onal Informa�on Technology 
Authority – Uganda (NITA-U) in collabora�on with 
the Internet Society Uganda Chapter led to the 
development of an Online Safety Educa�on Toolkit as 
a useful and convenient learning resource for 
children and youth on how best to stay safe online in 
their daily use of the internet.49

The same Act also criminalizes cyber harassment 
(Art. 23), offensive communica�on (Art. 24) as well as 
cyberstalking (Art. 26). Specifically, Ar�cle 26 states 
that; “Any person who willfully, maliciously, and 
repeatedly uses electronic communica�on to harass 
another person and makes a threat with the intent to 
place that person in reasonable fear for his or her 
safety or to a member of that person's immediate 

family commits the crime of cyberstalking and is 
liable on convic�on to a fine not exceeding one 
hundred and twenty currency points or 
imprisonment not exceeding five years or both.”

Unfortunately, the majority of those affected, 
especially the vic�ms whose pictures and videos 
have been leaked online are the first persons to be 
interrogated by law enforcement agencies. In 2018, 
when Ugandan model Judith Heard had her pictures 
published without her consent, she not only found 
herself under arrest but also under a�ack in the 
media and online.50

Recommenda�ons

1. The government should ensure that any 
orders to shut or slow down the internet 
must be done in accordance with the law and 
due process should be followed as laid down 
in Ar�cle 3 of the AfDEC Principle and other 
interna�onal human rights laws.

2. The government should amend laws, such as 
the Computer Misuse Act, to bring them into 
line with Uganda’s cons�tu�on and its 
obliga�ons under interna�onal law regarding 
freedom of expression and access to 
informa�on.

Right to Informa�on
This AfDEc principle notes that “The Internet offers 
new opportuni�es to access informa�on, and for 
governments to communicate with people, using 
open data. Open data and new forms of online 
consulta�on can empower people to take a more 
ac�ve part in public affairs.

Data and informa�on held by governments should be 

made publicly accessible, including being released 
proac�vely and rou�nely, except where legi�mate 
grounds for restric�ng access comply with the rule of 
law, including relevant freedom of informa�on 
legisla�on.

Freedom of informa�on is an integral part of the 
fundamental right of freedom of expression, as 
recognized by Resolu�on 59 of the United Na�ons 
General Assembly adopted in 1946, as well as by 
Ar�cle 19 of the Universal Declara�on of Human 
Rights (1948), which states that Everyone has the 
right to freedom of opinion and expression; this right 
includes freedom to hold opinions without 
interference and to seek, receive and impart 
information and ideas through any media and 
regardless of frontiers”.

Although the 1995 Cons�tu�on of the Republic of 
Uganda guarantees the right of access to 
informa�on,51 with an enabling Act and regula�ons 
providing for the same, the spirit of the current 
legisla�on is more restric�ve, with ci�zens required 
to submit informa�on requests as opposed to 
requiring informa�on officers to proac�vely 
disseminate informa�on.

In 2014, the Government of Uganda with support 
from civil society (AFIC and CIPESA) established an 
online portal for receiving and responding to 
informa�on requests52. However, despite being a 
great ini�a�ve, AFIC’s recent analysis of the pla�orm 
indicated that since 2014, the pla�orm has 6,123 
users registered, 4,059 requests were made to 110 
MDAs. Of 4,059 requests, 80.9% were awai�ng a 
response, 5.2 % were under review, and only 4.5% 
had been par�ally responded to, while 4.3% were 
successful, in that order.

The AfDEC requires exis�ng obliga�on on public 
bodies to share all informa�on produced with the 

support of public funds, subject only to clearly 
defined rules set out in law, as established by the 
Declara�on of Principles on Freedom of Expression in 
Africa, shall extend to the proac�ve release of such 
informa�on on the Internet in openly licensed, freely 
re-usable formats.

According to sec�on 3 (d) of the Access to 
Informa�on Act, every ci�zen is supposed to access 
informa�on easily and in a �mely manner. The Act 
provides for a maximum of 21 days within which a 
ci�zen’s informa�on request is responded to. 
However, the delayed release of informa�on due to 
fear and/or bureaucracy coupled with ignorance 
have made the right to informa�on imprac�cable in 
some circumstances.53

Addi�onally, while ar�cle 41 o�he Ugandan 
Cons�tu�on provides for the right of access to 
informa�on with two excep�ons: where the release 
of the informa�on is likely to prejudice the security 
or sovereignty of the State or interfere with the right 
to privacy of any other person, the Access to 
Informa�on Law, itself in Part III (sec�on 23 - 34) lists 
exemp�ons which are too wide in scope and 
contradict the cons�tu�on. These exemp�ons, which 
include cabinet minutes and those of its commi�ees, 
limit the enjoyment of the right to informa�on by 
restric�ng access to vital records.54

Recommenda�ons
1. The government should amend the 

retrogressive restric�ons within the enabling 
laws such as the Access to Informa�on Act, 
and the Official Secrets Act that undermine 
proac�ve disclosure of informa�on, 
especially online.

2. The government should equip their staff with 
the skills and knowledge as well as tools to 
proac�vely use online pla�orms to share 
data held by government public bodies.

3. Parliament should amend the Access to 
Informa�on Act to provide for online 
informa�on requests

4. Government should undertake promo�onal 

measures for the effec�ve implementa�on 
of the Access to Informa�on Act

5. The Uganda Human Rights Commission 
should undertake measures to promote 
ci�zens’ enjoyment of their right to 
informa�on through online and offline 
channels. 

Freedom of Assembly and 
Associa�on and the Internet
This AfDEC principle states that; “Everyone has the 
right to use the Internet and digital technologies in 
rela�on to freedom of assembly and associa�on, 
including through social networks and pla�orms. It 
further notes; “The Internet can augment the 
opportuni�es and capabili�es of individuals and 
groups to form associa�ons and to manage 
organiza�ons and associa�ons.”

Addi�onally, “It can increase the membership and 
reach of associa�ons by allowing groups of people to 
communicate despite physical boundaries. It 
provides new tools for those organizing assemblies 
offline, as well as the possibility of conduc�ng 
assemblies and protests online.”

African states are therefore called upon to limit the 
shu�ng down or blocking of access to social 
networking pla�orms, and in fact, the Internet in 
general, as these ac�ons cons�tute direct 
interference with this right. 

But as highlighted above, under Freedom of 
Expression, the government has on several occasions 
been reported to have ordered the shutdown of the 
internet and access to other social media pla�orms 
such as Facebook, Twi�er, and WhatsApp, greatly 
affec�ng ci�zens access and use of the internet.

Recommenda�ons
1. Any a�empts by the Government should be 

done within the parameters of interna�onal 
human rights law - (a) Prescribed by law; (b) 
Serve a legi�mate purpose for protec�on of 
reputa�on, na�onal security, public order, 

public health or morals; and, (c)  It must be 
necessary to achieve the prescribed 
purpose.55 

2. The government should con�nue with efforts 
to expand access and affordability of the 
internet and digital technologies to a wider 
majority of the popula�on for them to enjoy 
the benefits brought about by these 
technological advances, including freedom of 
assembly and associa�on. 

Cultural and Linguis�c Diversity
This AfDEC Principle is cognizant of the rich linguis�c 
and cultural diversity which exists on the African 
con�nent and calls for its promo�on, especially 
online. Specifically, the principle calls upon states to 
put in place comprehensive policies, and alloca�on of 
resources, to support the development and use of 
tools to facilitate linguis�c diversity on the Internet. 
This includes the promo�on of technology and 
content required to access and use domain names, 
so�ware, services, and content in all languages and 
scripts. 

In 2006, Uganda passed the Na�onal Culture Policy 
that sought to among other things; To promote and 
strengthen Uganda’s diverse cultural iden��es; 
enhance social cohesion, collabora�on, and 
par�cipa�on of all people in cultural life; promote 
community ac�on on cultural prac�ces that promote 
and that impinge on human dignity; and conserve, 
protect and promote Uganda’s tangible and 
intangible cultural heritage.56

Government also commi�ed to foster the crea�on of 
varied local and na�onal content, including that 
available in the language of users, and give 
recogni�on and support to ICT-based work in all 
ar�s�c fields through public/private partnerships as 
well as support efforts to develop and use ICTs for 
the preserva�on of natural and, cultural heritage, 
keeping ICT accessible as a living part of today’s 
culture through the Na�onal ICT Policy of 2014.57 

The government also commi�ed to developing 
systems that ensure con�nued access to archived 
digital informa�on and mul�media content in digital 
repositories, and support archives, cultural 

collec�ons, and libraries58

There has however been very slow progress in the 
promo�on of indigenous languages online as only a 
few local languages are represented online. For 
example, news on websites owned by the Vision 
group is only available in four local languages (out of 
40 languages and 56 na�ve dialects) Bukedde 
(Luganda); Etop (Ateso); Rupiny (Acholi) and Orumuri 
(Runyankore).59 

According to the 2018 Freedom House report on 
Internet freedom in Uganda, the Google Uganda 
domain is available in five local languages, while the 
Firefox web browser can be accessed in two 
languages, Luganda and Acholi. The report notes that 
as of early 2018, Wikipedia can be accessed in 
Luganda, with about 1,000 ar�cles translated.60 

Recommenda�ons
1. The government should work with key 

providers – Google, Firefox and others to 
have more local languages on their domains

2. The government should expedite the 
implementa�on of Na�onal ICT Policy, 2014, 
especially the provisions of culture diversity

Right to Development and 
Access to Knowledge
The AfDEC Principle notes that “Developing media 
and informa�on literacy is essen�al in ensuring that 
consumers of media products have the skills to find 
evaluate and engage with various types of 
informa�on, including those relevant for their social, 
economic, cultural and poli�cal development.

The principle also calls upon the government to 
priori�es policies that improve girls’ access to quality 
educa�on and ICT, gender mainstreaming in Science, 
Technology, Engineering and Mathema�cs (STEM) 
policies, and family-friendly policies in STEM 
workplaces.
In 2017, the Ministry of ICT and Na�onal Guidance 
embarked on the Digital Vision Uganda ini�a�ve61 

that aims to leverage technological innova�ons to 
meet various na�onal and interna�onal goals 
including universal inclusion, sustainable 
development, economic progress, and poverty 
eradica�on. 

This campaign aims to achieve a unified ac�on plan 
that draws on various ini�a�ves from all sectors and 
focuses on technology-based empowerment, thus 
fostering relevant ICT use62. While the Digital Vision 
Uganda campaign aims to address per�nent ICT 
development issues that will improve ICT access, 
usage and, penetra�on, the strategy is s�ll under 
development with implementa�on yet to start.63

Recommenda�ons
1. The government should fully implement the 

Digital Vision Uganda campaign and other 
policy frameworks, including the ICT policy, 
broadband policy.

Privacy and Personal Data 
Protec�on
The growth and penetra�on of informa�on and 
communica�on technologies, especially the internet 
partly aided by an increase in mobile phone 
subscrip�ons and increased use of smartphones has 
resulted in increased collec�on, processing and 
sharing of personal biometric data, including by 
business enterprises. Unfortunately, many internet 
users are not aware of the implica�ons of their use of 
the web and how their rights are compromised by 
their internet usage or how their data is 
automa�cally gathered or processed without their 
knowledge and sold or linked with other sources to 
produce a complex record of several aspects of their 
lives.64

AfDEC Principles requires that “Personal data or 
informa�on shall only be collected and/or processed 

by states and non-state actors such as access 
providers, mail providers, hosts, and other 
intermediaries, in compliance with well-established 
data protec�on principles, including the following: 
personal data or informa�on must be processed 
fairly and lawfully; personal data or informa�on must 
be obtained only for one or more specified and lawful 
purposes; among others. 

Although the Uganda Cons�tu�on provides for the 
right to privacy and data protec�on65, it wasn’t un�l 
December 2018 that parliament passed the Privacy 
and Data Protec�on Act that was assented to by the 
President in February 2019.66

The principle notes that “Mass or indiscriminate 
surveillance of individuals or the monitoring of their 
communica�ons, cons�tutes a dispropor�onate 
interference, and thus a viola�on, of the right to 
privacy, freedom of expression and other human 
rights”. 

It is further noted that “targeted surveillance of 
online communica�ons must be governed by clear 
and transparent laws which, at a minimum, comply 
with the following basic principles: first, 
communica�ons surveillance must be both targeted 
and based on reasonable suspicion of commission or 
involvement in the commission of serious crime; 
second, communica�ons surveillance must be 
judicially authorized and individuals placed under 
surveillance must be no�fied that their 
communica�ons have been monitored as soon as 
prac�cable a�er the conclusion of the surveillance 
opera�on; third, the applica�on of surveillance laws 
must be subject to strong parliamentary oversight to 
prevent abuse and ensure the accountability of 
intelligence services and law enforcement agencies.”

Unfortunately, once again the legal environment and 
prac�ces regarding communica�on surveillance and 
intercep�on of communica�on in Uganda go against 
the provisions of the principle. 

The Regula�on of Intercep�on of Communica�ons 
Act, 201067 provides for lawful intercep�on and 
monitoring of communica�ons in the course of their 
transmission through telecommunica�ons, postal or 
any other related services or systems in Uganda. 
Specifically, Sec�on 8 of this Act requires service 
providers to ensure that their telecommunica�on 
systems are always technically capable of suppor�ng 
lawful intercep�on. 

The right to privacy is further limited by the 
An�-Terrorism Act, 2002, which provides for 
intercep�on of communica�ons, specifically, sec�on 
19 (1) which states that “… an authorized officer shall 
have the right to intercept the communica�ons or a 
person and otherwise conduct surveillance of a 
person under this Act.”

Recommenda�ons
1. Expedite the implementa�on of the Data 

Protec�on Act 
2. Reduce the opportuni�es for mass 

surveillance to guard against infringement 
on peoples’ right to privacy and protec�on of 
their personal data.

3. Review and harmonize the laws that provide 
for the surveillance and intercep�on of 
communica�on in view of the new data 
protec�on law provisions.

Security, Stability and Resilience 
of the Internet
The principle requires that everyone has the right to 
enjoy secure connec�ons to and on the Internet 
including protec�ng from services and protocols that 
threaten the security, stability, and resilience of the 
Internet.

States are therefore urged to recognize in their 
legisla�on and prac�ces that encryp�on is a basic 
requirement for the protec�on of the confiden�ality 
and security of informa�on. States should promote 

end-to-end encryp�on as the basic standard for the 
protec�on of the rights to freedom of expression and 
privacy online and promote the use of open-source 
so�ware.

However sec�on 10 of the Regula�on of Intercep�on 
of Communica�ons Act 2010, provides for disclosure 
of protected (encrypted) informa�on with failure to 
comply with the disclosure no�ce a�rac�ng a fine 
not exceeding one hundred and twenty currency 
points or to imprisonment for a period not exceeding 
five years, or both upon convic�on.
 
Although a January 2019 report on the State of 
Privacy in Uganda68 by Privacy Interna�onal notes 
that there does not appear to be any restric�on on 
the use of encryp�on in Uganda. And that the use of 
end-to-end encrypted messaging applica�ons, 
par�cularly WhatsApp, are popular.

Recommenda�ons
1. The government should consider repealing 

sec�on 10 of the RICA that criminalizes the 
failure to disclose encrypted informa�on.

Marginalized Groups and Groups at Risk
Despite the recent advances in the ICT and internet, 
with a greater number of people now having access 
to and using these, many marginalized groups of 
people, including persons with disabili�es, rural 
communi�es, the elderly, and women s�ll find it hard 
to access and use digital technologies and thus 
con�nue to miss out on the benefits that the 
technologies bring.

Several factors, including high literacy levels, the 
s�ll-high costs of the internet, poor implementa�on 
of enabling policies among others.

Under this principle, states and non-state actors are 
required to respect and protect the right of all 

individuals to have access to and use the Internet. 
However, recent prac�ces, including the introduc�on 
of the OTT tax have instead served to widen the 
digital divide gap. It has been reported that the social 
media tax has raised the internet connec�on costs by 
10% for Uganda’s poorest residents, and in turn le� 
them with less access to informa�on.69

 
The situa�on is however much worse for persons 
with disabili�es, as the costs of assis�ve technologies 
that would aid them access to and use the internet 
and other ICT is quite high.70 

Recommenda�ons
1. Review and consider amending the social 

media tax to reduce the exclusion
2. Reduce ICT access costs for marginalized 

groups, especially the elderly and persons 
with disabili�es

3. Introduce incen�ves to services providers to 
expand their networks to rural areas

Gender Equality
As earlier discussed, women are among the 
marginalized groups that con�nue to lag behind 
when accessing and using ICT, especially the internet. 
A survey carried out in 2014 by the Uganda 
Communica�ons Commission found that only 6% of 
women in Uganda are online. And only 21% of 
women reported having used the internet, versus 
61% for men.71 

Like the other marginalized groups, the gender gap in 
internet access is also perpetuated by several factors 
including limited access to the internet, lack of digital 
skills and empowerment of women, affordability of 
ICT services especially broadband connec�vity, 

relevant content as well as safety of women online.72

The AfDEC principle on gender equity calls upon key 
stakeholders to ensure that the processes and 
mechanisms that enable the full, ac�ve and equal 
par�cipa�on of women and girls in decision making 
about how the Internet is shaped and governed are 
developed and strengthened.

Recommenda�ons
1. The laws enacted and any bill to be passed 

must-have women’s unique perspec�ves 
and views integrated to produce a robust law 
that is gender-sensi�ve73

2. Women should be trained and skilled in how 
to access and use the internet safely and 
securely

3. The government should set up a Monitoring 
and Evalua�on Framework for all gender and 
ICT policies so that actual benefit accrues to 
the common person74

Conclusion
There indeed some posi�ve steps, especially the legal 
framework that Uganda has adopted to ensure 
compliance to the key principles as laid out in the 
African Declara�on on Internet Rights and Freedoms 
– including the ICT Policies, the Access to Informa�on 
Laws, the Cons�tu�onal provisions, the Data 
Protec�on Act, the Income Tax Act of 2018 that 
introduced the social media tax among others. There 
are however other laws whose provisions are quite 
retrogressive and these need to be amended, 
especially those that infringe on privacy and personal 
data protec�on such as the Regula�on of 
Intercep�on of Communica�ons Act, the Computer 
Misuse Act among others.
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Introduc�on

The Internet is considered the most disrup�ve 
informa�on and communica�on technology that has 
revolu�onized the free flow of informa�on between 
individuals by offering anyone with an Internet 
connec�on, the ability to gather and disseminate 
news, informa�on, and opinions.1 

In the light of its accessibility and its capacity to store 
and communicate vast amounts of informa�on, the 
Internet plays an important role in enhancing the 
public’s access to news and facilita�ng the 
dissemina�on of informa�on in general.2

As of December 2018, Uganda had an es�mated 19 
million internet users, about 42% of the total 
popula�on.3 This growth in internet penetra�on has 
partly been aided by the increase in mobile telephony 
penetra�on which stood at 22 million subscribers, 
with almost 10 million accessing the internet through 
the mobile as of June 2018.4

The internet is helping develop spaces that can 
empower people, helping them communicate, 
collaborate and exchange views and informa�on, and 
this represents, the ‘democra�za�on’ of freedom of 
expression as it is no longer necessary to rely upon 
professional journalists or gatekeepers to act as public 
spokespeople for our views.5

Uganda has passed several laws and policies, some of 
which contain progressive provisions that advance the 
rights to freedom of expression. Principally, the right 
to freedom of expression and access to informa�on is 
cons�tu�onally guaranteed under Ar�cles 29 (1) (a) 
and 41, respec�vely. Other legal framework include; 

the Access to Informa�on Act, 2005 that seeks to 
promote an efficient, effec�ve, transparent and 
accountable government as well as to give effect to 
Ar�cle 41 of the Cons�tu�on by providing the right of 
access to informa�on held by organs of the State; the 
Computer Misuse Act, 2011 that seeks to make 
provision for the safety and security of electronic 
transac�ons and informa�on systems; to prevent 
unlawful access, abuse or misuse of informa�on 
systems6; the Uganda Communica�ons Commission 
(UCC) Act, 2013 that mandates the Commission, 
under Sec�on 5(L) to promote research into the 
development and use of new communica�ons 
techniques and technologies, including those which 
promote accessibility to communica�ons services for 
persons with disabili�es, as well as the Uganda 
Na�onal Vision 2040 which clearly iden�fies ICT 
access and u�liza�on not just as a cross-cu�ng 
development enabler but also as a major business 
opportunity, providing the highest policy level 
underpinning to the impera�ve for universality of ICT 
in Uganda.7

Unfortunately, even with these progressive legal 
frameworks, there are a number of other laws, 
policies, and prac�ces that have been adopted and 
have had a nega�ve effect on the ci�zens’ enjoyment 
of their rights to freedom of expression and online 
expression; for example, the An�-Terrorism Act of 
2002, under which intercep�on of communica�ons 
may be conducted on grounds such as safeguarding of 
the public interest; preven�on of the viola�on of the 
fundamental and other human rights and freedoms of 
any person from terrorism; preven�on or detec�ng 
the commission of any offence; and safeguarding the 
na�onal economy from terrorism,8 the 2011 
Computer Misuse Act, which criminalised cyber 
harassment (sec�on 24)  and “offensive 
communica�on under sec�on 25. 

Addi�onally, several provisions within these laws 
have been used to increasingly put pressure on 
private actors to censor content which the state 
deems illegal or simply “harmful to na�onal 
security.”9 

In 2016, UCC ordered the shutdown of internet 
access on the eve of the presiden�al elec�ons vo�ng 
day in February, ci�ng “na�onal security”, as well as 
during the inaugura�on in May 2016, affec�ng social 
media pla�orms including Facebook, Whatsapp, 
Twi�er, and mobile money transfer services.10

In April 2018, the Ugandan communica�ons 
regulator directed online data communica�on 
service providers, that include; online publishers, 
online news pla�orms and online radio and 
television operators, to apply and obtain 
authorisa�on from the commission within a period of 
one month or risk having their websites and/or 
streams being blocked by Internet Service Providers 
(ISPs).11 The regulator later published a list of the 
licenced providers, who were each required to pay 
USD 20. 

On 29, April 2019, UCC ordered internet service 
providers to shut down all unauthorized news sites 
following a direc�ve requiring online data 
communica�on service providers, including 
publishers, news pla�orms, radio and television 
operators to obtain authoriza�on.12

Later in 2019, another direc�ve was issued by UCC 
requiring all “online publishers and influencers who 
have reached a capacity of sharing communica�on 
content and also using the online publica�on for 
commercial business” to register with regulator and 
pay a USD 20 levy.13

In May 2017, a famous movie translator, Marysmats 
Matovu alias VJ Junior and his colleague, Geoffrey 
Bbosa, were arrested and charged with cyber 
harassment and offensive communica�on based on 
allegedly provoca�ve messages sent in a group 
message chain about the Uganda Film Producers 
Associa�on.14

Interna�onal Legal Framework 
on Internet Rights and Freedom
The right to freedom of expression (including on the 
internet) has been provided for under Ar�cle 19 of 
the Universal Declara�on of Human Rights, that 
states that; “Everyone has the right to freedom of 
opinion and expression; this right includes freedom 
to hold opinions without interference and to seek, 
receive and impart informa�on and ideas through 
any media and regardless of fron�ers.”15 

This right is further ar�culated within Ar�cle 19 (2) of 
the Interna�onal Covenant on Civil and Poli�cal 
Rights (ICCPR), sta�ng that; Everyone shall have the 
right to freedom of expression; this right shall include 
freedom to seek, receive and impart informa�on and 
ideas of all kinds, regardless of fron�ers, either 
orally, in wri�ng or in print, in the form of art, or 
through any other media of his choice. 

The General Comment 34 on State par�es’ 
obliga�ons under Ar�cle 19 of the Interna�onal 
Covenant on Civil and Poli�cal Rights adopted on July 
21, 2011 holds that the same rights an individual 
enjoys on line must be the same rights enjoyed 
online16. 

In 2016, the United Na�ons passed a non-binding 
resolu�on on “the promo�on, protec�on, and 
enjoyment of human rights on the Internet.”17 The 
resolu�on specifically condemns measures to 
prevent or disrupt access and calls on all States to 
refrain from and cease such measures. It further 
recognizes the importance of access to informa�on 
and privacy online for the realiza�on of the right to 
freedom of expression and to hold opinions without 
interference.18

Although there is no express right of access to the 
internet under interna�onal law, the 2016 United 
Na�ons Resolu�on urges states to “consider 
formula�ng, through transparent and inclusive 

processes with all stakeholders, and adop�ng 
na�onal Internet-related public policies that have the 
objec�ve of universal access and enjoyment of 
human rights at their core.”

On the African con�nent, Ar�cle 9 of the African 
Charter on Human and Peoples’ Rights (ACHPR) 
states that; “Every individual shall have the right to 
receive informa�on” (9(1); and “Every individual shall 
have the right to express and disseminate his opinion 
within the law.” (9(2). 

The ACHPR has also adopted several resolu�ons 
aimed at promo�ng the right to informa�on and 
freedom of expression in Africa amongst which 
include; ACHPR/Res. 362 (LIX) 2016, adopted in 
Banjul on 4 November 2016. The resolu�on reaffirms 
the fundamental right to freedom of informa�on and 
expression enshrined under Ar�cle 9 of the African 
Charter on Human and People’s Rights and in other 
interna�onal human rights instruments and 
recognizes the role of the internet in advancing 
human and people’s rights in Africa. This resolu�on 
came at a cri�cal �me when the region was 
witnessing regular internet shutdowns which 
impacted directly on freedom of expression and 
access to informa�on.

Limita�ons on the Right to 
Freedom of Expression
Both the ICCPR and ACHPR have within their 
provisions, limita�ons to the rights to freedom of 
expression. Specifically, Ar�cle 19 (3) of the ICCPR 
notes that; the exercise of the rights provided for in 
paragraph 2 of this Ar�cle carries with it special 
du�es and responsibili�es. It may, therefore, be 
subject to certain restric�ons, but these shall only be 
such as are provided by law and are necessary: (a) For 
respect of the rights or reputa�ons of others; (b) For 
the protec�on of na�onal security or of public order 
(ordre public), or of public health or morals.19 
On 21 July 2011, the UN Human Rights Commi�ee 
adopted General Comment 34 on States par�es' 
obliga�ons under Ar�cle 19 of the (ICCPR), with 
guidance to States on what the freedoms of opinion 

and expression mean in prac�ce, and therefore 
strengthens the protec�on provided by interna�onal 
law. In reference to any restric�ons, General 
Comment 34 (para 35) highlights that “When a State 
party invokes a legi�mate ground for restric�on of 
freedom of expression, it must demonstrate in 
specific and individualized fashion the precise nature 
of the threat, and the necessity and propor�onality 
of the specific ac�on taken, in par�cular by 
establishing a direct and immediate connec�on 
between the expression and the threat”.20

In Uganda, the right to freedom of expression, like 
other rights are also limited within the Cons�tu�on 
by Ar�cle 43(1) which states that; (1) In the 
enjoyment of the rights and freedoms prescribed in 
this Chapter, no person shall prejudice the 
fundamental or other human rights and freedoms of 
others or the public interest. But as noted above, any 
limita�on must pass the three-part test as provided 
for under Ar�cle 19(3) of the ICCPR.
As a signatory to various interna�onal human rights 
instruments such as the Interna�onal Covenant on 
Civil and Poli�cal Rights, the African Charter on 
Human and Peoples’ Rights and having incorporated 
progressive ar�cles within the Cons�tu�on, 
specifically on the Bill of Rights, Uganda has a duty to 
promote and advance peoples’ fundamental human 
rights online, including access to and use of the 
internet through progressive legisla�on and 
prac�ces.

About the African Declara�on on 
Internet Rights and Freedoms
The African Declara�on on Internet Rights and 
Freedoms (AfDEC) is a Pan-African ini�a�ve to 
promote human rights standards and principles of 
openness in internet policy formula�on and 
implementa�on on the con�nent. The Declara�on is 
intended to elaborate on the principles which are 
necessary to uphold human and people’s rights on 
the Internet, and to cul�vate an Internet 
environment that can best meet Africa’s social and 
economic development needs and goals.
The Declara�on builds on well-established African 
human rights documents including the African 
Charter on Human and Peoples’ Rights of 1981, the 

Windhoek Declara�on on Promo�ng an Independent 
and Pluralis�c African Press of 1991, the African 
Charter on Broadcas�ng of 2001, the Declara�on of 
Principles on Freedom of Expression in Africa of 
2002, and the African Pla�orm on Access to 
Informa�on Declara�on of 2011.

The Declara�on has iden�fied 13 key principles that

 include; Openness; Internet Access and Affordability; 
Freedom of Expression; Right to Informa�on; 
Freedom of Assembly and Associa�on on the 
Internet; Cultural and Linguis�c Diversity; Right to 
Development and Access to Knowledge; Privacy and 
Personal Data Protec�on; Security, Stability, and 
Resilience of the Internet; Marginalised Groups at 
Risk; Due Process; Democra�c Mul�-stakeholder 
Internet Governance; and Gender Equity.

This report, therefore, provides an assessment of 
Uganda’s Compliance with 11 out of the 13 Principles 
of the African Declara�on on Internet Rights and 
Freedoms. The report examines both the legal 
environment (laws and policies) and prac�ces by the 
state regarding internet freedom and rights.

Findings: Uganda’s Compliance 
to the AfDEC Principles

Openness
The AfDEC Principle on Openness requires that the 
Internet should have an open and distributed 
architecture and should con�nue to be based on 
open standards and applica�on interfaces and 
guarantee interoperability so as to enable a common 
exchange of informa�on and informa�on.

In 2014, the government, through the Na�onal 
Informa�on Technology Authority, issued guidelines 
for developing government websites that 
emphasized the need to use open standard-based 
tools and technologies for the development of 
websites as well as content to ensure interoperability 
and accessibility of websites. The web guidelines 
adhered to the Web Content Accessibility Guidelines 
(WCAG) of the World Wide Web Consor�um (W3C). 
W3C is an interna�onal body working towards 
defining standards in web technologies and formats 
for publishing content on the web.21

Sec�on 1.4 of Guidelines on Development and 
Management of Government Websites requires all 
government MDAs to “consider the needs of a broad 
spectrum of visitors, including the general public, 
specialised audiences, people with disabili�es, those 
without access to advanced technologies, and those 
with limited English proficiency and ICT skills.”

However, a 2007 survey on Web Accessibility in 
Uganda22 established that 100% of the government 
websites whose webmasters responded to the 
survey were not accessible to users with visual 
disabili�es. Addi�onally, the majority of government 
MDA websites are in English, making them 
inaccessible to many Ugandans who cannot read and 
write in this language.23

The Openness principle also seeks to advance the 
principle of network neutrality, which requires that 
all data on the Internet must be treated in an equal 
and non-discriminatory manner, and shall not be 
charged differen�ally, according to user, content, 
site, pla�orm, applica�on, type of a�ached 
equipment, and modes of communica�on.

However, it has been reported that Uganda does not 

have robust and implementable legal protec�ons for net neutrality24, and because of this, both the government 
and telecom companies have violated the principle in the past, with �ered pricing of the communica�on 
services and social media blocking.25 In 2005, UCC passed the Telecommunica�ons (Tariffs and Accoun�ng) 
Regula�ons,26 to regulate the pricing of telecommunica�ons services and accoun�ng by telecommunica�ons 
operators. Unfortunately, as noted earlier, the regula�ons are largely unenforceable.
The AfDEC Principle on Openness also demands that there should be no special privileges for, or obstacles 
against, the exchange of informa�on online or any party or content on economic, social, cultural or poli�cal 
grounds.

There have been a number of policies and prac�ces that have however served to undermine these principles. 
Specifically, the passage of the Uganda Excise Duty (Amendment) Bill 2018, which introduced taxa�on of 
“over-the-top” (OTT) services, and raised taxes on other telecommunica�ons services violated this principle 
which requires service providers to treat all internet traffic equally, and not block or thro�le access to online 
content and services. 

According to figures from the UCC, the number of subscribers reduced by two and a half million from 16 million 
to 13.5 million subscribers between July and September 2018. The same trend was noted in the amount of 
revenue falling from Uganda Shillings (UGX) 5.6 billion in July 2018, to UGX 3.96 billion in September 2018 (see 
table below). 

Recommenda�ons
1. The Government of Uganda should consider the expansion of the scope of the guidelines27 for 

developing and managing government websites to cover the private sector.
2. Given the nega�ve impact that the OTT tax has had on the ability of the majority of users to access and 

use the internet, the government should consider amending the Excise Duty (Amendment) law to 
consider other avenues of raising revenue rather than imposing a tax on the internet. 

Internet Access and Affordability

Access to the Internet plays a vital role in the full 
realiza�on of human development and facilitates the 
exercise and enjoyment of a number of human rights 
and freedoms, including the right to freedom of 
expression and informa�on, the right to educa�on, 
the right to assembly and associa�on, the right to full 
par�cipa�on in social, cultural and poli�cal life and 
the right to social and economic development.

Accordingly, access and affordability policies and 
regula�ons that foster universal and equal access to 
the Internet, including fair and transparent market 
regula�on, universal service requirements and 
licensing agreements, must be adopted, according to 
the AfDEC. 

The government has put up various policies and 
strategies in place in order to foster a conducive 
environment through which users can maximize the 
social and economic benefits enabled by ICT.

In 2014, the government passed the Na�onal 
Informa�on and Communica�ons Technology Policy, 
with broad policy objec�ves of; building a 
knowledge-based human capital; promo�ng 
innova�on in economic and social systems; 
expanding ICT infrastructure and its integra�on 
throughout the country; deepening u�liza�on of ICT 
services by government, private sector, 
Non-Government Organiza�ons and ci�zenry; 
enhancing research and innova�on in ICT products, 
applica�ons, and services; and improving ICT 
governance and environment in Uganda.28

Addi�onally, Uganda’s Na�onal Vision 2040 very 
clearly iden�fies ICT access and u�liza�on not just as 
a cross-cu�ng development enabler but also as a 
major business opportunity. This provides the 
highest policy level underpinning to the impera�ve 
for universality of ICT in Uganda.29

The AfDEC principle also calls for the establishment 
of na�onal and regional Internet exchange points 

(IXPs) to ra�onalize and reduce the cost of Internet 
traffic at na�onal, local and sub-regional levels, as 
well as addressing the gender digital divide, with 
factors such as level of employment, educa�on, 
poverty, literacy and geographical loca�on resul�ng 
in African women having lower levels of access than 
men.

In 2016, the government is reported to have 
embarked on the provision of “free internet access” 
to residents within the capital city, Kampala through 
the MYUG, a new applica�on that has been 
developed by the Na�onal Informa�on and 
Communica�ons Technology (NITAU).30 The services 
have however experienced some challenges and 
don’t cover all the intended hotspots as had been 
envisaged.31 

Addi�onally, in December 2019, MTN, the largest 
telecommunica�on service provider in Uganda also 
announced the introduc�on of a range of data 
bundles that do not expire32, a�er many complaints 
from clients for loss of unused internet bundles. 
Previously, customer internet bundles would expire 
a�er 24 hours.

It is also refreshing to note that within the new 
guidelines for the Rural Communica�on 
Development Fund (RCDFII)33, the government has 
commi�ed to improving on the Connec�vity, Access, 
Affordability, and Equity for the target groups.

To date, UCC through RCDF has implemented ICT 
Computer Labs in over 1000 Secondary Schools, 
Ter�ary ins�tu�ons and Universi�es.34 The schools 
with Computer laboratory infrastructure have also 
acted as a pla�orm to provide digital literacy skills to 
the communi�es around the schools, which has 
drama�cally reduced the digital divide in the country

The Na�onal Broadband Strategy for Uganda35 
(2016-2020) defines the minimum requirements for 
high-speed transmission and access for voice, data, 

and video to homes and businesses and sets the 
target to be achieved within the five-year period. 
Some of the key targets defined for the five-year 
period include raising the minimum broadband 
speeds from 512kbps (in 2014/15) to 3Mbps and 
reducing the cost per Mbps of broadband in rela�on 
to average income by 10%. The strategy also seeks to 
achieve 100% broadband connec�vity at all district 
and sub-county headquarters, health centre IVs, 
ter�ary ins�tu�ons and secondary schools by 2020.36

Unfortunately, internet access and affordability is 
s�ll a challenge for large sec�ons of the popula�on 
especially the poor, rural popula�ons, women, and 
persons with disabili�es. This is because while 
internet access has become more affordable, 
par�cularly on mobile phones, costs are s�ll 
expensive for many Ugandans.37 Within East Africa, 
Ugandans are reported to be paying the highest 
prices to access mobile internet, at an average of 
$4.69 (Shs 17, 231) for 1GB [gigabyte] of data, 
compared to her neighbors in Rwanda who are 
paying an average of $0.56 or (Shs 2,057) for 1GB of 
data, with Burundi and Kenya, paying $2 (Shs7,344) 
and $2.73 (Shs10,024) for 1GB, respec�vely.38 The 
introduc�on of a daily UGX 200 (USD $0.05) tax on 
social media use in July 2018 is reported to have le� 
millions unconnected due to the increased costs.39 

Other factors that have affected access and 
affordability include limited access to electricity as it 
is mostly concentrated in urban areas and further 
impedes access to ICTs.40

Recommenda�ons
1. The government should review and expedite 

the full implementa�on of the Na�onal 
Broadband Strategy, which expires within 
less than a year, 2020.

2. The government should expand the free 
Wi-Fi program to other areas outside of 
Kampala and Entebbe. 

3. The government should work with and 
incen�vize telecommunica�on companies to 
provide special rates for the rural poor so as 
to reduce the costs of mobile internet in the 
country.

4. Review the revenue collec�on concept as the 
OTT tax has definitely had a nega�ve effect 
on both revenue and internet access and 
affordability.

Freedom of Expression

Principle 3 of the African Declara�on on Internet 
Rights and Freedoms notes that; “Everyone has the 
right to hold opinions without interferences. 
Everyone has a right to freedom of expression which 
includes the freedom to seek, receive, impart 
informa�on and ideas of all kinds through the 
internet and digital technologies, regardless of 
fron�ers”. The principle acknowledges the 
non-absoluteness of the rights but however notes 
that any restric�ons must be provided for by law, 
pursue a legi�mate aim as expressly listed under 
interna�onal law. 

In Uganda, the right to freedom of expression, and 

access to informa�on are provided for under the 
Cons�tu�on41, and although not explicitly defined 
within the cons�tu�on, this right includes the 
“freedom to seek, receive and impart informa�on 
and ideas of all kinds, regardless of fron�ers, either 
orally, in wri�ng or in print, in the form of art, or 
through any other media (including the internet) of 
his choice.”42 

Although the right to freedom of expression, 
especially online, like many others is not absolute, 
under both interna�onal law and the Ugandan 
Cons�tu�on, the AfDEC notes that “Content 
blocking, filtering, removal and other technical or 
legal limits on access to content cons�tute serious 
restric�ons on freedom of expression and can only 
be jus�fied if they strictly comply with interna�onal 
human rights law, which says that any restric�ons 
should be; (a) Prescribed by law; (b) Serve a 
legi�mate purpose for the protec�on of reputa�on, 
na�onal security, public order, public health or 
morals; and, (c)  It must be necessary to achieve the 
prescribed purpose.43

However, at the height of what came to be known as 
the Arab Spring, the government is reported to have 
ordered Telecom companies to block and regulate 
text messages that could ins�gate hatred, violence, 
and unrest during the presiden�al elec�on period, 
February 2011.44 A few months later, in April 2011, 
UCC instructed ISPs to temporarily block access to 
Facebook and Twi�er for 24 hours “to eliminate the 
connec�on and sharing of informa�on that incites 
the public.” The order came in the heat of the ‘walk 
to work’ protests in various towns over rising fuel and 
food prices.45

In 2016, there were to be two addi�onal episodes of 
internet shutdowns, in February 2016 during the 
elec�ons and May 2016, during the swearing-in of 
the President. In ordering the shutdowns, the 
government cited na�onal security concerns as the 
main reason. The president is reported to have told 
journalists that he ordered the shutdowns because; 
“Steps must be taken for security to stop so many 
ge�ng in trouble, it is temporary because some 

people use those pathways for telling lies,”46

The AfDEC principle on Freedom of Expression also 
requires that “No-one should be held liable for 
content on the Internet of which they are not the 
author” and seeks to limit the liability of 
intermediaries. Under sec�on 29 of the 2011 
Electronic Transac�ons Act,  intermediaries are 
protected from any liability on content shared by 
third par�es, sta�ng that “a service provider shall not 
be subject to civil or criminal liability in respect of 
third-party material which is in the form of electronic 
records to which he or she merely provides access.”47 
This is a posi�ve provision that should be protected 
by the state.

The AfDEC Principle on Freedom of Expression also 
emphasizes the important role that a safe and secure 
opera�ng environment for internet users if they are 
to meaningfully par�cipate in online expression – 
sharing opinions and ideas. The government has put 
in place a number of commendable measures to curb 
online, safety especially among children and youths. 
The Computer Misuse Act (2011) under sec�on 23 
criminalizes child online sexual exploita�on. This 
scope covers any person who par�cipates in the 
development, sharing, transmission or storage of 
child sexual abuse material.48

 
In addi�on, the Na�onal Informa�on Technology 
Authority – Uganda (NITA-U) in collabora�on with 
the Internet Society Uganda Chapter led to the 
development of an Online Safety Educa�on Toolkit as 
a useful and convenient learning resource for 
children and youth on how best to stay safe online in 
their daily use of the internet.49

The same Act also criminalizes cyber harassment 
(Art. 23), offensive communica�on (Art. 24) as well as 
cyberstalking (Art. 26). Specifically, Ar�cle 26 states 
that; “Any person who willfully, maliciously, and 
repeatedly uses electronic communica�on to harass 
another person and makes a threat with the intent to 
place that person in reasonable fear for his or her 
safety or to a member of that person's immediate 

family commits the crime of cyberstalking and is 
liable on convic�on to a fine not exceeding one 
hundred and twenty currency points or 
imprisonment not exceeding five years or both.”

Unfortunately, the majority of those affected, 
especially the vic�ms whose pictures and videos 
have been leaked online are the first persons to be 
interrogated by law enforcement agencies. In 2018, 
when Ugandan model Judith Heard had her pictures 
published without her consent, she not only found 
herself under arrest but also under a�ack in the 
media and online.50

Recommenda�ons

1. The government should ensure that any 
orders to shut or slow down the internet 
must be done in accordance with the law and 
due process should be followed as laid down 
in Ar�cle 3 of the AfDEC Principle and other 
interna�onal human rights laws.

2. The government should amend laws, such as 
the Computer Misuse Act, to bring them into 
line with Uganda’s cons�tu�on and its 
obliga�ons under interna�onal law regarding 
freedom of expression and access to 
informa�on.

Right to Informa�on
This AfDEc principle notes that “The Internet offers 
new opportuni�es to access informa�on, and for 
governments to communicate with people, using 
open data. Open data and new forms of online 
consulta�on can empower people to take a more 
ac�ve part in public affairs.

Data and informa�on held by governments should be 

made publicly accessible, including being released 
proac�vely and rou�nely, except where legi�mate 
grounds for restric�ng access comply with the rule of 
law, including relevant freedom of informa�on 
legisla�on.

Freedom of informa�on is an integral part of the 
fundamental right of freedom of expression, as 
recognized by Resolu�on 59 of the United Na�ons 
General Assembly adopted in 1946, as well as by 
Ar�cle 19 of the Universal Declara�on of Human 
Rights (1948), which states that Everyone has the 
right to freedom of opinion and expression; this right 
includes freedom to hold opinions without 
interference and to seek, receive and impart 
information and ideas through any media and 
regardless of frontiers”.

Although the 1995 Cons�tu�on of the Republic of 
Uganda guarantees the right of access to 
informa�on,51 with an enabling Act and regula�ons 
providing for the same, the spirit of the current 
legisla�on is more restric�ve, with ci�zens required 
to submit informa�on requests as opposed to 
requiring informa�on officers to proac�vely 
disseminate informa�on.

In 2014, the Government of Uganda with support 
from civil society (AFIC and CIPESA) established an 
online portal for receiving and responding to 
informa�on requests52. However, despite being a 
great ini�a�ve, AFIC’s recent analysis of the pla�orm 
indicated that since 2014, the pla�orm has 6,123 
users registered, 4,059 requests were made to 110 
MDAs. Of 4,059 requests, 80.9% were awai�ng a 
response, 5.2 % were under review, and only 4.5% 
had been par�ally responded to, while 4.3% were 
successful, in that order.

The AfDEC requires exis�ng obliga�on on public 
bodies to share all informa�on produced with the 

support of public funds, subject only to clearly 
defined rules set out in law, as established by the 
Declara�on of Principles on Freedom of Expression in 
Africa, shall extend to the proac�ve release of such 
informa�on on the Internet in openly licensed, freely 
re-usable formats.

According to sec�on 3 (d) of the Access to 
Informa�on Act, every ci�zen is supposed to access 
informa�on easily and in a �mely manner. The Act 
provides for a maximum of 21 days within which a 
ci�zen’s informa�on request is responded to. 
However, the delayed release of informa�on due to 
fear and/or bureaucracy coupled with ignorance 
have made the right to informa�on imprac�cable in 
some circumstances.53

Addi�onally, while ar�cle 41 o�he Ugandan 
Cons�tu�on provides for the right of access to 
informa�on with two excep�ons: where the release 
of the informa�on is likely to prejudice the security 
or sovereignty of the State or interfere with the right 
to privacy of any other person, the Access to 
Informa�on Law, itself in Part III (sec�on 23 - 34) lists 
exemp�ons which are too wide in scope and 
contradict the cons�tu�on. These exemp�ons, which 
include cabinet minutes and those of its commi�ees, 
limit the enjoyment of the right to informa�on by 
restric�ng access to vital records.54

Recommenda�ons
1. The government should amend the 

retrogressive restric�ons within the enabling 
laws such as the Access to Informa�on Act, 
and the Official Secrets Act that undermine 
proac�ve disclosure of informa�on, 
especially online.

2. The government should equip their staff with 
the skills and knowledge as well as tools to 
proac�vely use online pla�orms to share 
data held by government public bodies.

3. Parliament should amend the Access to 
Informa�on Act to provide for online 
informa�on requests

4. Government should undertake promo�onal 

measures for the effec�ve implementa�on 
of the Access to Informa�on Act

5. The Uganda Human Rights Commission 
should undertake measures to promote 
ci�zens’ enjoyment of their right to 
informa�on through online and offline 
channels. 

Freedom of Assembly and 
Associa�on and the Internet
This AfDEC principle states that; “Everyone has the 
right to use the Internet and digital technologies in 
rela�on to freedom of assembly and associa�on, 
including through social networks and pla�orms. It 
further notes; “The Internet can augment the 
opportuni�es and capabili�es of individuals and 
groups to form associa�ons and to manage 
organiza�ons and associa�ons.”

Addi�onally, “It can increase the membership and 
reach of associa�ons by allowing groups of people to 
communicate despite physical boundaries. It 
provides new tools for those organizing assemblies 
offline, as well as the possibility of conduc�ng 
assemblies and protests online.”

African states are therefore called upon to limit the 
shu�ng down or blocking of access to social 
networking pla�orms, and in fact, the Internet in 
general, as these ac�ons cons�tute direct 
interference with this right. 

But as highlighted above, under Freedom of 
Expression, the government has on several occasions 
been reported to have ordered the shutdown of the 
internet and access to other social media pla�orms 
such as Facebook, Twi�er, and WhatsApp, greatly 
affec�ng ci�zens access and use of the internet.

Recommenda�ons
1. Any a�empts by the Government should be 

done within the parameters of interna�onal 
human rights law - (a) Prescribed by law; (b) 
Serve a legi�mate purpose for protec�on of 
reputa�on, na�onal security, public order, 

public health or morals; and, (c)  It must be 
necessary to achieve the prescribed 
purpose.55 

2. The government should con�nue with efforts 
to expand access and affordability of the 
internet and digital technologies to a wider 
majority of the popula�on for them to enjoy 
the benefits brought about by these 
technological advances, including freedom of 
assembly and associa�on. 

Cultural and Linguis�c Diversity
This AfDEC Principle is cognizant of the rich linguis�c 
and cultural diversity which exists on the African 
con�nent and calls for its promo�on, especially 
online. Specifically, the principle calls upon states to 
put in place comprehensive policies, and alloca�on of 
resources, to support the development and use of 
tools to facilitate linguis�c diversity on the Internet. 
This includes the promo�on of technology and 
content required to access and use domain names, 
so�ware, services, and content in all languages and 
scripts. 

In 2006, Uganda passed the Na�onal Culture Policy 
that sought to among other things; To promote and 
strengthen Uganda’s diverse cultural iden��es; 
enhance social cohesion, collabora�on, and 
par�cipa�on of all people in cultural life; promote 
community ac�on on cultural prac�ces that promote 
and that impinge on human dignity; and conserve, 
protect and promote Uganda’s tangible and 
intangible cultural heritage.56

Government also commi�ed to foster the crea�on of 
varied local and na�onal content, including that 
available in the language of users, and give 
recogni�on and support to ICT-based work in all 
ar�s�c fields through public/private partnerships as 
well as support efforts to develop and use ICTs for 
the preserva�on of natural and, cultural heritage, 
keeping ICT accessible as a living part of today’s 
culture through the Na�onal ICT Policy of 2014.57 

The government also commi�ed to developing 
systems that ensure con�nued access to archived 
digital informa�on and mul�media content in digital 
repositories, and support archives, cultural 

collec�ons, and libraries58

There has however been very slow progress in the 
promo�on of indigenous languages online as only a 
few local languages are represented online. For 
example, news on websites owned by the Vision 
group is only available in four local languages (out of 
40 languages and 56 na�ve dialects) Bukedde 
(Luganda); Etop (Ateso); Rupiny (Acholi) and Orumuri 
(Runyankore).59 

According to the 2018 Freedom House report on 
Internet freedom in Uganda, the Google Uganda 
domain is available in five local languages, while the 
Firefox web browser can be accessed in two 
languages, Luganda and Acholi. The report notes that 
as of early 2018, Wikipedia can be accessed in 
Luganda, with about 1,000 ar�cles translated.60 

Recommenda�ons
1. The government should work with key 

providers – Google, Firefox and others to 
have more local languages on their domains

2. The government should expedite the 
implementa�on of Na�onal ICT Policy, 2014, 
especially the provisions of culture diversity

Right to Development and 
Access to Knowledge
The AfDEC Principle notes that “Developing media 
and informa�on literacy is essen�al in ensuring that 
consumers of media products have the skills to find 
evaluate and engage with various types of 
informa�on, including those relevant for their social, 
economic, cultural and poli�cal development.

The principle also calls upon the government to 
priori�es policies that improve girls’ access to quality 
educa�on and ICT, gender mainstreaming in Science, 
Technology, Engineering and Mathema�cs (STEM) 
policies, and family-friendly policies in STEM 
workplaces.
In 2017, the Ministry of ICT and Na�onal Guidance 
embarked on the Digital Vision Uganda ini�a�ve61 

that aims to leverage technological innova�ons to 
meet various na�onal and interna�onal goals 
including universal inclusion, sustainable 
development, economic progress, and poverty 
eradica�on. 

This campaign aims to achieve a unified ac�on plan 
that draws on various ini�a�ves from all sectors and 
focuses on technology-based empowerment, thus 
fostering relevant ICT use62. While the Digital Vision 
Uganda campaign aims to address per�nent ICT 
development issues that will improve ICT access, 
usage and, penetra�on, the strategy is s�ll under 
development with implementa�on yet to start.63

Recommenda�ons
1. The government should fully implement the 

Digital Vision Uganda campaign and other 
policy frameworks, including the ICT policy, 
broadband policy.

Privacy and Personal Data 
Protec�on
The growth and penetra�on of informa�on and 
communica�on technologies, especially the internet 
partly aided by an increase in mobile phone 
subscrip�ons and increased use of smartphones has 
resulted in increased collec�on, processing and 
sharing of personal biometric data, including by 
business enterprises. Unfortunately, many internet 
users are not aware of the implica�ons of their use of 
the web and how their rights are compromised by 
their internet usage or how their data is 
automa�cally gathered or processed without their 
knowledge and sold or linked with other sources to 
produce a complex record of several aspects of their 
lives.64

AfDEC Principles requires that “Personal data or 
informa�on shall only be collected and/or processed 

by states and non-state actors such as access 
providers, mail providers, hosts, and other 
intermediaries, in compliance with well-established 
data protec�on principles, including the following: 
personal data or informa�on must be processed 
fairly and lawfully; personal data or informa�on must 
be obtained only for one or more specified and lawful 
purposes; among others. 

Although the Uganda Cons�tu�on provides for the 
right to privacy and data protec�on65, it wasn’t un�l 
December 2018 that parliament passed the Privacy 
and Data Protec�on Act that was assented to by the 
President in February 2019.66

The principle notes that “Mass or indiscriminate 
surveillance of individuals or the monitoring of their 
communica�ons, cons�tutes a dispropor�onate 
interference, and thus a viola�on, of the right to 
privacy, freedom of expression and other human 
rights”. 

It is further noted that “targeted surveillance of 
online communica�ons must be governed by clear 
and transparent laws which, at a minimum, comply 
with the following basic principles: first, 
communica�ons surveillance must be both targeted 
and based on reasonable suspicion of commission or 
involvement in the commission of serious crime; 
second, communica�ons surveillance must be 
judicially authorized and individuals placed under 
surveillance must be no�fied that their 
communica�ons have been monitored as soon as 
prac�cable a�er the conclusion of the surveillance 
opera�on; third, the applica�on of surveillance laws 
must be subject to strong parliamentary oversight to 
prevent abuse and ensure the accountability of 
intelligence services and law enforcement agencies.”

Unfortunately, once again the legal environment and 
prac�ces regarding communica�on surveillance and 
intercep�on of communica�on in Uganda go against 
the provisions of the principle. 

The Regula�on of Intercep�on of Communica�ons 
Act, 201067 provides for lawful intercep�on and 
monitoring of communica�ons in the course of their 
transmission through telecommunica�ons, postal or 
any other related services or systems in Uganda. 
Specifically, Sec�on 8 of this Act requires service 
providers to ensure that their telecommunica�on 
systems are always technically capable of suppor�ng 
lawful intercep�on. 

The right to privacy is further limited by the 
An�-Terrorism Act, 2002, which provides for 
intercep�on of communica�ons, specifically, sec�on 
19 (1) which states that “… an authorized officer shall 
have the right to intercept the communica�ons or a 
person and otherwise conduct surveillance of a 
person under this Act.”

Recommenda�ons
1. Expedite the implementa�on of the Data 

Protec�on Act 
2. Reduce the opportuni�es for mass 

surveillance to guard against infringement 
on peoples’ right to privacy and protec�on of 
their personal data.

3. Review and harmonize the laws that provide 
for the surveillance and intercep�on of 
communica�on in view of the new data 
protec�on law provisions.

Security, Stability and Resilience 
of the Internet
The principle requires that everyone has the right to 
enjoy secure connec�ons to and on the Internet 
including protec�ng from services and protocols that 
threaten the security, stability, and resilience of the 
Internet.

States are therefore urged to recognize in their 
legisla�on and prac�ces that encryp�on is a basic 
requirement for the protec�on of the confiden�ality 
and security of informa�on. States should promote 

end-to-end encryp�on as the basic standard for the 
protec�on of the rights to freedom of expression and 
privacy online and promote the use of open-source 
so�ware.

However sec�on 10 of the Regula�on of Intercep�on 
of Communica�ons Act 2010, provides for disclosure 
of protected (encrypted) informa�on with failure to 
comply with the disclosure no�ce a�rac�ng a fine 
not exceeding one hundred and twenty currency 
points or to imprisonment for a period not exceeding 
five years, or both upon convic�on.
 
Although a January 2019 report on the State of 
Privacy in Uganda68 by Privacy Interna�onal notes 
that there does not appear to be any restric�on on 
the use of encryp�on in Uganda. And that the use of 
end-to-end encrypted messaging applica�ons, 
par�cularly WhatsApp, are popular.

Recommenda�ons
1. The government should consider repealing 

sec�on 10 of the RICA that criminalizes the 
failure to disclose encrypted informa�on.

Marginalized Groups and Groups at Risk
Despite the recent advances in the ICT and internet, 
with a greater number of people now having access 
to and using these, many marginalized groups of 
people, including persons with disabili�es, rural 
communi�es, the elderly, and women s�ll find it hard 
to access and use digital technologies and thus 
con�nue to miss out on the benefits that the 
technologies bring.

Several factors, including high literacy levels, the 
s�ll-high costs of the internet, poor implementa�on 
of enabling policies among others.

Under this principle, states and non-state actors are 
required to respect and protect the right of all 

individuals to have access to and use the Internet. 
However, recent prac�ces, including the introduc�on 
of the OTT tax have instead served to widen the 
digital divide gap. It has been reported that the social 
media tax has raised the internet connec�on costs by 
10% for Uganda’s poorest residents, and in turn le� 
them with less access to informa�on.69

 
The situa�on is however much worse for persons 
with disabili�es, as the costs of assis�ve technologies 
that would aid them access to and use the internet 
and other ICT is quite high.70 

Recommenda�ons
1. Review and consider amending the social 

media tax to reduce the exclusion
2. Reduce ICT access costs for marginalized 

groups, especially the elderly and persons 
with disabili�es

3. Introduce incen�ves to services providers to 
expand their networks to rural areas

Gender Equality
As earlier discussed, women are among the 
marginalized groups that con�nue to lag behind 
when accessing and using ICT, especially the internet. 
A survey carried out in 2014 by the Uganda 
Communica�ons Commission found that only 6% of 
women in Uganda are online. And only 21% of 
women reported having used the internet, versus 
61% for men.71 

Like the other marginalized groups, the gender gap in 
internet access is also perpetuated by several factors 
including limited access to the internet, lack of digital 
skills and empowerment of women, affordability of 
ICT services especially broadband connec�vity, 

relevant content as well as safety of women online.72

The AfDEC principle on gender equity calls upon key 
stakeholders to ensure that the processes and 
mechanisms that enable the full, ac�ve and equal 
par�cipa�on of women and girls in decision making 
about how the Internet is shaped and governed are 
developed and strengthened.

Recommenda�ons
1. The laws enacted and any bill to be passed 

must-have women’s unique perspec�ves 
and views integrated to produce a robust law 
that is gender-sensi�ve73

2. Women should be trained and skilled in how 
to access and use the internet safely and 
securely

3. The government should set up a Monitoring 
and Evalua�on Framework for all gender and 
ICT policies so that actual benefit accrues to 
the common person74

Conclusion
There indeed some posi�ve steps, especially the legal 
framework that Uganda has adopted to ensure 
compliance to the key principles as laid out in the 
African Declara�on on Internet Rights and Freedoms 
– including the ICT Policies, the Access to Informa�on 
Laws, the Cons�tu�onal provisions, the Data 
Protec�on Act, the Income Tax Act of 2018 that 
introduced the social media tax among others. There 
are however other laws whose provisions are quite 
retrogressive and these need to be amended, 
especially those that infringe on privacy and personal 
data protec�on such as the Regula�on of 
Intercep�on of Communica�ons Act, the Computer 
Misuse Act among others.

AFIC | INTERNET RIGHTS AND FREEDOMS IN UGANDA 2019

AFRICA FREEDOM OF INFORMATION CENTRE
Plot 436/437, Suite A4
Corner House, Off Mawanda Road
Tel: 256 414533554
Email: info@africafoicentre.org
www.africafoicentre.org


